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Tugas ini yaitu melakukan scanning dan Snort pada suatu target. Dengan target web
Lazada.com dan menggunakan tools Xprobe dan Nmap. Saya melakukan scanning lebih
kurang 15 menit. Gambar di bawah ini merupakan hasil dari scanning yang dilakukan dan
hasil Snort (alert dan signature) dengan wireshark. Nama domain dari target yaitu Lazada.com
dan ip address 52.74.30.111. Snort merupakan software yang berguna untuk mengamati
aktivitas dalam suatu jaringan komputer. Snort dapat digunakan sebagai suatu NIDS(Network
Intrusion Detection System) dan snort ini menggunakan sistem peraturan untuk melakukan
deteksi dan pencatatan(logging) terhadap berbagai macam serangan terhadap jaringan

komputer.

e Gambar hasil ping yang dilkukan pada target

et

® © u & Q T4+ EE @8 -
Filter: v | Expression.. Ap 53
No. Time Source Destination Protocol Lengtlt Info

3666 158.5149530€ fe80::8ca5:78d9:69e9:2 ff02::1:3 LLMNR 84 Standard query Oxf
3667 158.5163220€ fe80: :8ca5:78d9:69e9:2 ff02::1:3 LLMNR 84 Standard query 0x3
3668 158.5163340€ 10.100.225.180 224.0.0.252 LLMNR 64 Standard query 0x3
3669 158.5163540€ 10.100.225.180 224.0.0.252 LLMNR 64 Standard query oxf
3676 158.7195160€0.0.0.0 255.255.255.255 DHCP 347 DHCP Request - Tr
3671 158.8222970€ 10.100.225.180 10.100.239.255 NBNS 92 Name query NB WPAD
3672 158.8223470€ fe80::5466:98dd: 2eal:z ff02::1:2 DHCPV6 149 Solicit XID: ©x443
3673 158.9920610€ 10.100.226.106 52.74.30.111 ICMP 98 Echo (ping) reques
3674 159.0288796€ f0:03:8c:11:fe:b3 Broadcast ARP 60 Who has 16.160.224
3675 159.0288940€ : : ffo2::1:ffff:97b1 ICMPV6 78 Neighbor Solicitat
3676 159.0289070€ 52.74.30.111 10.100.226.106 IcMp 98 Echo (ping) reply

3677 159.3342310€ fe80::€940:b67b:488b:5 ff02::1:ff1b:b417 ICMPV6 86 Neighbor Solicitat
»Data (42 bytes)

Ff Ff ff ff ff ff 8c 99 e6 4d f7 79 00 2¢ 00 00 PR MSENTTHCLELIELBCEHYLEL EYL EIEIELVHEIICERH

REIR:R -Gl BTl R I ORI - oo t @mardiah - X455LF : /home /mardiah/Downloads# ping lazada.com

LRl IRl Rl N I ORI R P TNG 1azada.com (52.74.30.111) 56(84) bytes of data.

06 00 00 00 60 66 00 00 00 00 60 06 64 bytes from ec2-52-74-30-111.ap-southeast-1.compute.amazonaws.com (52.74.30.111):

Profile: _seq:l ttl=45 time=129 ms

1 64 bytes from ec2-52-74-30-111.ap-southeast-1.compute.amazonaws.com (52.74.30.111):

_seq=15 ttl=45 time=31.9 ms
64 bytes from ec2-52-74-30-111.ap-southeast-1.compute.amazonaws.com (52.74.30.111):
_seq=16 ttl=45 tii 5
64 bytes from ec2 -30- .ap-southeast-1.compute.amazonaws.com (52.74.30.111):
seq=17 ttl=45 time=36.8 ms

wlan0: <live capture in progress...

Gambar 1 : hasil ping yang dilakukan pada target

e Scanning ke target dengan mengggunakan tools Nmap

© ® m g Q 3T &£ EE @ = -

Filter: v | Expression..

No. Time Source Destination Protocol Lengtt Info

7088 222.3105750€ 10.100.226.159 10.100.239.255 NBNS 92 Name query NB WPAD
7689 222.3123370€ 10.100.226.151 224.0.0.251 MDNS 54 Standard query res
7096 222.3124220€ 10.1600.225.180 10.100.239.255 NBNS 92 Name query NB WPAD
7091 222.3124370€ 10.100.225.0 10.100.239.255 uop 305 Source port: 54915
7092 222.4150050€ : : ffo2::1:ffff:97b1 ICMPV6 78 Neighbor Solicitat
7093 222.6197860¢€ fe80: :4a88: caff: fef8:2 ffo2::2 ICMPV6 76 Router Solicitatio
7694 222.6219096€ BbkElect ff:97:b1 Broadcast ARP 60 Who has 10.100.224
7095 222.8226670€ 10.100.225.213 239.255.255.250 SSDP 215 M-SEARCH * HTTP/1.
7696 222.9250450€ 10.100.225.70 10.100.239.255 NBNS 92 Name query NB WPAD
7097 223.6312580¢ fe80: :deb:6e38:6468:37 ff02::1:2 DHCPV6 146 Solicit XID: ©xe99
7098 223.1319630€ 10.100.225.213 239.255.255.250 SSDP 175 M-SEARCH * HTTP/1.
7099 223.3392110€ 10.100.225.0 10.100.239.255 uop 305 Source port: 54915
»Data (42 bytes)

ff ff ff ff ff ff 8c 99 e6 4d f7 79 00 2e 00 00 root@mardiah-X455LF: /home/mardiah/Downloads

L3 O T oI R L RC IO RO ORI IO - oo t @mardiah -X455LF : /home /mardiah/Downloads# nmap lazada.com
60 00 00 60 00 00 6O 66 0O 60 6O 0O 60 6O 00 00
66 00 00 00 60 06 00 60 00 00 60 66 Starting Nmap 6.40 ( http://nmap.org ) at 2017-03-08 22:05 WIB

Nmap scan report for lazada.com (52.74.30.111)

Host is up (0.038s latency).

rDNS record for 52.74.30.111: ec2-52-74-30-111.ap-southeast-1.compute.amazonaws.com
Not shown: 999 filtered ports

PORT STATE SERVICE

53/tcp open domain

Profile: Defa

wlan0: <live capture in progress...

Nmap done: 1 IP address (1 host up) scanned in 7.82 seconds
root@mardiah-X455LF: /home/mardiah/Downloads#

Gambar 2 : proses scanning pada target dengan tools Nmap



e Scanning ke target dengan mengggunakan tools Xprobe

Terminal

) Q T & B @& -
Filter: v | Expression... Clear Apply Save
No. Time Source Destination Protocol Lengtt Info

8221 274.5386420€ fe80::518:b8c3:6ee4:7 ffO2::1:2 DHCPv6 149 Solicit XID: 6xae3
8222 274.6377590€ 10.100.226.164 239.255.255.250 SSDP 167 M-SEARCH * HTTP/1.
8223 274.8488220€ 10.100.224.1 224.0.0.5 OSPF 78 Hello Packet

8224 274.9444410€ 10.100.226.164 239.255.255.250 SSDP 167 M-SEARCH * HTTP/1.
8225 275.1494110€ HonHaiPr_7a:8c:d5 Broadcast ARP 60 Who has 10.100.224
8226 275.3567400€ 10.100.225.0 10.100.239.255 uopP 305 Source port: 54915

8228 275.76460606€ : : ff02::16 ICMPV6 90 Multicast Listener
8229 276.3803280€ 10.100.225.0 10.100.239.255 uoP 305 Source port: 54915
8230 276.38603850€ : : ffe2::1:ffff:97b1 ICMPV6 78 Neighbor Solicitat
8231 276.3814040€ 10.100.225.0 239.255.255.250 SSDP 215 M-SEARCH * HTTP/1.

»Data (42 bytes)

0000 ff ff ff ff ff ff 8c 99 e6 4d f7 79 00 2e 00 00 [ root@mardiah-X455LF: /home/mardiah/Downloads
RERE:3 SRRl I R ORI B - oo t @mardiah - X455LF : /home /mardiah/Downloads# xprobe2 lazada.com
00 00 60 00 00 00 60 60 ©0 60 00 00 60 00 00 00
00 00 00 00 00 60 00 00 60 00 00 00

wlano0: <live capture in progress... g Profile: Defa

Gambar 4 proses scanning pada target dengan tools Xprobe

e rekaman dari semua aktivitas pertukaran data oleh wireshark

Wireshark

Capturing from wlan0 [Wireshark 1.10.6 (v1.10.6 from master-1.10)]
m & Q TTF L EE & e -

Filter: ~ | Expression... r Apply

No. Time Source Destination Protocol Lengtt Info

12424 528.9998050€ IntelCor df:af:f2 Broadcast ARP 60 Who has 10.100.224
12425 529.0042320€ 10.1600.225.114 255.255.255.255 NBHNS 92 Name query NB DESK|
12426 529.1015270€ d0:53:49:09:1b:a9 Broadcast ARP 66 Who has 10.100.225
12427 529.2065720€ fe80::€972:1354: c2d7:¢ ff02::1:3 LLMNR 84 Standard query €x1
12428 529.2074700€ 10.100.225.24 224.0.8.252 LLMNR 64 Standard query ©x1
12429 529.2086540€ Te80: :e972:1354: c2d7:¢ ffe2::1:3 LLMNR 84 Standard query @xe
12430 529.2086660€ 10.100.225.24 224.9.0.252 LLMNR 64 Standard query Oxe
12431 529.5173860€ 10.100.225.24 10.100.239.255 NBHNS 92 Name query NB WPAD
529.6155320€ 10.100.225.0 10.1600.239.255 uop 305 Source port: 54915
529.6164220€ fed DHCPv6 152 Solicit XID: ©x3c5

12434 1746 0 MDNS 103 Standard que 0y

12435 529.8209460€ 10.100.226.151 224.8.8.251 MDNS 54 Standard query re
pData (42 bytes)

@
]

eeee ff ff ff ff ff ff 8c 99 e6 4d f7 79 00 2e 00 €O
eele f5 81 80 60 60 60 GO 6@ 0O 6O 6O B B0 00 60 0O
0020 ©0 00 0O 0O 00 00 0O 0@ 0O 0O OO ©O OO 00 60 0O
6630 ©0 00 00 60 60 60 00 6@ 0O 66 60 80

@ ®  wlan0: <live capture in progress... Profile: Default

SN Ome

Gambar 5 proses wireshark dalam merekam aktivitas pertukaran data



e Dalam melakukan scanning di dapatlah gambar hasil snort pada wireshark yang di
lakukan pada target yaitu didapat Lenght = 178.330, lines = 985, Ln = 285, col = 53,
sel = 14]1
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window X
HHBARLA|shhioe|akwlas|BE| = 1EE = ®| e [
EHegig ] B |
1 03/08-2 5:30.744454 [**1 :1817:€] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] {UDP .100.225.237:5 A
03/08-, :31.680605 [**] :1917:6] SCRN UPnP service discover attempt [*+] [Classification: Detection of a Network Scan] [Priority: 3] {UDP} .100.226.178: 6
03/08: 32.588199 [*¥] :1917:6] SCRN UPnP service discover attempt [#%)] [Classification: Detection of a Network Scan] [Priority: 3] {UDP .100.226.1684:4!
4  03/08 132.691609 [*¥] :1917:6] SCRN UPnP service discover attempt [#%)] [Classification: Detection of a Network Scan] [Priority: 3] {UDP .100.225.27:52:
03/08: :32.894832 [#¥] :1917:6] SCRN UPnP service discover attempt [#%)] [Classification: Detection of a Network Scan] [Priority: 3] {UDP .100.226.1684:4!
& 03/08 :33.207380 [**] :1917:6] SCRN UPnP service discover attempt [#%] [Classification: Detection of a Network Scan] [Priority: 3] {UDP} .100.226.1684:4!
7 03/08 :34.738018 [*¥] :1917:6] SCRN UPnP service discover attempt [#%)] [Classification: Detection of a Network Scan] [Priority: 3] {UDP .100.226.178: 6!
03/08: :35.659610 [*¥] :1917:6] SCRN UPnP service discover attempt [#%)] [Classification: Detection of a Network Scan] [Priority: 3] {UDP .100.225. g
03/08: :35.767303 [*¥] :527:8] SCAN UPnP service discover attempt [**] [Classification: Potentially Bad Traffic] [Priority: 2] {UDP} 0.0.0.0:68
03/08: :35.974452  [*%] :527:8] SCAN UPnP service discover attempt [**] [Classification: Potentially Bad Traffic] [Priority: 2] {IPV6-ICMP
03/08: :37.709661 [**] :1817:6] SCAN UPnP service discover attempt [#%] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.
03/08: :38.627682 [*¥] :1817:6] SCAN UPnP service discover attempt [#%] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.
03/08: :40.681560 [**] 1917 SCAN UPnP service discover attempt [*%] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.
03/08: 42.730253 [**] 1917 SCAN UPnP service discover attempt [*%] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.
03/08: 42.933909 [**] :1917 SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.
03/08: :43.033667 [**] :11917: SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.
03/08: 143.241229 [**] :11917: SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.
03/08: 143.664717 [**] :1917:6] SCREN UPnP service discover attempt [*¥] [Classification: Detection of a Network Sean] [Priority: 3] {UDP} 10.100.
03/08: 144.058272 [**] :527:8] SCAN UPnP service discover attempt [**] [Classification: Potentially Bad Traffic] [Priority: 2] {IPV6-ICMP}
03/08: 144.061836 [**] :1917:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Netwerk Scan] [Priority: 3] 10.100.
03/08 :145.083687 [**] :1917:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Netwerk Scan] [Priority: 3] 10.100.
03/08 146.106720 [**] :1917:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Netwerk Scan] [Priority: 3] 10.100.
03/08 146.T1LTRTO  [**] :1917:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Netwerk Scan] [Priority: 3] 10.100.
03/08 149,79 0 [**] 527:8] SCAN UPnP service discover attempt [**] [Classification: Potentially Bad Traffic] [Priority
03/08 149.792856 [**] :527:8] SCAN UPnP service discover attempt [**] [Classification: Potentially Bad Traffic] [Priorivy: 2] {IPVE-ICMP
03/08 .098552 [**] :527:8] SCAN UPnP service discover attempt [**] [Classification: Potentially Bad Traffic] [Priority: 2] {UDP} 0.0.0.0
03/08 .659087 [**] :1817:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] {UDP} 10.100.226.164:5:
03/08 .963500 [**] :1817:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] {UDP} 10.100.226.164:5¢
03/08 .081033 [**1 :366:7] ICMP PING *NIX [**] [Classification: Misc activity] [Priority: 3] {ICMP} 10.100.226.106 -> 103.241.4.11
03/08 .081033 [**1 :384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 10.100.226.106 -> 103.241.4.11
03/08: .132903 [**] :408:5] SCAN UPnP service discover attempt [**] [Classification: Misc actiwity] [Priority: 3] {ICMP} 103.241.4.11 -> 10.100 6.106
03/08 .2B3485 [**] :1817:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] {UDP} 10.100.226.164:5¢
03/08 .082193 [**1 :366:7] ICMP PING *NIX [**] [Classification: Misc activity] [Priority: 3] {ICMP} 10.100.226.106 -> 103.241.4.11
03/08 .062193 [**1 :384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 10.100.226.106 -> 103.241.4.11
03/03- .203372  [**] :408:5] SCAN UPnP service discover attempt [**] [Classification: Misc activwity] [Priority: 3] {ICMP} 103.241.4.11 -> 10.100.226.106
03/08-: H .083508 [**1 :366:7] ICMP PING *NIX [**] [Classification: Misc activity] [Prioritcy: 3] {ICMP} 10.100.226.106 -> 103.241.4.11
03/08-22:15:55.063508 [**1 :384:51 ICMP PING (**1 [Classification: Misc activitvl [Prioritw: 31 {ICMP} 10.100.226.106 -> 103.241.4.11
>
Mormal text file length: 178330 lines: 985 Ln:285 Col:53 Sel:14|1 Unix (LF) UTF-8 INS
Gambar 6 tampilan alert pada wireshark
e Tabel dari hasil snort alert pada wireshark

=
a

Jumlah
926
35
10

Alert
SCAMN UPnP service discover attempt
ICMP PING
ICMIP PING *NIX
ICMP Timestamp Request
ICMP Timestamp Reply
ICMP Destination Unreachable Network Unreachable
SNMP request tcp [
SMMP AgentX,/tcp request
ICMP PING BSDtype
ICMP PING MMAP
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e Gambar grafik hasil snort pada wireshark

GRAFIK HASIL SNORT
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