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Target : www.unsri.ac.id
IP:103.241.4.11

Dalam dunia jaringan komputer diperlukan analisa dalam pertukaran paket data. Ada beberapa
manfaat analisa tersebut antara lain, digunakan untuk troubleshooting masalah - masalah jaringan, untuk
keamanan jaringan, pengembang software bisa menggunakannya untuk men-debug implementasi
protokol jaringan, bisa juga untuk mempelajari protokol jaringan secara detail, dan masih banyak
manfaat yang lainnya. Packet Capture adalah sebuah mekanisme menyalin packet yang diterima dalam
jaringan dan membawa data yang disalin ke user untuk di analisa lebih lanjut.

Packet Capture adalah tindakan menangkap packet yang melintasi jaringan dengan lalu lintas tinggi.
Sebagian besar packet capture dapat merekam header tanpa semua isi datagram. Libpcap merupakan
library yang digunakan dalam packet capture. Sebagian besar network tools (Snort, Tcpdump, Ethereal)
berbasis pada libpcap, yang dimana menyediakan high-level interface untuk packet capture

Snort merupakan packet sniffer dan logger berbasis libpcap yang dapat digunakan di jaringan
sederhana sebagai Network Intrusion Detection System (NIDS). Arsitektur snort terdiri dari tiga
komponen, yaitu packet decoder, detection engine, dan logger / alerter.

e Packet decoder : decoder packet Snort mendukung media Ethernet, SLIP, dan PPP. Packet
decoder melakukan semua perkerjaan untuk mempersiapkan data dengan cara yang sifatnya
membantu mesin deteksi

e Detection Engine : merupakan bagian paling penting dari Snort dikarenakan bertanggung jawab
untuk menganalisa setiap paket berdasarkan aturan Snort / Snort Rules yang digunakan saat
runtime. Detection engine bekerja dengan cara memisahkan Snort rules ke dalam apa yang
disebut chain header dan chain options. Atribut umum seperti sumber / tujuan alamat IP dan
port mengidentifikasikan chain header. Chain options ditentukan oleh rincian seperti TCP flags,
ICMP, payload size, dan lain sebagainya

e Logger / Alerter : logger dan alerter merupakan dua hal yang terpisah. Logging memungkinkan
user untuk mencatat informasi yang dikumpulkan oleh packet decoder dalam format yang
mudah di baca. User dapat mengkonfigurasi alerts untuk dikirim ke syslog, flat file, UNIX sockets

or a database

Tugas kali ini melakukan snort dari hasil scanning yang sudah dilakukan pada tugas - tugas
sebelumnya. Proses scanning tersebut di rekam menggunakan tools pada percobaan ini menggunakan
wireshark di ubuntu selama beberapa menit. Adapun scanner tools yang digunakan adalah sebagai
berikut:

e Nmap

e Xprobe2


http://www.unsri.ac.id/

Berikut langkah kerja pada percobaan ini :

1. Buka tools wireshark dan start

2. Buka terminal dan lakukan proses ping pada ip target

& O & mardiah@mardiah-X455LF: ~

mardiah@mardiah-X455LF:~S ping 103.241.4.11

PING 103.241.4.11 (103.241.4.11) 56(84) bytes of data.

64 bytes from 103.241.4.11: icmp_seq=1 ttl=57 time=71.9 ms
64 bytes from 103.241.4.11: icmp_seq=2 ttl=57 time=141 ms
64 bytes from 103.241.4.11: icmp_seqg=4 ttl=57 time=78.5 ms

64 bytes from 103.241.4.11: icmp_seq=5 ttl=57 time=45.9 ms
64 bytes from 103.241.4.11: icmp_seq=6 ttl=57 time=137 ms
64 bytes from 103.241.4.11: icmp_seq=7 ttl=57 time=19.3 ms
64 bytes from 103.241.4.11: icmp_seq=8 ttl=57 time=47.4 ms

3. Lakukan proses nmap pada domain target

% % root@mardiah-X455LF: /home/mardiah
root@mardiah-X455LF: /home/mardiah# nmap www.unsri.ac.id

Starting Nmap 6.40 ( http://nmap.org ) at 2017-03-08 22:17 WIB
Nmap scan report for www.unsri.ac.id (103.241.4.11)

Host i1s up (0.061s latency).

rDNS record for 103.241.4.11: ns4.unsri.ac.id

Not shown: 999 filtered ports

PORT STATE SERVICE

53/tcp open domain

Nmap done: 1 IP address (1 host up) scanned in 10.33 seconds
root@mardiah-X455LF: /home/mardiah# I

4. Lakukan proses Xprobe2 pada domain target

£ rooti@@mardiah-X455LF: fhome/mardiah
root@mardiah-X455LF: fhome /mardiah® xprobe2 n-ww.unzri..ac,i-:jl




Target is www.unsri.ac.id

Loading modules.

Following modules are loaded:

[1] ping:icmp_ping - ICMP echo discovery module

[2] ping:tcp_ping - TCP-based ping discovery module

[3] ping:udp_ping - UDP-based ping discovery module

[4] infogather:ttl_calc - TCP and UDP based TTL distance calculation

[S] infogather:portscan - TCP and UDP PortScanner

[6] fingerprint:icmp_echo - ICMP Echo request fingerprinting module

[7] fingerprint:icmp_tstamp - ICMP Timestamp request fingerprinting module
[8] fingerprint:icmp_amask - ICMP Address mask request fingerprinting modu

[9] fingerprint:icmp_port_unreach - ICMP port unreachable fingerprinting m
odule
[x] [10] fingerprint:tcp_hshake - TCP Handshake fingerprinting module
[x] [11] fingerprint:tcp_rst - TCP RST fingerprinting module
[x] [12] fingerprint:smb - SMB fingerprinting module
[x] [13] fingerprint:snmp - SNMPv2c fingerprinting module
[+#+] 13 modules registered
[+] Initializing scan engine
i+] Running scan engine
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fingerprint:tcp_hshake - TCP Handshake fingerprinting module
fingerprint:tcp_rst - TCP RST fingerprinmting module
fingerprint:smb - SMB fingerprinting module
fingerprint:snmp - SNMPv2c fingerprinting module
13 modules registered
Initializing scan engine
Running scan engine
-] ping:tcp_ping module: no closed/open TCP ports known on 183.241.4.11. Module
test failed
[-1 ping:udp_ping module: no closed/open UDP ports known on 183.241.4.11. Module
test failed
No distance calculation. 103.241.4.11 appears to be dead or no ports known
] Host: 183.241.4.11 is down (Guess probability: o%)
Cleaning up scan engine
Modules deinitialized
[+] Execution completed.
root@mardiah-X455LF: fhome fmardiah# I
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5. Wireshark akan merekam semua aktivitas pertukaran paket data yang kita kerjakan

© & m o Q PT &£ BE sl FEEX O

Filter: v | Expression...

No Time Source Destination Protocol Lengtt Info
OB51 £U3.3402210¢ |€OY: 1 1110 1Umevo YU MULLLICASL LISLENE! KEpUTL Message vz

6882 203.5476770€ fe8d ICMPVE 90 Multicast Listener Report Message v2
6883 203.5476960€ fe8o ICMPVE 90 Multicast Listener Report Message v2
6884 203.5477000€ fe80 ICMPVE 90 Multicast Listener Report Message v2
6885 203.5483070¢€ fe80 :d392: ICMPV6 90 Multicast Listener Report Message v2
6886 203.5489300€ fe80 :d392: : ICMPVE 90 Multicast Listener Report Message v2
6887 203.5499320€ fe8o :d392:96ea:9 ff02::1:3 LLMNR 95 Standard query 0xe416 ANY DESKTOP-9LGHOEE
6888 203 92 224.0.68.252 LLMNR 75 Standard query 0xe416 ANY DESKTOP-9L6HOEE
PTR, cache flush
6890 203.5558250€ 10.160.226.92 239.255.255.250 Ssbp 179 M-SEARCH * HTTP/1.
6891 203.6498510€ fe80::1e77: f6ff:feel:c ffo2::fb MDNS 310 Standard query response 0x0808 PTR, cache flush Android-4.local PTR, cache flust
6892 203.6498970€ 10.100.225.68 239.255.255.250 SSDP 215 M-SEARCH * HTTP/1.1
6893 203. :4894:640e:4 ff02::1: T7:d799 ICHPVE 86 Neighbor Solicitation for fe8@::9c72:e15b:997f:d799 from d0:53:49:

6894 203. :b67b:488b: :ff7f:d799 ICMPVG 86 Neighbor Solicitation for fe8@::9¢72:e15b:997f:d799 from 30:52:c|

6895 203. f7ff:fe2d:7 ff02::2 ICMPV6 76 Router Solicitation from 20:5e:17:2d:74:14

6896 203. :b6fe:b595:7 f102::1: ff7:d799 ICMPVE 86 Neighbor Solicitation for fe8@::9c72:e15b:997f:d799 from cc:bB:da:a8:a5:1b
6897 203.8730370€ fe8o:: :4f8e:d52:73 ffe2::1:2 DHCPV6 154 Solicit XID: @x47fe@3 CID: 800109011596222b984beleada2l

6898 203.8730590€ 10.160.226.176 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1

6899 203.8730830€ fe80: :55d4:d392:96ea:9 f102::16 ICMPVE 110 Multicast Listener Report Message v2

6900 203.9637980€ 10.160.226.1468 16.100.239.255 NBNS 92 Name query NB WPAD<06>

6901 203.9649350€ feB0: :55d4:d392:96ea:9 ff02::1:3 LLMNR 95 Standard query 0xe416 ANY DESKTOP-9LGHOEE

6902 203.9656680€ 10.100.226.92 224.0.6.252 LLMNR 75 Standard query 0xe416 ANY DESKTOP-9L6HOEE

6903 203.9666070€ 10.100.225.0 10.100.239.255 uop 305 Source port: 54915 Destination port: 54915

»Frame 1: 305 bytes on wire (2440 bits), 365 bytes captured (2448 bits) on interface ©

»Ethernet II, Src: HonHaiPr ¢3:95:07 (48:5a:b6:¢3:95:07), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
»Internet Protocol Version 4, Src: 10.100.225.6 (16.160.225.6), Dst: 10.100.239.255 (10.160.239.255)
»User Datagram Protocol, Src Port: 54915 (54915), Dst Port: 54915 (54915)

»Data (263 bytes)

eoep ff ff ff ff ff ff 48 Sa b6 c3 95 67 68 06 45 60 .
0010 ©1 23 16 f4 80 00 40 11 7d Be ©a 64 el D8 0a 64 @ }..d...d
0020 ef ff d6 83 d6 83 01 6f e5 41 00 64 65 6e 69 61 - . .A.denia
ISO}O 76 72 69 6c 79 61 64 69 00 00 10 ba 1f 3c 93 80 prilyadi ..

A

6. Setelah melakukan scanning target, lakukan snort pada hasil perekaman aktivitas pertukaran
paket data pada wireshark . Dalam percobaan ini, hasil perekaman wireshark dibuat dengan

nama Tugas_snort_KJK

root@mardiah-X455LF: fhome/mardiah/Downloads

root@mardiah-X455 'home fmardiah fDownloads# [ snort/

onf -r Tugas_snort_KJK.pcapl]




| gen-id=1 sig-id=1991 type=Limit tracking=src count=1 seconds=

(o)

gen-id=1 sig-1id=2495 type=Both tracking=dst count=20 seconds=

(<)

gen-id=1 sig-id=2923 type=Threshold tracking=dst count=18 seconds=

(<)

gen-id=1 sig-id=2523 type=Both tracking=dst count=10 seconds=

o

gen-id=1 sig-1d=3273 type=Threshold tracking=src count=5 seconds=

sig-id=3152 type=Threshold tracking=src seconds=

N == N = b = O\ =— O\ — O

Rule application order: activation->dynamic->pass->drop->sdrop->reject->alert->1
0g

Verifying Preprocessor Configurations!

ICMP tracking disabled, no ICMP sessions allocated

IP tracking disabled, no IP sessions allocated

WARNING: flowbits key 'ms_sql _seen _dns' is checked but not ever set.

WARNING: flowbits key 'smb.tree.create.llsrpc' is set but not ever checked.

33 out of 1024 flowbits in use.

Internal Events:
TCP Port Fllter
Filtered:
Inspected:
Tracked:

UDP Port Filter
Filtered:
Inspected:

SMTP Preprocessor Statistics
Total sessions
Max concurrent

SIP Preprocessor
Total sessions:

snort exiting
root@mardiah-X455LF: fhome /mardiah/Downloads# I




7. Berikut merupakan tampilan hasil snort

1 03/08-20: 579808 [**] SCAN UEnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: 3] {UDP} 10.100.225.37:411n
2 03/08-20: 580877 [#¥] SCAN UFnP service discover attempt [#%] [Classification: Detection of a Network Scan] [Priority: 3] {UDP} 10.100.225.237
3 683035  [#¥] MISC UPnP malformed advertisement [#%] [Classification: Misc Attack] [Priority: 2] {UDF} 10.100.225.205:1800 -» 238,255.25
4 684109 [#¥] MISC UPnP malformed advertisement [#%] [Classification: Misc Avtack] [Priority: 2] {UDF} 10.100.225.205:1800 -» 238,255.25
5 887778 [*¥] SCAN UPnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: 100.225.37:41
6 893049 [*¥] BAD-TRAFFIC same SRC/DST [#*] [Classification: Potentially Bad Traffic] [Priority: 2] {IPV6-ICM 11:££62:26b4
7 990450 [*¥] BAD-TRAFFIC same SRC/DST [#*] [Classification: Potentially Bad Traffic] [Priority: 2] {IPV6-ICM 16
2 03/08-20 502639 [*¥] BAD-TRAFFIC same SRC/DST [#*] [Classification: Potentially Bad Traffic] [Priority: 2] {UDP} 0.0.0 .255.255,255:6
S 03/08-20 502664 [**] BAD-TRAFFIC same SRC/DST [#*] [Classification: Potentially Bad Traffic] [Priority: 2] {IPV6-ICMP} 1:££26:a46b
10 03/08-20 502743 [*¥] MISC UPnP malformed advertisement [**] [Classification: Misc Attack] [Priority: 2] {UDP} 10.100.225.205:1800 -> 239.255.25
.503774  [**] SCAN UPnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: 10.100. 2:
603901 [**¥] SCAN UPnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: 10.100
013811 [**¥] SCAN UPnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: 10.100
117045 [**] SCAN UPnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: 10.100
425795  [**¥] SCAN UPnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: 10.100
427084 [*¥] SCAN UPnP service discover attempt [#*] [Classification: Detection of a Network Scan] [Priority: } 10.100
528271 [**] ] BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially Bad Traffic] [Priority: 2] {UDP} 0.0.0.0:68 -> 255.255
731529 [**] €] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: .100
041005  [**] :8] BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially Bad Traffic] [Priority: 2] {IPV6-ICMP} 1:££13:7bba
144207 [*¥] ] BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially Bad Traffic] [Priority: 2] {UDP} 0.0.0.0:68 -> 255.255.255
244373 [**] €] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: fe80::241e:bd29:c
(448689 [**] :6] SCAN UPnP serviee discover attempt [**] [Classification: Detection of a Network Scan] [Priority: } 10.100.225.205:6t
551629 [**¥] :8] MISC UPnP malformed advertisement [**] [Classification: Misc Avtack] [Priority: 2] {UDP} 10.100.225.205:1900 -> 239.255.25
551650 [**¥] :8] MISC UPnP malformed advertisement [**] [Classification: Misc Attack] [Priority: 2] {UDP} 10.100.225.205:1900 -> 239.255.25
756248  [*¥] :8] MISC UPnP malformed advertisement [**] [Classification: Misc Attack] [Priority: 2] {UDP} 10.100.225.205:1900 -> 239.255.25
960374 [**] :8] MISC UPnP malformed advertisement [**] [Classification: Misc Attack] [Priority: 2] {UDP} 10.100.225.205:1900 -> 239.255.25
573982 [*¥] :6] SCAEN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] 10.100. 222:5
.983001  [**] 7:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scaml [Priority: 3] 10.100. 47:5
393177 [**] 7:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scaml [Priority: 3] 10.100.226.6:630
496001 [**] :6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scan] [Priority: 3] 10.100.226.88:54
316791 [**] 7:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scaml [Priority: 3] fe80::241e:bd291¢
.420862  [**] 7:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scaml [Priority: 3] .100.225.205:6
03/08-20 525186 [**] 7:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scaml [Priority: 3] .100.226.88:54
03/0 8:29.621980 [**] 7:6] SCAN UPnP service discover attempt [**] [Classification: Detection of a Network Scam] [Priority: 3] .100.226.11:55
03/08-20: 726387 [**] 18] BAD-TRAFFIC same SRC/DST [**] [Classification: Fotentially Bad Traffic] [Priority: 2] {UDP} 0.0.0.0:68 .255.255.255:6°
03/08-20: .72637¢  [%%] 1 BAD-TRAFFIC same SRC/DST [+*] [Classification: Fotentially Bad Traffic] [Priority: 2] {(IFV6-ICMP} 1:£££0:7067
03/08-20: 827135 [#*1 181 BAD-TRAFFIC same SRC/DST [=*1 [Classification: Fotentiallv Bad Trafficl [Prioritv: 21 {IFVE-ICME} 16 \
< >
Normal text file length: 241360 lines: 1.358 Ln:1 Col:1 Sel:0]0 Unix (LF) UTF-8 INS

8. Berikut tabel alert dari hasil snort yang telah di lakukan

No.

ALERT

Jumlah

10

11

12

13

14

15

ICMP Echo Reply
ICMP PING *NIX
[Classification: Misc activity]
[Priority: 3] {ICMP}
ICMP PING

SNMP request tcp

[Classification: Attempted Information Leak] [Priority: 2] {TCP}

SNMP AgentX/tcp request
ICMP Timestamp Reply

NMAP

[Classification: Attempted Information Leak] [Priority: 2] {ICMP}

SCAN UPnP service discover attempt

Classification: Detection of a Network Scan

MISC UPnP malformed advertisement

Classification: Misc Attack

BAD-TRAFFIC same SRC/DST

33

32

107

107

36

711

711

393

393

141




16

17

18

19

20

Classification: Potentially Bad Traffic
[Priority: 3] {UDP}
[Priority: 2] {UDP}

[Priority: 2] {IPV6-ICMP}

ICMP Destination Unreachable Network Unreachable

141

711

468

66

9. Berikut grafik dari hasil snort yang telah di lakukan

Jumlah

W Jumlah

711 711




