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Analisa Snort Pada Website www.stationary.co.id

Snort adalah NIDS yang bekerja dengan menggunakan signature detection, berfungsi juga
sebagai sniffer dan packet logger. Snort pertama kali di buat dan dikembangkan oleh Marti Roesh, lalu
menjadi sebuah opensource project. Versi komersial dari snort dibuat oleh Sourcefire
(www.sourcefire.com).Snort memiliki karakteristik, sebagai berikut:

1. Berukuran kecil — Source code dan rules untuk rilis 2.1.1 hanya 2256k.

2. Portable untuk banyak OS — Telah diporting ke Linux, Windows, OSX, Solaris, BSD,dlI.

3. Cepat—Snort mampu mendeteksi serangan pada network 100Mbps.

4. Mudah dikonfigurasi — Snort sangat mudah dikonfigurasi sesuai dengan kebutuhan network kita.
Bahkan kita juga dapat membuat rule sendiri untuk mendeteksi adanya serangan baru.

5.  Free — Kita tidak perlu membayar sepeser pun untuk menggunakan snort. Snort bersifat open

source dan menggunakan lisensi GPL.

Pada Tugas kali ini akan dianalisa hasil Snort pada Proses Scanning di website www.stationary.co.id,
yang pertama di lakukan adalah :

1. Membuka wireshark , wireshark ini di install dengan menggunakan perintah
# sudo apt-get install wireshark
Selanjutnya klik start pada wireshark

2. lakukan scanning pada website www.stationary.co.id dengan menggunakan perintah

# nmap —sF www.stationary.co.id

Proses scanning kali ini akan dilakukan sebanyak 3 kali, selama proses scanning wireshark akan
mengcapture nya


http://www.stationary.co.id/
http://www.stationary.co.id/
http://www.stationary.co.id/
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r ratihpcap - a

File Edit View Go Capture Anslyze Statistics Telephony Wireless Tools Help

Ll @ E@q;g-fiizaaaﬂ
(W Japply 2 display fiter _<Ctrl-f> =3 -] Expression...  +
No. Time Saurce Destination Protocal  Length Info —
| 1 8.0660008 192.168.43.183 192.168.43.1 DNS 8@ Standard query @xlcfd A www.stationary.co.id ‘
1 2 0.000449 192.168.43.183 192.168.43.1 DNS 80 Standard query @x2564 AARA www.stationary.co.id
i 3 @.e257e2 192.168.43.1 192.168.43.183 DNS 126 Standard query response @xlcfd A www.stationary.co.id CNAME stationary.co.id A 103.200.7.89
4 8.653994 192.168.43.1 192.168.43.183 DNS 162 Standard query response @x2564 AAAA \m‘\l,stationar‘y.(o.id CNAME statiunar‘y.(n.id S0A nsl1.dewaweb.com
5 0.697351 192.16%.43.133 103.206.7.39 IcHP 42 Echo (ping) request id=@x3399, seq=0/@, ttl=37 (reply in 9)
6 0.697796 192.168.43.183 103.200.7.89 TP 58 56830 » 443 [SYN] Seq=@ Win-1024 Len=@ MS5-1460
7 8.698178 192.168.43.183 183.200.7.89 TCP 54 56830 » 8@ [ACK] Seq=1 Ack=1 Win=1824 Len=08
8 8.698545 192.168.43.183 183.288.7.89 e 54 Timestamp request id=8x5f93, seq=0/@8, ttl=54
3 0.577254 103.200.7.39 192.168.43.133 IcHP 42 Echo (ping) reply  id=ex3399, seq=0/0, ttl=52 (request in 5)
10 0.906117 103.200.7.89 192.168.43.183 TP 58 443 > 56830 [SYN, ACK] Seq=0 Ack=1 Win=4200 Len-0 MS5-1400
5 88 » 5i , ACK i
13 1.109440 192.168.43.183 192.168.43.1 85 Standard query @x@5dc PTR 89.7.200.103.in-addr.arpa
14 4.388966 fes@::a608:294c:b9a.. Tfe2::fb 203 Standard query @x@@e@ PTR _nfs. tcp.local, "QM" question PTR _ipp. tcp.local, "QM" question PTR _ipps. tcp...
15 5.118795 192.168.43.183 192.168.43.1 85 Standard query @x8837 PTR EQ,?,ZW,IGB,inaddhar‘pa
16 6.337794 192.168.43.183 224.8.8.251 183 Standard query @x@88@ PTR _nfs._tep.local, "QM" question PTR _ipp._tcp.local, "QM" question PTR _ipps._tcp...
17 9.111963 192.168.43.183 192.168.43.1 85 Standard query @x3f69 PTR 89.7.200.103.in-addr.arpa
18 14.153164 192.168.43.183 183.200.7.89 54 57086 + 199 [FIN, PSH, URG] Seq=1 Win=1024 Urg=@ Len=0
19 14.153978 192.168.43.183 183.2688.7.89 54 57886 + 25 [F]N, PSH, UWG] Seq=1 Win=1024 Urg=@ Len=8
20 14.154366  192.163.43.133 103.206.7.39 54 57686 > 256 [FIN, PSH, URG] Seq=1 Win=1024 Urg=@ Len=e
2114.154382  192.168.43.183 103.200.7.89 54 57086 - 993 [FIN, PSH, URG] Seq-1 Win=1024 Urg=@ Len=@
22 14.154397 192.168.43.183 183.2060.7.89 54 57886 = 443 [FIN, PSH, URG] Seq=1 Win=1824 Urg=8 Len=8
23 14.154418 192.168.43.183 183.2688.7.89 54 57886 + 139 [FIN, PSH, URG] Seq=1 Win=1024 Urg=@8 Len=8
24 14.154423  192.168.43.183 103.206.7.39 54 57686 > 5908 [FIN, PSH, URG] Seq=1 Win=1024 Urg=d Len=8 v
> Frame 1: 88 bytes on wire (64@ bits), 88 bytes captured (648 bits) "
> Ethernet II, Src: HGnHaiPr‘_h2:f2:73 (38:h1:dh:b2:f2:73)) Dst: Mﬂtur‘ula_]ﬁ:?ﬁ:?b (EE:B(:EE:EE:?E:EE)
> Internet Protocol Version 4, Src: 192.168.43.183, Dst: 192.168.43.1
> User Datagram Protocel, Src Port: 1794, Dst Port: 53 v
98 Bc a5 36 76 2b 38 bl db b2 f2 73 @8 @0 45 @@
80 42 d6 ae 48 B8 48 11 8b 3 c@ a8 2b b7 @ a8
2b @1 67 02 @2 35 0@ 2= 80 69 1c fd B1 00 0 o1
68 00 B0 BB OO BB B3 77 77 77 @a 73 74 61 74 69
6f 6e 61 72 79 62 63 6F 02 69 64 60 00 01 60 o1
QO 7 rath Packets: 4191 - Displayed: 4191 {100.0%) - Load time: 0:0.125 Profile: Default

[l

|@L

3. selanjutnya simpan hasil capture di wireshark dengan format .pcap

4. lalu compile hasil .pcap dengan menggunakan snort . perintah yang digunakan yaitu

# snort —A fast —c /etc/snort/snort.conf —r [ letak tempat dimana file pcap disimpan]

Terminal =
ICMP- Prune:
IP Prune

TCP Timeouts:

TCP Overlap:
Segments Queued:
gments Released:
TCP Rebuilt Packets:
TCP Segments Used:
TCP Discards:
TCP Gaps:
UDP Sessions Created:
UDP Sessions Deleted:
UDP Timeouts:
UDP Discards:
Events:
Internal Events:

TCP Port Filter
Filtered:
Inspected:
Tracked:

UDP Port Filter
Filtered:

SMTP Preprocessor Statis
Total sessions
Max concurrent sessions

dcerpc2 Preprocessor Statistic
Total sessions: @

SIP Preprocessor Statistics
Total sessions: @

snort -A fast -c fetc/snort/snort.conf -r /media/srisuryani/DVD/ratih.pcap

= | DVD - File Manager = DVD - File Manager Terminal all 49 @267_03_04!
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Terminal - + X
ICMP Prunes

[TCP StreamTrac
[TCP StreamTrackers Deleted:
TCP Timeouts
TCP Overlaps
egments Queued:
eased
uilt Packets:
egments Used:
TCP Discards
TCP Gaps:
sions Created
UDP Sessions Deleted
UDP Timeouts:
UDP Discards

Events:
Internal Events:
TCP Port Filter

Filtered:

Inspected
Tracked:

UDP Port Filter
Filtered

dcerpc2 Preprocessor Statistics
Total sessions: €

snort -A fast -c /fetc/snort/ t.conf -r /media/s i/ ratih.pcap ‘

E | DVD - File Manager ||& DVD - File Manager Terminal all 43 @,257,33,04;

5. lalu akan di dapat sejumlah alert yang selanjutnya di kelompokkan sesuai dengan type nya

u}

Di\kjk2\alert - Notepad++ -
File Edit Sesrch View Encoding language Settings Macro Run Plugins Window ? X

m1EEEA ® B

P

o = QY=g | |tha| % %[00
B

03/08-15:50:51.741282 [**]
03/08-15:50:51.741282  [#*]
03/08-15:50:51.742446 [**]
03/08-15:50:51,921155 [**]

:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] (ICMP} 192.168.43.183 > 103.200.7.89 ~
:384:5] ICMP PING [##] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.183 —-> 103.200.7.89

:453:5] ICMP Timestamp Request [+<] [Classification: Misc activity] (Briorivy: 3] (ICMP} 192.168.43.183 -> 103.200.7.89

:408:5] ICMP Echo Reply [#*] [Classification: Misc activity] [Priority: 3] {ICMP} 103.200.7.88 -> 192.162.43.183

03/08-15:51:05.197065 [**] [1:1228:7] SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 192.168.43.183:57086 -> 103, .89:
03/08-15:51:05.197879 [**] [1:1228:7] SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] .168.43.183:57086 —> 103. .89:
03/08-15:51:05.198267 [**] [1:1228:7] SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —» 103. .8
03/08-15:51:05.198283 [#*] [1:122 SCAN nmap XMAS [#%] [Classification: Attempted Information Leak] [Friority: 2] .168.43.183:57086 -> 103, .8
03/08-15:51:05.198298 [**] [1:122 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —>» 103. .8
03/08-15:51:05.198311 [#*] [1:122 SCAN nmap XMAS [#*] [Classification: Atvempted Information Leak] [Priority: 2] .168.43.183:57086 -> 103, .8
03/08-15:51:05.198324 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —> 103. .8
03/08-15:51:05.198337 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] .168.453.183:57086 —> 103, .8
03/08-15:51:05.198351 [**] [1:122 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —» 103. .8
03/08-15:51:05.198372 [#*] [1:122 SCAN nmap XMAS [#%] [Classification: Attempted Information Leak] [Friority: 2] .168.43.183:57086 -> 103, .8
03/08-15:51:07.098324 [**] 22 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 —» 103. 8
03/08-15:51:07.088122 [**] 22 SCAN nmap XMAS [#*] [Classification: Atvempted Information Leak] [Priority: 2] .168.43.183:57087 -> 103, .8
03/08-15:51:07.099519 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 -> 103 .8
03/08-15: 100283  [**] 22 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 8
03/08-15: 101121 [*¥] 22 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 g
20 03/08-15: 101518 [*¥] 22 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 8
21 03/08-15: 101913 [#*] [1:122 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 8
22 03/08-15: 102308 [**] [1:122 SCAN nmap XMAS [#*] [Classification: Atvempted Information Leak] [Priority: 2] 168.43.183:57087 .8
23 03/08-15: 7 [**1 [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 -> 103 .8
24 03/08-15: 103093 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 .8
25 03/08-15: 998310 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] .168.43.183:57086 —> 103. .89:1
26 03/08-15: .003882  [¥*] [1:122 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —» 103. .8
27  03/08-15: 004323 [#%] [1:122 SCAN nmap XMAS [#%] [Classification: Attempted Information Leak] [Friority: 2] .168.43.183:57086 -> 103, .8
28 03/08-15: 005051 [**] [1:122 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —> 103. .8
29 03/08-15: 005425 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] .168.43.183:57086 —> 103, .89:1
03/08-15: .005800 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —> 103. .8
03/08-15: 006174 [**] [1:122 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] .168.43.183:57086 —> 103. .8
03/08-15: .006549  [¥*] [1:122 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —» 103. .8
03/08-15: 006924  [#*] [1:122 SCAN nmap XMAS [#%] [Classification: Attempted Information Leak] [Friority: 2] .168.43.183:57086 -> 103, .8
03/08-15: 007298 [**] [1:122 SCAN nmap XMAS [#*] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57086 —» 103.2 .8
03/08-15: 898314 [**] [1:122 SCAN nmap XMAS [#*] [Classification: Atvempted Information Leak] [Priority: 2] .168.43.183:57087 -> 103, .8
03/08-15: 305342 [**] 22 SCAN nmap XMAS [**] [Classification: Attempted Information Leak] [Priority: 2] 168.43.183:57087 —> 103. .8
03/08-15: 905761 [¥*1 [1:122 SCAN nmao XMAS [#*1 [Classification: Attemoted Information Leakl [Prioritv: 21 .168.43.183:57087 —> 103. .8
<
Normal text file length : 666518  lines : 4017 Ln:1 Col:1 Sel:0|0 UNIX UTF-8 INS

e
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4« & 4 @& |[i/media/srisuryani/DVD/ 2l
DEVICES
[ [ i f ABC
. mesen i i : : : i :
B srisurant, sk
boot efi kjk sources support System Volume VIRTUALBOX alert
59 GB Volume Information
ABC ABC My a
PLACES & (=
srisuryani
alert_ratih.csv autorun.inf bootmgr bootmgr.efi countalert.py D.E11ID.360p- D.E12ID.360p- Fantastic.Beasts.and.
i Desktop ( Terminal SRS
@ Trash srisuryani@srisuryani-Aspire-4739 python countalert.py alf
’_ lert alert ratih.csv
Dokumen : Priority: alert ICMP Echo Reply
F Musik ABC ya ya Priority: alert ICMP PING
[:' by oy : Priority: alert ICMP PING NMAP
r@ Gambar i 01110 01110 3 Priority: alert ICMP Timestamp Request
e i s : Priority: alert SNMP AgentX/tcp request
F_i Video Mlssing.NInF.E13.48 MIsslng.NInF.E13.48 ratih.pcap ratih scan.pcaj Prioritz: alert SNMP rgquest tEp 4
Op Op:
[F§ unduhan K Netm K Net.sr alert SCAN nmap XMAS
* pé4 t

NETWORK

fiE§ Browse Network

23 items (1,7 GB), Free space: 1,8 GB

[m) a | DVD - File Manager | DVD - File Manager “ Terminal | & Terminal all 1) @ B 16:05

Pada Hasil Snort Tersebut di tampilkan dalam bentuk tabel sebagai berikut :

No | Alert Jumlah | Priority

ICMP Echo Reply

ICMP PING

ICMP PING NMAP

ICMP Timestamp Request

SNMP AgentX/tcp request

AU || W|N|E

SNMP request tcp

I PBEININININ
NININ WINIW|W

SCAN nmap XMAS 4000
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