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TUGAS 4
INSTRUCTION DETECTION SYSTEM MENGGUNAKAN SNORT

Instruction Detection System (IDS) adalah sebuah system yang melakukan pengawasan terhadap
traffic jaringan dan pengawasan terhadap kegiatan kegiatan yang mencurigakan didalam sebuah
system jaringan. Dimana pada Tugas kali ini saya akan melihat traffic yang ada pada situs
Krakatausteel.com dengan menggunakan aplikasi snort. Aplikasi snort sendiri berfungsi sebagai
sniffer dan packet logger pada sebuah jaringan selain itu snort dapat digunakan untuk mendeteksi
sebuah serangan.

TUGAS : scanning situs target sambil menjalankan wireshark, kemudian compile menggunakan
snort, lihat apa yang terjadi? (ketika telah mendapatkan data alert buat table dan grafiknya)

1. TARGET SITUS DAN TOOLS YANG DIGUNAKAN

Pada tugas ke-4 ini saya masih melakukan scanning terhadap perusahaan PT. krakatau steel yang
memiliki IP 118.97.204.70, kemudian saya menggunakan beberapa tools untuk membantu
melakukan tugas ini, berikut merupakan toolsnya:

e Wireshark : merupakan sebuah tools yang digunakan untuk menganalisa traffic dari
sebuah jaringan

e Nmap : merupakan sebuah alat bantu untuk melakukan scanning pada target yang
dituju
2. LANGKAH-LANGKAH YANG DILAKUKAN

Langkah yang dilakukan untuk tugas kali ini dapat dilihat seperti beberapa gambar dibawah ini:

e Buka wireshark sambil melakukan scanning

rootEServer D homesserver#t nmap —0 118 .97 204 .70

Starting Nmap 7.01 ¢ https: ssmmap.org J at 2017-03-07 01:19 EST
map scan report for 118.97.204.70
ost is up (0.00079= latencyl.

A1l 1000 scamwmed ports on 118.97 204 .70 are filtered

Too many fingerprints match this host to give specific 05 details

0S5 detection performed. Flease report anmy incorrect results at httpsi:s-snmap.org-ssubmits .
map done: 1 IP address (1 host wup) scanmed in 21.17 seconds
root@Server D shomesserverst nmap —v —sX 118 .97 .204 .70

Starting Nmap 7.01 ¢ https: smmap.org J at 2017-03-07 01:22 EST
Initiating Ping Scan at 01:22
Bcawming 118.97 .204 .70 [4 port=s]
ompleted Ping Scan at 01:22, 0.20s elapsed (1 total hosts)
Initiating Parallel DHNS resolution of 1 host. at 01:22
ompleted Parallel DNS resolution of 1 host. at 01:2Z2, 13.00s elapsed
Initiating XMAS Scan at 01:22
[Scawming 118.97.204 .70 [1000 ports]
ompleted XMAS Scan at 01:22, 1.40s elapsed (1000 total ports)
map scan report for 118.97.204.70
ost is up (0.000073s latencyl.
A1l 1000 scawnmed ports on 1185.97 .204 .70 are closed

Gambar 2.1 Scanning



Pada gambar 2.1 saya melakukan scanning terhadap situs target www.krakatausteel.com dimana
saat melakukan scanning saya menjalankan aplikasi wireshark untuk melihat traffic data yang
terjadi saat melakukan scanning. Pada gambar 2.2 dibawah merupakan hasil dari traffic di
aplikasi wireshark saat melakukan scanning.

Ml eko.peapng [Wireshark 2.2.1 (v ter-2.2
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300 156.106578 192.168.43.89 118.97.204.70 2 27056-80 [SYN] Segq n=8192 Len=0 M5 0 SACK_PE| 1

TCP (3 Wi 1 461 RM:
| 301156.100695192.168.43.89 118.97.204.70 TCP 62 27057+23 [SYN] 5eq=0 Win=8192 Len=0 MS5=1460 SACK PERM=1
| 302156.122065192.168.43.89 118.97.204.70  TCP 62 27058-21 [SVN] Seq=0 Win=8192 Len=0 MSS5=1460 SACK PERM-1 |
| 303156.122268192.168.43.89  118.67.204.70  TCP 62 27059-22 [SYN] Seq=0 Win-8192 Len-0 Ms5-1460 sack peM-1 |
| 206 156.540606192.168.43.89 118.97.204.70 TCP 62 27062-25 [SYN] Seq-0 Win-8192 Len-0 MS5-1460 SACK PERM-1
| 307 156.540718192.168.43.89 118.97.204.70 TCP 62 27063-1025 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 SACK PERW=L
| 308156.540822192.168.43.89 118.97.204.70  TCP 62 27064-111 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 SACK_PERM=L |
| 309156.549922192.168.43.80  118.67.204.70  TCP 62 27065-130 [SYN] seq=0 win-8192 Len=0 MSS=1460 sACK_PERM=1 |
| 312156.550220192.168.43.89  118.97.204.70 TCP 62 27068-5000 [SYN] Seq-0 Win-8192 Len-0 MSS-1460 SACK PERM-1
| 313 156.645568192.168.43.89 118.97.204.70 TCP 62 27069-199 [SYN] Seq=0 Win=8192 Len=0 M55=1460 SACK PERM=L
| 314156.645794192.168.43.89 118.97.204.70  TCP 62 27070-110 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 SACK_PERM=L |
| 315156.645065192.168.43.80 118.07.204.70  TCP 62 27071-53 [SYN] Seq=0 Win-8102 Len-0 Ms5-1460 sack peRM-1 |

i
rame 298: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface 0

Ethernet II, src: Azurewav_17:5d:6f (f0:03:8c:17:5d:6f), Dst: Asustekc_f 9:e8 (ac:9e:17:f2:f9:e8)

Internet Protocol version 4, sr 192.168.43.89, Dst: 118.97.204.70

0000 ac 9e 17 f2 f9 e8 f0 03 8c 17 5d &f 08 00 45 00 P
0010 00 30 01 5c 40 00 80 06 ca c2 c0 a8 2b 59 76 61 .0.ha@. ..
0020 cc 46 69 ae 00 71 a6 cb 38 0d 00 00 00 00 70 02 LFi..qg..
0030 20 00 eb 7d 00 00 02 04 05 b4 01 01 04 02

Gambar 2.2 Traffic data pada Wireshark

e Compile data menggunakan Snort

Setelah mendapatkan hasil pcap dari wireshark lakukan compile file pcap dengan perintah snort
—A fast —c /etc/snort/snort.conf —r (tempat direktori file pcap tersimpan) lalu jika tidak terdapat
error lihat apakah data alert berhasil didapatkan. Berikut screenshoot hasil alert yang didapatkan

57 [1:401:6] ICMP Destination Unreachable Network Unreachable [#+] [Classification: Misc activity] [Priority: 3] {ICMF} 182.168.43.1 -> 193.168.43.83 -
58 [1:1418:11] SNMP request tcp [##] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 182.165.43.39:25485 —> 118.97.204.70:161

59 [1:1418:11] SNMP request tcp [#%] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 182.165.43.39:25563 —> 118.87.204.70:161

60 [1:401:6] ICMP Destination Unreachable Network Unreachable [#%] [Classification: Misc activity] [Priority: 3] {ICMPF} 182.168.43.1 -> 192.168.43.83
61 [1:401:6] ICMP Destination Unreachable Network Unreachable [#%] [Classification: Misc activity] [Priority: 3] {ICMPF} 182.168.43.1 -> 192.168.43.83
62 [1:1384:8) MISC UPnP malformed advertisement [##] [Classification: Misc Attack] [Priority: 2] {UDB} 182.162.43.89:1800 —> 238.255.255.250:1800

63 [1:1421:11] SNMP AgentX/tcp request [##] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 182.168.43.29:25065 -> 118.97.204.70:705
64 [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 182.168.43.89:25123 —> 118.97.204.70:705
65 [1:401:6] ICMP Destination Unreachable Network Unreachable [#*] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.1 -> 192.168.43.89
66 [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.89:25485 —> 118.97.204.70:161

67 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 182.168.43.89 -> 118.37.204.70

8 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 182.168.43.89 -> 118.37.204.70

69 [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.89:25563 —> 118.97.204.70:161

70 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 182.168.43.89 -> 118.37.204.70

71 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 182.168.43.89 -> 118.37.204.70

72 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 182.168.43.89 -> 118.37.204.70 =
kE] [1:384:5] ICMP PING [**] [Classification: Misc activityl [Priority: 3] (ICMP} 192.168.43.89 -> 118.97.204.70

74 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.37.204.70

s [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.37.204.70

76 [1:401:6] ICMP Destination Unreachable Network Unreachable [+*] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.1 -> 192.168.43.89
77 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.37.204.70

8 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.37.204.70

79 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.37.204.70

8 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.37.204.70

8 [1:401:6] ICMP Destination Unreachable Network Unreachable [+*] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.1 -> 192.168.43.89
8 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.97.20¢.70

8 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.97.20¢.70

8 ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.89 —> 118.97.204.70

8 [1:384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] (ICMP} 192.168.43.89 -> 118.97.20¢.70

86 [1:401:6] ICMP Destination Un: e Network Unreachable [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.1 -> 192.168.43.89
87 [1:401:6] ICMP Destination Un: e Network Unreachable [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.1 -> 192.168.43.89
8% [1:1384:8] MISC UPnP malformed advertisement [*+] [Classification: Misc Attack] [Priority: 2] {UDP} 192.168.43.89: —> 239.255.255.250:1900

89 [1:1384:8] MISC UPnP malformed advertisement [**] [Classification: Misc Attack] [Priority: 2] {UDP} 192.168.43.% —> 239.255.255.250:1900

90 [1:1384:8] MISC UPnP malformed advertisement [*+] [Classification: Misc Attack] [Priority: 21 {UDP} —> 239.255.255.250:1900

=1 [1:1384:8) MISC UPnP malformed advertisement [+~] [Classification: Misc Attack] [Priority: 2] {UDE} -> 239.255.255.250:1900

2z [1:1384:8) MISC UPnP malformed advertisement [##] [Classification: Misc Attack] [Priority: 2] {UDB} 182.162.43.89:1800 —> 238.255.255.250:1800

EE] 11:401:6] ICMP Destination Us Unreachable [##] [Classification: Misc activity] [Priority: 3] {ICMP} 182.168.43.1 -> 193.16%.43.839

Gambar 2.3 Data Alert



http://www.krakatausteel.com/

Setelah berhasil mendapatkan alert kita melakukan compile terhadap data alert dengan alat bantu
countalert.py yang dimana alat bantu tersebut merupakan tools dengan bahasa python yang
berfungsi untuk mengekstrak data alert yang telah didapatkan. Setelah melakukan ekstrak
didapatlah hasil dari traffic yang telah kita lakukan dengan wireshark.

3. HASIL SAJIAN DATA

Setelah mendapatkan data berikut merupakan tampilan dari hasil sajian data alert berupa table
dan grafik

NO ALERT JUMLAH
1 ICMP PING NMAP 6
2 SCAN UPNP service discover attempt 6
3 SNMP AgentX/tcp request 12
4 SNMP request tcp 12
5 ICMP PING 38
6 ICMP Destination Unreachable Network 115
7 MISC UPnP malformed advertisement 265
ALERT

HIUMLAH
100 7
50

o
ICMP PING NMAP SCAN UPnP service SNMP Age t)(,ft fus} SNMP request tcp ICMP PING \CMP Destinatio MISC UPnP
discover attempt achable Nef twmrk

1 2 3 4 5 6

Gambar 3.1 Grafik alert




