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IDS

Deteksi penyusupan (Intrusion Detection) adalah aktivitas untuk mendeteksi penyusupan secara
cepat dengan menggunakan program khusus. Program yang digunakan untuk pendeteksian
disebut sebagai IDS (Intrusion Detection System (IDS).

Tipe Dasar IDS adalah

e Rule-based systems, berdasarkan atas database dari tanda penyusupan atau serangan yang
telah dikenal. Jika IDS mendeteksi Kemudian lintas sesuai dengan data dari database,
maka pendeteksian tersebut langsung dikategorikan sebagai penyusupan.

e Adaptive systems, sama seperti Rule-based tetapi ditambah dengan teknik lain yaitu
membuka kemungkinan untuk mendeteksi metode penyusupan yang baru.

Pendekatan yang digunakan dalam rule-based system ada dua, yaitu Preemptory
(pencegahan) dan Reactionary (reaksi). Perbedaan dari kedua pendekatan tersebut adalah dalam
waktu saja. Dalam Preemptory akan memperhatikan semua Kemudian-lintas jaringan. Apabila
paket mencurigakan ditemukan maka program akan melakukan tindakan yang sesuai dengan
paket mencurigakan tersebut. Reactionary, program hanya mengamati log. Jika ditemukan paket
mencurigakan, program akan melakukan tindakan sesuai dengan paket tersebut.

SNORT

Snort adalah deteksi intrusi jaringan dan sistem pencegahan. Ini adalah teknologi yang paling
banyak digunakan dari jenisnya di dunia. la melakukan deteksi dengan menggunakan berbagai
metode, termasuk aturan-berbasis deteksi, deteksi anomali, dan analisis heuristik Kemudian
lintas jaringan.

Aplikasi yang di gunakan dalam percobaan yaitu :

1. Nmap
2. Netscan
3. Super scan



Berikut ini percobaan scanning dengan aplikasi diatas yaitu:
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cs Telephony Tools Internals Help
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Filter: | [=] Bxpression... clear Apply
No. Time Source Destination Protocol Le P
3 0.006774 10.100.102.18 224.0.0.252 LLMNR o
4 0.410480 feB0::49b5:6a0:b842ff0: 3 LLMNR i File Edit Accessibility View IPv6 Help
50.411528 10.100.102.18 224.0.0.252 LLMNR :
60.824621 10.100.102.18 10.100.102. 255 NBNS .
71.168927 _ 3com_c2:1b:90 HOWUIRE e2 Bt 1t EERE Welcome Click here to Buy Now!  Automated Tools - Enter and Retrieve
81.385831 10.100.130.5 10.100.102.17 DNS
91.407466 10.100.130.5 10.100.102.17 DNS Automated Tools " ]
10 1.688644 10.100.130.5 10.100.102.17 DNS Enter the target here . Using what you have entered, get the information.
11 1.904808 10.100.130.5 10.100.102.17 DNS semenbaturaja.co.id v | (X P R R
12 2.919291  10.100.130.5 10.100.102.17 DNS TR B = il
13 3.072570 Guangzho_04:16:b6 Broadcast ARP nites an _'we 25 S
14 3.162785 10.100.130.5 10.100.102.17 DNS = 1P Address (ie. 192.168.0.1, IPv4 only)
16 3.733116 10.100.130.5 10.100.102.17 DNS View Automated Mode Reports o b= ’ — 0
17 5.290192 10.100.130.5 10.100.102.17 Email Address (ie. user @example.com) B
18 5.553479 10.100.130.5 10.100.102.17 B s conloace £535)
19 5.904080 192.33.4.12 10.100.102.17 i pie comipage ey Reports
20 5.912834 10.100.130.5 10.100.102.17
21 6.286390 192.33.4.12 10.100.102.17 What information do you want? Select All || Clear At || Jumpto... Settings...
22 6.307484 10.100.130.5 10.100.102.17 I o S e B A il
23 6.315604 192.33.4.12 10.100.102.17 Manual Tools (all) Basic DNS Records (MX, NS, A, PTR, TXT etc.) e @) Use DNS defined in tool
24 6.546948 10.100.130.5 10.100.102.17 Favorite Tools DNS DIG +trace Use this DNS
25 6.553058 173.192.183.247  10.100.102.17
266 3278 173. 83.2 10 102.17 Active Discovery Tools DNS IPv4/Hostname to ASN DNS Server
27 6.590505 173.192.183.247 10.100.102.17 s DNS Auth Serial Check 10.100.130.5  ~|[x
T Passive DIS(OVEIy Tools DNS Tools - Advanced X
L DNS Verify =
. et Default DNS
j Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bill BhiSiEnis DNS VOIP SRV Records SetDertE
|@ Ethernet II, src: 00:71:c2:09:c0:ea (00:71:c2:09:c0:ea), Dst: Packet Level Tools .
|® Internet protocol version 4, src: 10.100.102.18 (10.100.102.18 //1Pv4 to Country 1P to Country gz:y;gmc?:;[ﬁfe“ace
|® User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: Extesiocts Validate Emai Address (contacts target's email server) =T
|E NetBIOS Name Service Program Info Ol o

o000 ff ff ff £ff ff ff 00 71 c2 09 cO ea 08 00 45 00
10010 00 4e 7f fd 00 00 80 11 d8 c8 0a 64 66 12 0a 64
10020 66 ff 00 89 00 89 00 3a 58 3a 82 e6 01 10 00 01  f......: Xi......
/0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 . F HFAEBEEC
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Gambar 1. Scanning dengan aplikasi netscan
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nmap -T4 -A -v semenbaturaja.co.id

Nmap Output | Ports / Hosts | Topology | Host Details | Scans|

BIE

Det:

Script Pre-scanning.
Initiating NSE at 13:32
Completed NSE at 13:32,
Initiating NSE at 13:32
Completed NSE at 13:32, 0.00s elapsed

Initiating Ping Scan at 13:32

Scanning semenbaturaja.co.id (31.220.110.158) [4 ports]
Completed Ping Scan at 13:32, ©.78s elapsed (1 total
hosts)

Initiating Parallel DNS resolution of 1 host.
Completed Parallel DNS resolution of 1 host.

©.01s elapsed

at 13:32
at 13:33,

1 16.57s elapsed
1 10. TCP. Initiating SYN Stealth Scan at 13:33
158 10. TCP. Scanning semenbaturaja.co.id (31.220.110.158) [10@@
1 10. TCP ports]
19550 1 10, TP Discovered open port 53/tcp on 31.220.110.158
59733073 158 T = Discovered open port 8@/tcp on 31.220.110.158
. = 2 Discovered open port 443/tcp on 31.220.110.158
322 191.076417 10. 100 102.9 255. 255 255 255 DB-LSP- 174 Dropbox LAN sync Di.scover Discovered open port 8288/tcp on 31.220.110.158
323 191.07848210.100.102.9 10.100.102. 255 DB-LSP- 174 Dropbox LAN sync Discover Discovered open port 21/tcp on 31.220.110.158
324 192.76483110.100.130.10 10.100.102.17 DNS 85 standard query response[M{ Discovered open port 8292/tcp on 31.220.110.158
325 195.22695910.100.130.5 10.100.102.17 DNS 155 standard query response S| Discovered open port 5666/tcp on 31.220.110.158
326 195.27737110.100.130.10 10.100.102.17 DNS 85 standard query response[M{ Completed SYN Stealth Scan at 13:33, 9.19s elapsed
[ — = (1000 total ports)
Initiating Service scan at 13:33
7 Frame 1: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits) Scanning 7 services on semenbaturaja.co.id

(31.220.110.158)

Completed Service scan at 13:35,
services on 1 host)

Initiating OS detection (try #1) against
semenbaturaja.co.id (31.220.110.158)
Initiating Traceroute at 13:35

Completed Traceroute at 13:35, 6.12s elapsed
B Initiating Parallel DNS resolution of 2 hosts.

Filter Hosts

1 Ethernet II, Src: Dell_af:0e:3b (18:03:73:af:0e:3b), Dst: IPv6mcast_00:01:00:02 (33:33:00:01
1 Internet Protocol version 6, src: fe8 281a:fleb:617c:2d60 (fe80::281a:fleb:617c:2d60), Dst
7 User Datagram Protocol, src Port: dhcpvé-client (546), Dst Port: dhcpv6-server (547)

1 DHCPV6

142.29s elapsed (7

at 13:35

000 33 33 00 01 00 02 18 03 73 af Oe 3b 86 dd 60 00 33
010 00 00 00 62 11 01 fe RO 00 00 00 00 00 00 28 1a &5

Gambar 2. Scanning dengan aplikasi nmap



File Edit View Go

Bls e s BRXZE A
Filter:
No.  Time Source Destination

18 18.277935
19 18.278132
20 18.323839
21 18.325098
22 18.326191
23 19.041061
24 19.451829
25 19.757958
26 23.457346
27 23.458675
28 23.552739
29 23.554599
30 23.647855
31 23.960066
32 24.262980
33 25.080881
34 27.034795
35 29.599982
36 31.537129

37 34.701356
38 35.703111
39 36.717100
40 38.088149
41 38.729407
42 38.729494

Capture  Analyze Statistics Telephony Tools Internals Help
*DT & QaQ D @B B %

[+] Bpression... clesr 4
Biotocol- Usiqhh -linfo

ply

.
B SuperScan 4.1

==y X ]

SR O PR e B BB Ra ey Scan | Host and Service Discovery | Scan Options | Toos | Windows Enumeration | About |
10.100.102.17 10.100.130.10 DNS 80 standard quer
10.100.102.23 10.100.102. 255 NBNS 92 Name query NB IPs
fe80::d4c0:8ae5:fbbff02::1:3 LLMNR 86 standard quer Hostname/IP_[semenbaturaia.co.id ,>_] Statt IP EndIP Clear Selected
10.100.102.23 224.0.0.252 LLMNR 66 standard quer 21.220110.158
10.100.102.23 10.100.102. 255 NBNS 92 Name query NB Start IP }_I 3 .220. 110 . 158 Clear All
fe80::b0fd:517c:a8dff02::1:2 DHCPV6 151 solicit XID: EndIP EJ ,m 2
10.100.102.23 10.100.102.255 NBNS 92 Name query NB
fe80::b0ofd:517c:a8dff02 2 DHCPV6 151 solicit XID: Read IPs from file _>]
10.100.102.23 10.100.102.255 NBNS 92 Name query NB
fe80::d4c0:8ae5:fbbff02::1:3 LLMNR 86 standard quer Live hosts this batch: 0
10.100.102.23 224.0.0.252 LLMNR 66 standard quer
fe80::d4c0:8ae5:fbbff02::1:2 DHCPV6 152 solicit XID:
10.100.102.23 224.0.0.252 LLMNR 66 standard query
10.100.102.23 10.100.102.255 NBNS 92 Name query NB e i it =
10.100.102.23 10.100.102.255 NBNS 92 Name query NB b il 2
Guangzho_04:16:b6 Broadcast ARP 64 who has 10.10( - -
10.100.102.17 31.220.110.158 ICcMP 66 Echo (ping) r
fe80::bofd:517c:a8dff02 2 DHCPV6 151 solicit XID:
10.100.102.17 10.100.130.5 DNS 75 standard quer
10.100.102.17 10.100.130.10 DNS 75 standard quer nning 1 machines with 1 remaining. &
10.100.102.17 10.100.130.5 DNS 75 standard quer§ll | @ [T - HOSCIATacovery pRSs=L Gl Srosn S8
Guangzho_04:16:ba Broadcast ARP 64 who has 10.10§ :e::wd:;il::z ;f:im Chzjui::niéﬂlﬂ;éiz:;; -
10.100.102.17 10.100.130.5 DNS 75 standard quer! Bines iae Sota Cebiiie. . -
10.100.102.17 10.100.130.10 DNS 75 standard quer{)| |- A S I
U C
% Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) T SCOUREY, ACRn: S RARAR . ORI A85 0828
@ Ethernet II, Src: Guangzho_04:16:ba (00:26:8b:04:16:ba), Dst: Broadcast (ff:ff:f A
@ Address Resolution Protocol (request) EI View HTML Results
00:02 Saved log file Live: 0 TCP open: 0 UDP open: 0 1/1 done
0000 ff ff ff ff ff ff 00 26 8b 04 16 ba 08 06 00 01
0010 08 00 06 04 00 O1 00 26 8b 04 16 ba 00 00 00 00
0020 00 00 00 00 00 00 Oa 64 66 Oe 00 00 00 00 00 00
Gambar 3. Scanning dengan aplikasi superscan
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Gambar 4. Hasil dengan menggunakan snort




Tabel Alert dari snort

No | Aleart Jumlah
1 ICMP 46
2 TCP 30
3 UDP 186
4 ARP 40
200
180
160
140
120 B ICMP
100 mTCP
80 m UDP
60 B ARP
40
-l =
0 ; ;
ICMP TCP uDP

Diagram.1 Hasil diagram pada output snort




