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Target 

 PT. PUSRI  

 URL: http://pusri.co.id 

 IP Address: 222.124.4.120 

 

Tools 

 Nmap 

 Xprobe 

 Netcat 

 Nessus 

 Wireshark 

 Snort 

 

Time 

 Percobaan ini dilakukan selama 48 menit 45 detik.  

 

Step 

1. Capture packet menggunakan Wireshark 

Langkah pertama yang dilakukan yaitu capture packet menggunakan tools Wireshark. 

 

 

 

 

 

http://pusri.co.id/


2. Scanning menggunakan Nmap 

Langkah kedua yang dilakukan yaitu network scanning menggunakan tools Nmap.  

 

 

3. Scanning menggunakan Xprobe 

Langkah ketiga yang dilakukan yaitu network scanning menggunakan tools Xprobe. 

 



 

 

4. Scanning menggunakan Netcat 

Langkah keempat yang dilakukan yaitu port scanning menggunkan tools Netcat. 

 

 

5. Scanning menggunakan Nessus 

Langkah kelima yang dilakukan yaitu scanning vulnerability menggunkan tools Nessus. 



 

 

 



 

 

6. Compile capture packet menggunakan Snort 

Langkah keenam yang dilakukan yaitu mengcompile hasil dari capture packet Wireshark 

menggunakan tools snort. 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Data 

Daftar alert yang didapat dari hasil compile capture packet Wireshark mengguanakn tools Snort. 

 

 



Tabel dan grafik dari daftar alert yang didapat dari hasil compile capture packet Wireshark 

mengguanakn tools Snort. 

No Alert Jumlah 

1 BAD-TRAFFIC same SRC/DST 6 

2 BAD-TRAFFIC tcp port 0 traffic 3 

3 COMMUNITY WEB-IIS RSA WebAgent access 1 

4 COMMUNITY WEB-MISC JBoss web-console access 2 

5 COMMUNITY WEB-MISC mod_jrun overflow attempt 2 

6 COMMUNITY WEB-MISC Test Script Access 6 

7 COMMUNITY WEB-PHP XSS attempt 2 

8 DDOS mstream client to handler 4 

9 
 

DNS SPOOF query response with TTL of 1 min. and no 
authority 

44 
 

10 ICMP Address Mask Request 4 

11 ICMP Destination Unreachable Port Unreachable 115 

12 ICMP Echo Reply 5 

13 ICMP Echo Reply undefined code 1 

14 ICMP PING 15 

15 ICMP PING *NIX 6 

16 ICMP PING BSDtype 2 

17 ICMP PING NMAP 8 

18 ICMP PING undefined code 1 

19 ICMP Timestamp Reply 7 

20 ICMP Timestamp Request 7 

21 ICMP Time-To-Live Exceeded in Transit 11 

22 MISC AFS access 3 

23 MISC UPnP malformed advertisement 17 

24 MISC xdmcp info query 1 

25 MS-SQL ping attempt 6 

26 P2P GNUTella client request 2 

27 P2P Outbound GNUTella client request 2 

28 SCAN Amanda client version request 2 

29 SCAN UPnP service discover attempt 18 

30 SNMP AgentX/tcp request 7 

31 SNMP private access udp 1 

32 SNMP public access udp 8 

33 SNMP request tcp 6 

34 SNMP request udp 14 

35 SNMP trap tcp 6 

36 TFTP Get 3 

37 WEB-CGI /cgi-bin/ access 2 

38 WEB-CGI /cgi-bin/ access 1 

39 WEB-CGI admin.pl access 3 

40 WEB-CGI bigconf.cgi access 1 

41 WEB-CGI book.cgi access 3 

42 WEB-CGI calendar access 3 



43 WEB-CGI count.cgi access 6 

44 WEB-CGI faqmanager.cgi access 3 

45 WEB-CGI FormHandler.cgi access 4 

46 WEB-CGI FormHandler.cgi external site redirection attempt 1 

47 WEB-CGI formmail access 3 

48 WEB-CGI guestbook.cgi access 3 

49 WEB-CGI mailit.pl access 3 

50 WEB-CGI perl command attempt 1 

51 WEB-CGI perl.exe access 1 

52 WEB-CGI perl.exe command attempt 1 

53 WEB-CGI printenv access 4 

54 WEB-CGI quickstore.cgi access 3 

55 WEB-CGI search.cgi access 6 

56 WEB-CGI test.cgi access 6 

57 WEB-CGI test-cgi access 4 

58 WEB-CGI upload.cgi access 3 

59 WEB-CGI way-board access 1 

60 WEB-CGI www-sql access 1 

61 WEB-CGI yabb access 3 

62 WEB-COLDFUSION administrator access 1 

63 WEB-FRONTPAGE .... request 5 

64 WEB-FRONTPAGE /_vti_bin/ access 3 

65 WEB-FRONTPAGE _vti_rpc access 1 

66 WEB-FRONTPAGE shtml.dll access 1 

67 WEB-IIS .htr access 6 

68 WEB-IIS /iisadmpwd/aexp2.htr access 1 

69 WEB-IIS _mem_bin access 1 

70 WEB-IIS Directory transversal attempt 13 

71 WEB-IIS fpcount access 1 

72 WEB-IIS global.asa access 2 

73 WEB-IIS iisadmin access 1 

74 WEB-IIS iisadmpwd attempt 6 

75 WEB-IIS IISProtect access 2 

76 WEB-IIS IISProtect siteadmin.asp access 2 

77 WEB-IIS iissamples access 1 

78 WEB-IIS ISAPI .ida access 1 

79 WEB-IIS ISAPI .idq access 2 

80 WEB-IIS ISAPI .idq attempt 2 

81 WEB-IIS srchadm access 1 

82 WEB-IIS trace.axd access 1 

83 WEB-MISC .DS_Store access 1 

84 WEB-MISC /.... access 5 

85 WEB-MISC /~nobody access 1 

86 WEB-MISC /~root access 1 

87 WEB-MISC /CVS/Entries access 2 

88 WEB-MISC /doc/ access 1 



89 WEB-MISC /etc/passwd 22 

90 WEB-MISC active.log access 1 

91 WEB-MISC Admin_files access 1 

92 WEB-MISC backup access 3 

93 WEB-MISC cross site scripting attempt 51 

94 WEB-MISC DB4Web access 2 

95 WEB-MISC http directory traversal 47 

96 WEB-MISC intranet access 1 

97 WEB-MISC iPlanet Search directory traversal attempt 1 

98 WEB-MISC login.htm access 10 

99 WEB-MISC mod_gzip_status access 1 

100 WEB-MISC mod-plsql administration access 1 

101 WEB-MISC Oracle Dynamic Monitoring Services dms access 1 

102 WEB-MISC Oracle Java Process Manager access 1 

103 WEB-MISC oracle portal demo access 2 

104 WEB-MISC perl post attempt 1 

105 WEB-MISC robots.txt access 5 

106 WEB-MISC server-info access 2 

107 WEB-MISC server-status access 4 

108 WEB-MISC ServletManager access  1 

109 WEB-MISC source.jsp access 3 

110 
 

WEB-MISC Tomcat servlet mapping cross site scripting 
attempt 

1 
 

111 WEB-MISC Tomcat SnoopServlet servlet access 1 

112 WEB-MISC TRACE attempt 1 

113 WEB-MISC viewcode access 1 

114 WEB-MISC VirusWall FtpSave access 1 

115 WEB-MISC webalizer access 2 

116 WEB-MISC webcart access 1 

117 WEB-MISC webcart-lite access 1 

118 WEB-MISC WebDAV search access 1 

119 WEB-MISC WEB-INF access 2 

120 WEB-MISC WebLogic ConsoleHelp view source attempt 1 

121 WEB-PHP php.exe access 1 
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