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Snort

Dasar Teori : Snort

Snort merupakan tool atau aplikasi open source dari Intrusion Detection System (IDS).

Snort dirancang untuk beroperasi pada command line dan telah diintegrasikan ke beberapa

aplikasi pihak ketiga serta mendukung cross platform. Snort menganalisis semua lalu lintas

jaringan untuk melakukan sniffing dan mencari beberapa jenis penyusupan maupun serangan

dalam sebuah jaringan. Secara umum snort dapat di operasikan dalam tiga (3) buah mode,

yaitu :

1. Sniffer mode : untuk melihat paket yang lewat di jaringan.

2. Packet logger mode : untuk mencatat semua paket yang lewat di jaringan untuk di
analisa di kemudian hari.

3. Intrusion Detection mode : pada mode ini snort akan berfungsi untuk mendeteksi
serangan yang dilakukan melalui jaringan komputer. Untuk menggunakan mode IDS ini
di perlukan setup dari berbagai rules / aturan yang akan membedakan sebuah paket
normal dengan paket yang membawa serangan.
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Pada kegiatan ini scanning dilakukan pada target (www.unsyiah.ac.id). Proses scanning
dicapture menggunakan wireshark untuk memproleh data berupa pcap. Proses selanjutnya
data pcap diimport pada snort untuk memproleh alertdari proses scanning target.

Tahap : Capture proses scanning menggunakan wireshark

Scanning2.pcap - + x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A w0 B re==s=s s ] aqqf

|.»‘«:J|:\yad\spla; filter ... <Ctrl-s> =3 - Expression.. +

Source Destination Protocol | Length
Echo (ping) request id=xad3b, seq=€/@, ttl=45 (no response found!')

168 5 39377 —~ 80 [ACK] Seq=1 Ack=1 Win=1024 Len=@
0.000418 .168 . 202.4.186 54 Timestamp request 1d=0x60be, seq=0/0, ttl=49
2.882227 168.43. 202.4.186 54 Timestamp request 1d=6xe2d3, seq=0/0, ttl=56
2.002665 s B 202.4.186 39378 —~ 80 [ACK] Seq=1 Ack=1 Win=1024 Len=@

(reply in 14)
question PTR

192. ] 1 Ac
14 4.922871 202.4.186.223 192.168.43.203 Echo (ping) reply 66d2, seq=0/0, ttl=57 (request in B)

15 5.811641 HonHaiPr_7b:19:61 Motorola 36:76:2h Who has 192.168.43.17 Tell 192.168.43.203

16 5.025744 Motorola_36:76:2b HonHaiPr_7b:19:61 192.168.43.1 is at 98:0c:a5:36:76:2b

17 5.680011 fe80::8d28:3a97:T68.. TT@2::7b Standard guery @x@800 PTR _nfs. tcp.local, "QM" question PTR _ipp._tcp.local, "QM" question PTR _ipps._tcp..
18 38.528002 192.168.43.263 202.4.186.223 Echo (ping) request id=0x138h, seq=0/0, ttl=51 (reply in 22)

20 38.528422 192.168.43.263 202.4.186.223 64149 — 88 [A Seq=1 Ack=1 Win=1824 Len=8

21 38.528426 192.168.43.203 202.4.186.223 Icup 54 Timestamp request id=@xdlea, seq=08/0, ttl=38

22 40.353133 202.4.186.223 192.168.43.263 ICHP 42 Echo (ping) reply 1d=0x138b, seq=08/0, tt1=57 (request in 18)

p Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)

» Ethernet TI, Src: HonHaiPr_7b:18:61 (bB:18:41:7b:19:61), Dst: Motorola 36:76:2b (98:0c:a5:36:76:2b)
» Internet Protocol Version 4, Src: 192.168.43.203, Dst: 202.4.186.223

» Internet Control Message Protocol

BE08 98 Bc a5 36 76 2b b 10 41 7b 19 61 68 80 45 0@
0016 00 1c ec 94 00 €0 2d @1 2f 5 c@ a8 2b cb ca 04
G026 ba df 08 @@ 4a c4 ad 3b 00 B0

O 7 Scanningz - Packets: 2171 - Displayed: 2171 (100.0%) - Load time: 0:0.10 - Profile: Default

Tahap : Import hasil scanning berupa data pcap dari wireshark ke snort

alert (~/Documents)

File Edit View Search Tools Documents Help

553ve‘§‘numiou‘x (] 5‘0\0\

£ i open -

‘ualen o ‘

|p3/05-12:30:25.313624
03/085-12:30:25.313624
03/85-12:30:25.314853
03/085-12:30:27.315415

**] [1:469:
*#*] [1:384:
**] [1:453:

[ 3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 192.168.43.203 -> 202.4.186.223

[ 5] ICMP PING [**] [Classification: Misc activityl [Prierity: 3] {ICMP} 192.168.43.203 -> 202.4.186.223

[ 5] ICMP Timestamp Request [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.43.203 -> 202.4.186.223

[**] [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activityl [Priority: 3] {ICMP} 192.168.43.283 -> 202.4.186.223
03/85-12:30:27.315984 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 192.168.43.203 -> 202.4.186.223
03/85-12:30:27.315984 [**] [1:384:5] ICMP PING [**] [Classification: Misc activity] [Prierity: 3] {ICMP} 192.168.43.203 -> 202.4.186.223
03/85-12:30:27.319010 [**] [1:408:5] ICMP Echo Reply [**] [Classification: Misc activityl [Priority: 3] {ICMP} 202.4.186.223 -> 192.168.43.203
83/05-12:30:28.816252 [**] [1:488:5] ICMP Echo Reply [**] [Classification: Misc activity] [Priority: 3] {ICMP} 2082.4.186.223 -> 192.168.43.203
03/85-12:30:53.469623 [**] [1:469:3] ICMP PING NMAP [**] [Classification: Attempted Information Leak] [Priority: 2] {ICMP} 192.168.43.203 -> 202.4.186.223
03/85-12:30:53.469623 [**] [1:384:5] ICMP PING [**] [Classification: Misc activity] [Prierity: 3] {ICMP} 192.168.43.203 -> 202.4.186.223
03/85-12:30:53.470063 [**] [1:453:5] ICMP Timestamp Request [**] [Classification: Misc activityl [Priority: 3] {ICMP} 192.168.43.203 -> 202.4.186.223
83/05-12:30:54.644999 [**] [1:488:5] ICMP Echo Reply [**] [Classification: Misc activity] [Priority: 3] {ICMP} 2082.4.186.223 -> 192.168.43.203
03/05-12:31:88.942786 [**] [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.42.203:35569 ->
202.4.186.223:705
083/05-12:31:08.980810 [**] [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leakl [Priority: 2] {TCP} 192.168.43.203:35569 ->
202.4.186.223:161
83/085-12:31:89.804798 [**] [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.2083:47712 ->
202.4.186.223:161
03/05-12:31:09.828956 [**] [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 21 {TCP} 192.168.43.203:47712 ->
202.4.186.223:705
83/05-12:31:10.809707 [**] [1:1421:11] SNMP AgentX/tcp request [**] [Clasifficaticn: Attempted Information Leak] [Priority: 21 {TCP} 192.168.43.283:35569 ->
202.4.186.223:705
03/85-12:31:11.965760 [**] [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leakl [Priority: 2] {TCP} 192.168.43.203:35569 ->
202.4.186.223:161
83/85-12:31:13.185782 [**] [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.432.283:35569 ->
202.4.186.223:705
083/05-12:31:13.758259 [**] [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leakl [Priority: 2] {TCP} 192.168.43.203:47712 ->
202.4.186.223:161
83/85-12:31:13.845656 [**] [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.283:47712 -»
202.4.186.223:705
03/85-12:31:14.969487 [**] [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leakl [Priority: 2] {TCP} 192.168.43.203:35569 ->
202.4.186.223:161
83/85-12:31:16.175306 [**] [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.2083:47712 ->
202.4.186.223:161
03/85-12:31:17.515347 [**] [1:1421:11] SNMP AgentX/tcp request [**] [Classification: Attempted Information Leak] [Priority: 21 {TCP} 192.168.43.203:47712 ->
202.4.186.223:705
83/85-12:31:26.557015 [**] [1:1418:11] SNMP request tcp [**] [Classification: Attempted Information Leak] [Priority: 2] {TCP} 192.168.43.2083:38780 ->
202.4.186.223:161
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Tahap : Pengelompokan alert snort

alert_dimas4.csv [Read-Only] (~/Documents)

File Edit View Search Tools Documents Help

£l g open ~ D; save | fm w~ Undo ¥ O ﬁ Q Q

|=| alert_dimas4.csv %

Total: 1 Priority: 3 alert ICMP Address Mask Reguest

Total: 1 Priority: 2 alert RPC portmap listing TCP 111

Total: 2 Priority: 2 alert DNS named version attempt

Total: 2 Priority: 2 alert FINGER null request

Total: 2 Priority: 2 alert ICMP Echo Reply undefined code
Total: 2 Priority: 2 alert ICMP PING *NIX

Total: 2 Priority: 2 alert ICMP PING BSDtype

Total: 2 Priority: 2 alert MISC MS Terminal server request
Total: 2 Priority: 2 alert MISC MS Terminal server request RDP
Total: 2 Priority: 2 alert POP3 SSLv3 inwvalid timestamp attempt
Total: 2 Priority: 2 alert X11 xopen

Total: = Priority: 1 alert CHAT IRC nick change

Total: = Priority: 2 alert FINGER . query

Total: = Priority: 2 alert FINGER 0 query

Total: = Priority: 2 alert ICMP PING undefined code

Total: 4 Priority: 2 alert MISC rsyncd overflow attempt

Total: 4 Priority: 2 alert SNMP trap tcp

Total: 4 Priority: 2 alert WEB-MISC robots.txt access

Total: &8 Priority: 1 alert RSERVICES rexec password overflow attempt
Total: & Priority: 2 alert SCAN nmap XMAS I
Total: 16 Priority: 32 alert ICMP Echo Reply

Total: 16 Priority: 1 alert RSERVICES rexec username overflow attempt
Total: 22 Priority: 2 alert ICMP PING NMAP

Total: 23 Priority: 2 alert ICMP Timestamp Request

Total: Priority: 2 alert ICMP PING

Total: Priority: 2 alert SNMP AgentX/tcp request

Total: Priority: 2 alert SNMP request tcp

Total: Priority: 2 alert SCAN FIN

Tabel : Pengelompokan alert

NO Alert Jumlah | Priority
1 ICMP Address Mask Request 1 3
2 RPC portmap listing TCP 111 1 1
3 DNS named version attempt 2 2
4 | FINGER null request 2 2
5 ICMP Echo Reply undefined code 2 3
6 | ICMP PING *NIX 2 3
7 | ICMP PING BSDtype 2 3
8 MISC MS Terminal server request 2 3
9 MISC MS Terminal server request RDP 2 3
10 | POP3 SSLv3 invalid timestamp attempt 2 2
11 | X11 xopen 2 3
12 | CHAT IRC nick change 3 2
13 | FINGER . query 3 2
14 | FINGER O query 3 3
15 | ICMP PING undefined code 3 3
16 | MISC rsyncd overflow attempt 4 2
17 | SNMP trap tcp 4 2
18 | WEB-MISC robots.txt access 4 1
19 | RSERVICES rexec password overflow attempt 8 2
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20 | SCAN nmap XMAS 8 3
21 | ICMP Echo Reply 16 1
22 | RSERVICES rexec username overflow attempt 16 2
23 | ICMP PING NMAP 22 3
24 | ICMP Timestamp Request 23 3
25 | ICMP PING 25 2
26 | SNMP AgentX/tcp request 89 2
27 | SNMP request tcp 169 2
28 | SCAN FIN 6000 2

Grafik : Pengelompokan alert
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