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SCANNING

bolalob.com adalah situs yang menyediakan informasi mengenai update olahraga futsal,
informasi seputar liga futsal di Indonesia, dan bahkan profile pemain timnas serta update
informasi pertandingan serta uji coba timnas.
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Bolalob memiliki ip address : 52.220.211.65
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Network Mapper atau yang biasa disebut ZENMAP merupakan sebuah tool open source untuk
eksplorasi dan audit keamanan jaringan. Software ini dirancang untuk memeriksa jaringan besar
secara cepat, meskipun dapat pula bekerja terhadap host tunggal. ZENMAP menggunakan paket
IP raw dalam cara yang canggih untuk menentukan host mana saja yang tersedia pada jaringan,
layanan (nama aplikasi dan versi) apa yang diberikan, sistem operasi (dan versinya) apa yang
digunakan, apa jenis firewall/filter paket yang digunakan, dan sejumlah karakteristik lainnya.
Meskipun Nmap umumnya digunakan untuk audit keamanan, namun banyak administrator sistem
dan jaringan menganggapnya berguna untuk tugas rutin seperti inventori jaringan, mengelola

jadwal upgrade layanan, dan melakukan monitoring uptime host atau layanan.

Gambar 1:

“ Zenmap - b
Scan Tools Profile Help
Target: | bolalob.com ~ | Profile: | Intense scan v| [Scan| |Gancel

Command: | nmap -T4 -A -v bolalob.com

| Hosts | Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap -T4 -A -v bolalob.com ~ Details

L1 bolalob.com (52.22
Starting N ap 7.4 ( http ://nmap.org ) at 2017-83-83 17:26 SE Asia Standard Time
ade for scanning.

et 17126
om (52.220.211.65) [4 ports
i ne scan at 17:26, 1.89s elapsed (1 total hosts)
ng Parallel NS resolution of 1 host. at 17:26
a farallel ONS resolution of 1 hosc. at 17: 26, 8.88s elapsed
ng SN Stealth Scan at 17:26
e bolalob.com (52. 220, 211.65) [1802 ports]
o port 88/tcp on 52.220.211.65
443/tcp on 52.220.211.65
an at 17:26, 6.25s elapsed (1888 total ports)
can at 17:26
n bolalob.com (52.228.211.65)
n at 17:27, 12.87s elapsed (2 services on 1 host)
on (try #1) against bolalob.com (52.220.211.65)
ion (try #2) against bolalob.com (52.220.211.65)
raceroute at 17:27
eroute at 17:27, 8.86s elapsed
Initiating Parallel DNS resolution of 4 hosts. at 17:27
Completed Parallel DNS resolution of 4 hosts. at 17:27, 5.565 elapsed
NSE: Script scanning 52.220.211.65.
Initiating NSE at 17:27
Completed NSE at 17:27, 15.125 elapsed
Initiating NSE at 17:27
Completed NSE at 17:27, @.8@s elapsed
Nmap scan report for bolalob.com (52.220.211.65)
Host is up (@.@285 latency).
Other addresses for bolalob.com (not scanned): 52.221.27.204
FONS record for 52.220.211.65: &c2-52-228-211-65.ap-Southeast-1.compute.amazonaws.com
Not_shown: 987 filtered ports
PORT STATE SERVICE  VERSION
Fifter Hosts 80/tcp open  http ngink 1.10.1 v
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Gambar 2 :

Zenmap -

Scan Tools Profile Help
Target: | bolalob.com ~ | Profile: | Intense scan ~| |Scan

Command: | nmap -T4 -A -v bolalob.com

Services Nmap Output Ports / Hosts Topelogy Host Details Scans
0S 4 Host nmap -T4 -A -v bolalob.com

I bolalob.com (5222  Host is up (2.020s latency).
Other addresses for bolalob.com (not scanned): 52.221.27.204
FDNS record for 52.220.211.65: ec2-52-228-211-65.ap-southeast-1.compute.amazonaws.com
Not shoun: 997 filtersd ports
PORT STATE SERVICE  VERSION
80/tcp  open  http ngink 1.10.1
_http-cors: GET POST OPTIONS
http-methods:
_ Supported Methods: GET HEAD POST OPTIONS
_http-title: Did not follow redirect to https://bolalob.com/
443/tcp open ssl/http nginx 1.10.1
http-methods:
Supported Methods: GET HEAD POST PUT PATCH DELETE OPTIONS
Potentially risky methods: PUT PATCH DELETE
http-robots.tut: 2 disallowed entries
_/si /analytic
_http-server-header: ngink/1.18.1
“http-title: Bolalob - Berita Bola, Berita Terkini Situsnya Anak Futsal
ssl-cert: Subject: commonName=*.bolalob.com
Subject Alternative Name: DNS:*.bolalob.com, DNS:bolalob.com
Issuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceName=Greater Manchester/countryName=GB
Public Key type: rsa
Public Key bits: 2048
Signature Algorithm: sha2S6WithRSAEncryption
Not valid before: 2016-@8-29T0@:00:00
Not valid after: 2@19-@3-29T23:59:59
MDS:  cTca £323 d202 4c6e 7alS 43e3 8798 154b
_SHA-1: 6e35 987c 47cl 82ed bclb Zbbe 7f@d 162c Sadf ldcs
_ssl-date: TLS randomness does not represent time
8888/tcp closed http-proxy
Device type: load balancer|firewall
Running (JUST GUESSING): F5 Networks TMOS 11.6.X[11.4.X (93%), F5 Networks embedded (38%)
05 CPE: cpe:/o:f5:tmos:11.6 cpe:/o:fS:tmos:1l.4
Aggressive 05 guesses: F5 BIG-IP Local Traffic Manager lead balancer (THOS 11.6) (93%), FS BIG-IP load balancer (TMOS 11.4) (98%), F5 BIG-IP AFM firewall (89%), FS
BIG-IP Edge Gateway (88%)
No exact O5 matches for host (test conditions nen-ideal).

Uptime guess: 28.682 days (since Fri Feb 83 81:84:45 2017)
*  Network Distance: 4 hops
ghees . \
——— ICP Sequence Prediction: Difficulty=26@ (Good luck!)
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Gambar 3 :

Zenmap -
Scan Tools Profile Help
Target: | bolalob.com ~ | Profile: | Intense scan ~| |Scan

Command: | nmap -T4 -A -v bolalob.com

Services Nmap Output Ports / Hosts  Topolegy Host Details Scans

0S 4 Host nmap -T4 -A -v bolalob.com

L bolalob.com (52.22 Subject Alternative Name: DNS:*.bolaleb.com, DNS:bolalob.com

Issuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceNamesGreater Manchester/countryName=GB
Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: sha2S6WithRSAEncryption

Not valid before: 2016-88-23T60:00:80

Not valid after: 2819-88-29T23:59:59

MDS:  c7ca €323 d282 4cée 7alS 43e3 8798 15Fb

|_SHA-1: Be35 987c 47cl 82e8 bclb 2bbe 748d 162c Sadf 1dcd

|_ssl-date: TLS randomness does not represent time

8880/tcp closed http-proxy

Device type: load balancer|firewall

Running (JUST GUESSING): F5 Networks TMOS 11.6.X[11.4.X (93%), F5 Networks embedded (88%)
0S CPE: cpe:/o:f5:tmos:11.6 cpe:/o:fSitmos:11.4

Aggressive 05 guesses: F5 BIG-IP Local Traffic Manager load balancer (THOS 11.6) (93%), F5 BIG-IP load balancer (TMOS 11.4) (98%), FS BIG-IP AFM firewall (89%), F5
BIG-IP Edge Gateway (88%)

No exact OS matches for host (test conditions non-ideal)

Uptime guess: 28.5682 days (since Fri Feb 83 81:84:45 2017)

Network Distance: 4 hops

ICP Sequence Prediction: Difficulty=26@ (Good luck!)

IP ID Sequence Generation: Randomized

TRACEROUTE (using port 8@/tcp)

HOP RTT ADDRESS

1 12.00 ms 10.117.0.1

2 5.8@ ms 172-11-8-142.lightspeed.jcvlfl.sbcglobal.net (172.11.0.142)

5 14.88 ms 125.160.1.49

4 15.88 ms ec2-52-228-211-65.ap-southeast-1.compute.amazonans.com (52.220.211.65)

NSE: Script Post-scanning
Initiating NSE at 17:27
Completed NSE at 17:27, @.88s elapsed
Initiating NSE at 17:27
Completed NSE at 17:27, @.88s elapsed
Read data files from: C:\Program Files (x86)\Nmap
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 68.74 seconds
Raw packets sent: 2183 (97.612KB) | Rcvd: 46 (2.312KB)

Filter Hosts
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Pada scanning yang dilakukan dengan software ZENMAP dengan target www.bolalob.com (IP
address 52.220.211.65) di dapatkan hasil scanning output yang telah di screenshoot di gambar
1,2 dan 3.

Hanya ada 2 port yang terbuka di situs lazada.co.id yaitu port 80 dan 443 menggunakan
protocol TC.

= Zenmap

Scan  Tools Profile Help
Target: | bolalob.com ~ | Profile: | Intense sc

Command: | nmap -T4 -A -v bolalob.com

Services Mmap Output Ports/Hosts Topology Host Details  Scans

4 Port 4 Protocol 4 State 4 Service 4 Version

05 4 Host

M bolalob.com (52.23 @ 2 tep open  hitp ngimx 1.10.1
@ 413 tcp open  http nginx 1.10.1
@ 2080 tep closed hitp-proxy

Gambar topology dari web bolalob.com :

“ Zenmap
Scan Teols Profile Help

Target: | bolalob.com ~ | Profile: | Intense scan

Command:  nmap -T4 -A -v bolalob.com

Services Nmap Output Ports / Hosts Topology | Host Details Scans

0S 4 Host Hosts Viewer | Fisheye | Controls
L/ bolaleb.com (52.22

Legend | Save Graphic
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