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An issue was discovered in Linux Foundation xapi in Citrix XenServer through 7.0. An authenticated read-only
administrator can corrupt the host database.

The simple_set_acl function in fs/posix_acl.c in the Linux kernel before 4.9.6 preserves the setgid bit during a setxattr
call involving a tmpfs filesystem, which allows local users to gain group privileges by leveraging the existence of a
setgid program with restrictions on execute permissions. NOTE: this vulnerability exists because of an incomplete fix
for CVE-2016-7097.

Off-by-one error in the pipe_advance function in lib/iov_iter.c in the Linux kernel before 4.9.5 allows local users to
obtain sensitive information from uninitialized heap-memory locations in opportunistic circumstances by reading from
a pipe after an incorrect buffer-release decision.

The kisi_105_get_line_state function in drivers/usb/serial/kiskusb105.c in the Linux kernel before 4.9.5 places
uninitialized heap-memory contents into a log entry upon a failure to read the line status, which allows local users to
obtain sensitive information by reading the log.

drivers/net/ieee802154/atusb.c in the Linux kernel 4.9.x before 4.9.6 interacts incorrectly with the
CONFIG_VMAP_STACK option, which allows local users to cause a denial of service (system crash or memory
corruption) or possibly have unspecified other impact by leveraging use of more than one virtual page for a DMA
scatterlist.

drivers/hid/hid-corsair.c in the Linux kernel 4.9.x before 4.9.6 interacts incorrectly with the CONFIG_VMAP_STACK
option, which allows local users to cause a denial of service (system crash or memory corruption) or possibly have
unspecified other impact by leveraging use of more than one virtual page for a DMA scatterlist.

The freelist-randomization feature in mm/slab.c in the Linux kernel 4.8.x and 4.9.x before 4.9.5 allows local users to
cause a denial of service (duplicate freelist entries and system crash) or possibly have unspecified other impact in
opportunistic circumstances by leveraging the selection of a large value for a random number.

Remote Manager in Open Enterprise Server (OES) allows unauthenticated remote attackers to read any arbitrary file,
via a specially crafted URL, that allows complete directory traversal and total information disclosure. This vulnerability
is present on all versions of OES for linux, it applies to OES2015 SP1 before Maintenance Update 11080, OES2015
before Maintenance Update 11079, OES11 SP3 before Maintenance Update 11078, OES11 SP2 before Maintenance
Update 11077).

Blink in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, failed to
properly enforce unsafe-inline content security policy, which allowed a remote attacker to bypass content security
policy via a crafted HTML page.

Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, failed to prevent alerts from being displayed by
swapped out frames, which allowed a remote attacker to show alerts on a page they don't control via a crafted HTML
page.
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Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, failed to prevent alerts from being displayed by
swapped out frames, which allowed a remote attacker to show alerts on a page they don't control via a crafted HTML
page.

FFmpeg in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, failed to perform proper bounds
checking, which allowed a remote attacker to potentially exploit heap corruption via a crafted video file.

FFmpeg in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, failed to perform proper bounds
checking, which allowed a remote attacker to potentially exploit heap corruption via a crafted video file.

Type confusion in Histogram in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for
Android, allowed a remote attacker to potentially exploit a near null dereference via a crafted HTML page.

Blink in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, failed to
properly enforce unsafe-inline content security policy, which allowed a remote attacker to bypass content security
policy via a crafted HTML page.

A use after free in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android,
allowed a remote attacker to perform an out of bounds memory read via a crafted HTML page.

Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, failed to require a
user gesture for powerful download operations, which allowed a remote attacker who convinced a user to install a
malicious extension to execute arbitrary code via a crafted HTML page.

A use after free in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android,
allowed a remote attacker to potentially exploit heap corruption via a crafted HTML page.

Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, had an insufficiently
strict content security policy on the Chrome app launcher page, which allowed a remote attacker to inject scripts or
HTML into a privileged page via a crafted HTML page.

Blink in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, failed to
prevent certain UI elements from being displayed by non-visible pages, which allowed a remote attacker to show
certain UI elements on a page they don't control via a crafted HTML page.

Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, incorrectly handled
Unicode glyphs, which allowed a remote attacker to perform domain spoofing via IDN homographs in a crafted domain
name.

Heap buffer overflow during image processing in Skia in Google Chrome prior to 56.0.2524.76 for Lintx, Windows and
Mac, and 56.0.2924.87 for Android, allowed a remote attacker to perform an out of bounds memory read via a crafted
HTML page.
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HTML page.
Google Chrome prior to 56.0.2924.76 for Linux incorrectly handled new tab page navigations in non-selected tabs,
which allowed a remote attacker to spoof the contents of the Omnibox (URL bar) via a crafted HTML page.

A heap buffer overflow in V8 in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for
Android, allowed a remote attacker to potentially exploit heap corruption via a crafted HTML page.

Blink In Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, resolved
promises in an inappropriate context, which allowed a remote attacker to inject arbitrary scripts or HTML (UXSS) via a
crafted HTML page.

WebRTC in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, failed to
perform proper bounds checking, which allowed a remote attacker to potentially exploit heap corruption via a crafted
HTML page.

Blink in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, allowed
attacker controlled Javascript to be run during the invocation of a private script method, which allowed a remote
attacker to inject arbitrary scripts or HTML (UXSS) via a crafted HTML page.

Blink in Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, incorrectly
handled the sequence of events when closing a page, which allowed a remote attacker to inject arbitrary scripts or
HTML (UXSS) via a crafted HTML page.

Blink In Google Chrome prior to 56.0.2924.76 for Linux, Windows and Mac, and 56.0.2924.87 for Android, incorrectly
handled object owner relationships, which allowed a remote attacker to inject arbitrary scripts or HTML (UXSS) via a
crafted HTML page.

The nested_vmx_check_vmptr function in arch/x86/kvm/vmx.c in the Linux kernel through 4.9.8 improperly emulates
the VMXON instruction, which allows KVM L1 guest OS users to cause a denial of service (host 0S memory
consumption) by leveraging the mishandling of page references.

arch/x86/kvm/emulate.c in the Linux kernel through 4.9.3 allows local users to obtain sensitive information from
kernel memory or cause a denial of service (use-after-free) via a crafted application that leverages instruction
emulation for fxrstor, fxsave, sgdt, and sidt.

The load_segment_descriptor implementation in arch/x86/kvm/emulate.c in the Linux kernel before 4.9.5 improperly
emulates a "MOV SS, NULL selector” instruction, which allows guest OS users to cause a denial of service (guest 0S
crash) or gain guest OS privileges via a crafted application.

All versions of NVIDIA Linux GPU Display Driver contain a vulnerability in the kernel mode layer handler where
improper validation of an input parameter may cause a denial of service on the system.

The icmp6 send function in net/ipv6/icmp.c in the Linux kernel throuah 4.8.12 omits a certain check of the dst data
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The icmp6_send function in net/ipvé/icmp.c in the Linux kernel through 4.8.12 omits a certain check of the dst data
structure, which allows remote attackers to cause a denial of service (panic) via a fragmented IPV6 packet.

Race condition in the netlink_dump function in net/netlink/af_netlink.c in the Linux kernel before 4.6.3 allows local
users to cause a denial of service (double free) or possibly have unspecified other impact via a crafted application
that makes sendmsg system calls, leading to a free operation associated with a new dump that started earlier than
anticipated.

The casrvc program in CA Common Services, as used in CA Client Automation 12.8, 12.9, and 14.0; CA SystemEDGE
5.8.2 and 5.9; CA Systems Performance for Infrastructure Managers 12.8 and 12.9; CA Universal Job Management
Agent 11.2; CA Virtual Assurance for Infrastructure Managers 12.8 and 12.9; CA Workload Automation AE 11, 11.3,
11.3.5, and 11.3.6 on AIX, HP-UX, Linux, and Solaris allows local users to modify arbitrary files and consequently gain
root privileges via vectors related to insufficient validation.

Race condition in the snd_pcm_period_elapsed function in sound/core/pcm_lib.c in the ALSA subsystem in the Linux
kernel before 4.7 allows local users to cause a denial of service (use-after-free) or possibly have unspecified other
impact via a crafted SNDRV_PCM_TRIGGER_START command.

The sock_setsockopt function in net/core/sock.c in the Linux kernel before 4.8.14 mishandles negative values of
sk_sndbuf and sk_rcvbuf, which allows local users to cause a denial of service (memory corruption and system crash)
or possibly have unspecified other impact by leveraging the CAP_NET_ADMIN capability for a crafted setsockopt
system call with the (1) SO_SNDBUFFORCE or (2) SO_RCVBUFFORCE option.

KVM in the Linux kernel before 4.8.12, when /O APIC is enabled, does not properly restrict the VCPU index, which
allows guest OS users to gain host OS privileges or cause a denial of service (out-of-bounds array access and host 0S
crash) via a crafted interrupt request, related to arch/x86/kvm/ioapic.c and arch/x86/kvm/ioapic.h.

arch/x86/kvm/emulate.c in the Linux kernel before 4.8.12 does not properly initialize Code Segment (CS) in certain
error cases, which allows local users to obtain sensitive information from kernel stack memory via a crafted
application.

The netfilter subsystem in the Linux kemel before 4.9 mishandles IPv6 reassembly, which allows local users to cause
a denial of service (integer overflow, out-of-bounds write, and GPF) or possibly have unspecified other impact via a
crafted application that makes socket, connect, and writev system calls, related to
net/ipvé/netfilter/nf_conntrack_reasm.c and net/ipvé/netfilter/nf_defrag_ipvé_hooks.c.

The ring_buffer_resize function in kernel/trace/ring_buffer.c in the profiling subsystem in the Linux kernel before 4.6.1
mishandiles certain integer calculations, which allows local users to gain privileges bycwriting t6/the
/sys/kernel/debug/tracing/buffer_size_kb file.
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Multiple memory leaks in error paths in fs/xfs/xfs_attr_list.c in the Linux kernel before 4.5.1 allow local users to cause
a denial of service (memory consumption) via crafted XFS filesystem operations.

Blink in Google Chrome prior to 55.0.2883.75 for Mac, Windows and Linux, and 55.0.2883.84 for Android incorrectly
handled iframes, which allowed a remote attacker to bypass a no-referrer policy via a crafted HTML page.

The __get_user_asm_ex macro in arch/x86/include/asm/uaccess.h in the Linux kernel 4.4.22 through 4.4.28 contains
extended asm statements that are incompatible with the exception table, which allows local users to obtain root
access on non-SMEP platforms via a crafted application. NOTE: this vulnerability exists because of incorrect
backporting of the CVE-2016-9178 patch to older kernels.

arch/x86/kvm/vmx.c in the Linux kernel through 4.9 mismanages the #BP and #OF exceptions, which allows guest 0S
users to cause a denial of service (guest OS crash) by declining to handle an exception thrown by an L2 guest.

The blk_rq_map_user_iov function in block/blk-map.c in the Linux kernel before 4.8.14 does not properly restrict the
type of iterator, which allows local users to read or write to arbitrary kernel memory locations or cause a denial of
service (use-after-free) by leveraging access to a /dev/sg device.

The sctp_sf_ootb function in net/sctp/sm_statefuns.c in the Linux kernel before 4.8.8 lacks chunk-length checking for
the first chunk, which allows remote attackers to cause a denial of service (out-of-bounds slab access) or possibly
have unspecified other impact via crafted SCTP data.

security/keys/big_key.c in the Linux kernel before 4.8.7 mishandles unsuccessful crypto registration in conjunction
with successful key-type registration, which allows local users to cause a denial of service (NULL pointer dereference
and panic) or possibly have unspecified other impact via a crafted application that uses the big_key data type.

The cgroup offline implementation in the Linux kernel through 4.8.11 mishandles certain drain operations, which allows
local users to cause a denial of service (system hang) by leveraging access to a container environment for executing
a crafted application, as demonstrated by trinity.

The __get_user_asm_ex macro in arch/x86/include/asm/uaccess.h in the Linux kernel before 4.7.5 does not initialize
a certain integer variable, which allows local users to obtain sensitive information from kernel stack memory by
triggering failure of a get_user_ex call.

Race condition in the fon_ioct! function in drivers/staging/android/ion/ion.c in the Linux kernel before 4.6 allows local
users to gain privileges or cause a denial of service (use-after-free) by calling ION_IOC_FREE on two CPUs at the
same time.

drivers/vfio/pci/vfio_pci_intrs.c in the Linux kernel through 4.8.11 misuses the kzalloc function, which allows local
users to cause a denial of service (integer overflow) or have unspecified other impact by leveraging access to a vfio
PCI device file.

drivers/vfio/pci/vfio_pci.c in the Linux kernel through 4.8.11 allows local users to bypass integer overflow checks, and
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Description

The div_long_long_rem implementation in include/asm-x86/dive4.h in the Linux kernel before 2.6.26 on the x86
platform allows local users to cause a denial of service (Divide Error Fault and panic) via a clock_gettime system call.

The virtio_net_bad_features function in hw/virtio-net.c in the virtio-net driver in the Linux kernel before 2.6.26, when
used on a guest OS in conjunction with gemu-kvm 0.11.0 or KVM 83, allows remote attackers to cause a denial of
service (guest OS crash, and an associated gemu-kvm process exit) by sending a large amount of network traffic to a
TCP port on the guest S, related to a virtio-net whitelist that includes an improper implementation of TCP Segment
Offloading (TSO).

The parisc_show_stack function in arch/parisc/kernel/traps.c in the Linux kernel before 2.6.28-rc7 on PA-RISC allows
local users to cause a denial of service (system crash) via vectors associated with an attempt to unwind a stack that
contains userspace addresses.

The _scm_destroy function in net/core/scm.c in the Linux kernel 2.6.27.4, 2.6.26, and earlier makes indirect recursive
calls to itself through calls to the fput function, which allows local users to cause a denial of service (panic) via vectors
related to sending an SCM_RIGHTS message through a UNIX domain socket and closing file descriptors.

Race condition in the do_setlk function in fs/nfs/file.c in the Linux kernel before 2.6.26 allows local users to cause a
denial of service (crash) via vectors resulting in an interrupted RPC call that leads to a stray FL_POSIX lock, related to
improper handling of a race between fcntl and close in the EINTR case.

The rt6_fill_node function in net/ipv6/route.c in Linux kernel 2.6.26-rc4, 2.6.26.2, and possibly other 2.6.26 versions,
allows local users to cause a denial of service (kernel OOPS) via IPv6 requests when no IPv6 input device is in use,
which triggers a NULL pointer dereference.
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drivers/xen/usbback/usbback.c in linux-2.6.18-xen-3.4.0 (aka the Xen 3.4.x support patches for the Linux kernel
2.6.18), as used in the Linux kernel 2.6.x and 3.x in SUSE Linux distributions, allows guest OS users to obtain sensitive
information from uninitialized locations in host OS kernel memory via unspecified vectors.

The IPv6 SCTP implementation in net/sctp/ipv6.c in the Linux kernel through 3.11.1 uses data structures and function
calls that do not trigger an intended configuration of IPsec encryption, which allows remote attackers to obtain
sensitive information by sniffing the network.

The peiback_enable_msi function in the PCI backend driver (drivers/xen/pciback/conf_space_capability_msi.c) in Xen
for the Linux kernel 2.6.18 and 3.8 allows guest OS users with PCI device access to cause a denial of service via a large
number of kernel log messages. NOTE: some of these details are obtained from third party information.

A certain Red Hat patch to the _br_deliver function in net/bridge/br_forward.c in the Linux kernel 2.6.18 on Red Hat
Enterprise Linux (RHEL) 5 allows remote attackers to cause a denial of service (NULL pointer dereference and system
crash) or possibly have unspecified other impact by leveraging connectivity to a network interface that uses an
Ethernet bridge device.

A certain Red Hat patch to the sctp_sock_migrate function in net/sctp/socket.c in the Linux kernel before 2.6.21, as
used in Red Hat Enterprise Linux (RHEL) 5, allows remote attackers to cause a denial of service (NULL pointer
dereference and OOPS) via a crafted SCTP packet.

The Generic Receive Offload (GRO) implementation in the Linux kernel 2.6.18 on Red Hat Enterprise Linux 5 and 2.6.32
on Red Hat Enterprise Linux 6, as used in Red Hat Enterprise Virtualization (RHEV) Hypervisor and other products,
allows remote attackers to cause a denial of service via crafted VLAN packets that are processed by the
napi_reuse_skb function, leading to (1) a memory leak or (2) memory corruption, a different vulnerability than CVE-
2011-1478.

The do_block_o_op function in (1) drivers/xen/blkback/blkback.c and (2) drivers/xen/blktap/blktap.c in Xen before
3.4.0 for the Linux kernel 2.6.18, and possibly other versions, allows guest OS users to cause a denial of service
(infinite loop and CPU consumption) via a large production request index to the blkback or blktap back-end drivers.
NOTE: some of these details are obtained from third party information.

The vbd_create function in Xen 3.1.2, when the Linux kernel 2.6.18 on Red Hat Enterprise Linux (RHEL) 5 is used,
allows guest OS users to cause a denial of service (host OS panic) via an attempted access to a virtual CD-ROM device
through the blkback driver. NOTE: some of these details are obtained from third party, information,

The udp_queue_rcv_skb function in net/ipv4/udp.c in a certain Red Hat build of the Linux kernel 2.6.18 in Red Hat
Enterprise Linux (RHEL) 5 allows attackers to cause a denial of service (deadlock and system hang) by sending UDP
traffic to a socket that has a crafted socket filter, a related issue to CVE-2010-4158.
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service (host OS crash) by requesting a VMCS dump for a fully virtualized Xen guest.

arch/ia64/xen/faults.c in Xen 3.4 and 4.0 in Linux kernel 2.6.18, and possibly other kernel versions, when running on
1A-64 architectures, allows local users to cause a denial of service and "turn on BE by modifying the user mask of the
PSR," as demonstrated via exploitation of CVE-2006-0742.

gfs2 in the Linux kernel 2.6.18, and possibly other versions, does not properly handle when the gfs2_quota struct
occupies two separate pages, which allows local users to cause a denial of service (kernel panic) via certain
manipulations that cause an out-of-bounds write, as demonstrated by writing from an ext3 file system to a gfs2 file
system.

fs/namei.c in Linux kernel 2.6.18 through 2.6.34 does not always follow NFS automount "symlinks,” which allows
attackers to have an unknown impact, related to LOOKUP_FOLLOW.

Linux kernel 2.6.18 through 2.6.33, and possibly other versions, allows remote attackers to cause a denial of service
(memory corruption) via a large number of Bluetooth sockets, related to the size of sysfs files in (1)
net/bluetooth/I2cap.c, (2) net/bluetooth/rfcommy/core.c, (3) net/bluetooth/rfcomm/sock.c, and (4)
net/bluetooth/sco.
The MMIO instruction decoder in the Xen hypervisor in the Linux kernel 2.6.18 in Red Hat Enterprise Linux (RHEL) 5
allows guest OS users to cause a denial of service (32-bit guest OS crash) via vectors that trigger an unspecified
instruction emulation.

A certain Red Hat patch for net/ipv4/route.c in the Linux kernel 2.6.18 on Red Hat Enterprise Linux (RHEL) 5 allows
remote attackers to cause a denial of service (deadlock) via crafted packets that force collisions in the IPv4 routing
hash table, and trigger a routing "emergency” in which a hash chain is too long. NOTE: this is related to an issue in the
Linux kernel before 2.6.31, when the kernel routing cache is disabled, involving an uninitialized pointer and a panic.

A certain Red Hat configuration step for the gla2xxx driver in the Linux kernel 2.6.18 on Red Hat Enterprise Linux
(RHEL) 5, when N_Port ID Virtualization (NPIV) hardware is used, sets world-writable permissions for the (1)
vport_create and (2) vport_delete files under /sys/class/scsi_host/, which allows local users to make arbitrary changes
to SCSI host attributes by modifying these files.

NFSv4 in the Linux kernel 2.6.18, and possibly other versions, does not properly clean up an inode when an O_EXCL
create fails, which causes files to be created with insecure settings such as setuid bits, and possibly allows local users
to gain privileges, related to the execution of the do_open_permission function even when a create fails.

The hypervisor_callback function in Xen, possibly before 3.4.0, as applied to the Linux kernel 2.6/30-rc4,2.6.18, and
probably other versions allows guest user applications to cause a denial of service (kernel-00ps) of the guest OS by
triggering a segmentation fault in "certain address ranges.”
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The ptrace_start function in kernel/ptrace.c in the Linux kernel 2.6.18 does not properly handle simultaneous execution
of the do_coredump function, which allows local users to cause a denial of service (deadlock) via vectors involving the
ptrace system call and a coredumping thread.

The __scm_destroy function in net/core/scm.c in the Linux kernel 2.6.27.4, 2.6.26, and earlier makes indirect recursive
calls to itself through calls to the fput function, which allows local users to cause a denial of service (panic) via vectors
related to sending an SCM_RIGHTS message through a UNIX domain socket and closing file descriptors.

Double free vulnerability in the utrace support in the Linux kernel, probably 2.6.18, in Red Hat Enterprise Linux (RHEL) 5
and Fedora Core 6 (FC6) allows local users to cause a denial of service (0ops), as demonstrated by a crash when
running the GNU GDB testsuite, a different vulnerability than CVE-2008-2365.

Integer overflow in the dccp_feat_change function in net/dccp/feat.c in the Datagram Congestion Control Protocol
(DCCP) subsystem in the Linux kernel 2.6.18, and 2.6.17 through 2.6.20, allows local users to gain privileges via an
invalid feature length, which leads to a heap-based buffer overflow.

Linux kernel 2.6.18, and possibly other versions, when running on AMD64 architectures, allows local users to cause a
denial of service (crash) via certain ptrace calls.

Unspecified vulnerability in the 32-bit and 64-bit emulation in the Linux kernel 2.6.9, 2.6.18, and probably other
versions allows local users to read uninitialized memory via unknown vectors involving a crafted binary.

The Xen hypervisor block backend driver for Linux kernel 2.6.18, when running on a 64-bit host with a 32-bit
paravirtualized guest, allows local privileged users in the guest OS to cause a denial of service (host OS crash) via a
request that specifies a large number of blocks.

The utrace support in Linux kernel 2.6.18, and other versions, allows local users to cause a denial of service (system
hang) related to "MT exec + utrace_attach spin failure mode,” as demonstrated by ptrace-thrash.c.

The Reiserfs functionality in Linux kernel 2.6.18, and possibly other versions, allows local users to cause a denial of
service via a malformed ReiserFs file system that triggers memory corruption when a sync is performed.

The NTFS filesystem code in Linux kernel 2.6.x up to 2.6.18, and possibly other versions, allows local users to cause a
denial of service (CPU consumption) via a malformed NTFS file stream that triggers an infinite loop in the
__find_get_block_slow function.

The minix filesystem code in Linux kernel 2.6.x before 2.6.24, including 2.6.18, allows local users to cause a denial of
service (hang) via a malformed minix file stream that triggers an infinite loop in the minix_bmap function. NOTE: this
issue might be due to an integer overflow or signedness error.

The Linux kernel 2.6.x up to 2.6.18, and possibly other versions, on Fedora Core 6 and possibly other operating

systems, allows local users to cause a denial of service (crash) via a malformed gfs2 file stream that triggers a NULL
Sy e s e s e e
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Stats: :41 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 91.17% done; ETC: 20:47 (0:00:37 remaining)
Stats: :41 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 91.27% done; ETC: 20:47 ( 7 remaining)

stat: 2 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 91.37% done; ETC: 20:47 (0:00:37 remaining)

Nmap scan report for www.morofashion.com (216.172.184.213)

Host is up (0.24s latency).

Not shown: 983 closed ports

PORT STATE  SERVICE

21/tcp  open ftp

22/tcp  filtered ssh

25/tcp  filtered smtp

26/tcp  open rsftp
53/tcp  open domain
80/tcp  open http
110/tcp open pop3
143/tcp open imap
443/tcp open https.
465/tcp open smtps.
587/tcp open submission
993/tcp open imaps.
995/tcp open pop3s.
2222/tcp open EtherNet/IP-1
3306/tcp open mysql
8080/tcp open http-proxy
8443/tcp open https-alt

Device type: general purpose|firewall|VoIP adapter|printer|WAP|storage-misc|broadband router

Running (JUST GUESSING): Linux 2.6.X|2.4.X (96%), Fortinet embedded (87%), Cisco embedded (86%), Lexmark embedded (86%), Netgear RAIDiator 4.X (
86%), Western Digital Linux 2.6.X (86%), Zhone embedded (86%)

inux:linux_kernel:2.6.28 cp isco:unified_call_manager cpe:/h:lexmar
L .6 cpe:/o:netgear:raidiator:4 cpe:/o:westerndigital:linux_kernel:2.6 cpe:/h:zhone:6211-13

Aggressive 0S guesses: Linux 2.6.28 (90%), Fortinet FortiGate-50B or 316B firewall (87%), Cisco Unified Communications Manager VoIP adapter (86%
), Lexmark 72460 printer (86%), DD-WRT v23 (Linux 2.4.36) (86%), Vyatta router (Linux 2.6.26) (86%), Linux 2.6.18 (86%), Linux 2.6.26 (PCLinuxos|
) (86%), Linux 2.6.29 (86%), Linux 2.6.30 (86%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 12 hops

inux:linux_kernel:2.4 cpe:/o:linu

05 detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 484.40 seconds

root@ratihgustifa:/home/ratihgustifa# ll
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Name
CVE-2012-0028

CVE-2009-4141

CVE-2009-1338

CVE-2009-1046

CVE-2009-0935

CVE-2009-0787

CVE-2009-0748

CVE-2009-0747

CVE-2009-0746

CVE-2009-0745

Description

The robust futex implementation in the Linux kernel before 2.6.28 does not properly handle processes that make exec
system calls, which allows local users to cause a denial of service or possibly gain privileges by writing to a memory
location in a child process.

Use-after-free vulnerability in the fasync_helper function in fs/fcntl.c in the Linux kernel before 2.6.33-rcd-git1 allows
local users to gain privileges via vectors that include enabling O_ASYNC (aka FASYNC or FIOASYNC) on a locked file,
and then closing this file.

The kill_something_info function in kernel/signal.c in the Linux kernel before 2.6.28 does not consider PID namespaces
when processing signals directed to PID -1, which allows local users to bypass the intended namespace isolation, and
send arbitrary signals to all processes in all namespaces, via a kill command

The console selection feature in the Linux kernel 2.6.28 before 2.6.28.4, 2.6.25, and possibly earlier versions, when the
UTF-8 console is used, allows physically proximate attackers to cause a denial of service (memory corruption) by
selecting a small number of 3-byte UTF-8 characters, which triggers an "off-by-two memory error.” NOTE: it s not clear
whether this issue crosses privilege boundaries.

The inotify_read function in the Linux kernel 2.6.27 to 2.6.27.13, 2.6.28 to 2.6.28.2, and 2.6.29-rc3 allows local users to
cause a denial of service (OOPS) via a read with an invalid address to an inotify instance, which causes the device's
event list mutex to be unlocked twice and prevents proper synchronization of a data structure for the inotify instance.

The ecryptfs_write_metadata_to_contents function in the eCryptfs functionality in the Linux kernel 2.6.28 before
2.6.28.9 uses an incorrect size when writing kernel memory to an eCryptfs file header, which triggers an out-of-bounds
read and allows local users to obtain portions of kernel memory.

The ext4_fill_super function in fs/ext4/super.c in the Linux kernel 2.6.27 before 2.6.27.19 and 2.6.28 before 2.6.28.7
does not validate the superblock configuration, which allows local users to cause a denial of service (NULL pointer
dereference and OOPS) by attempting to mount a crafted ext4 filesystem.

The ext4_isize function in fs/ext4/ext4.h in the Linux kernel 2.6.27 before 2.6.27.19 and 2.6.28 before 2.6.28.7 uses the
i_size_high structure member during operations on arbitrary types of files, which allows local users to cause a denial of
service (CPU consumption and error-message flood) by attempting to mount a crafted ext4 filesystem.

The make_indexed_dir function in fs/ext4/namei.c in the Linux kernel 2.6.27 before 2.6.27.19 and 2.6.28 before
2.6.28.7 does not validate a certain rec_len field, which allows local users to cause a denial of service (OOPS) by
attempting to mount a crafted ext4 filesystem.

The ext4_group_add function in fs/ext4/resize.c in the Linux kernel 2.6.27 before 2.6.27.19 and. 2.6.28 before 2.6.28.7
does not properly initialize the group descriptor during a resize (aka resize2fs) operation, which might allow focal users
to cause a denial of service (OOPS) by arranging for crafted values to be present in available memory.
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CVE-2009-0028

CVE-2008-5300

The ABI in the Linux kernel 2.6.28 and earlier on 390, powerpc, sparcé4, and mips 64-bit platforms requires that a 32-
bit argument in a 64-bit register was properly sign extended when sent from a user-mode application, but cannot verify
this, which allows local users to cause a denial of service (crash) or possibly gain privileges via a crafted system call.

The clone system call in the Linux kernel 2.6.28 and earlier allows local users to send arbitrary signals to a parent

process from an unprivileged child process by launching an additional child process with the CLONE_PARENT flag, and
then letting this new process exit.

Linux kernel 2.6.28 allows local users to cause a denial of service ("soft lockup” and process loss) via a large number of
sendmsg function calls, which does not block during AF_UNIX garbage collection and triggers an OOM condition, a
different vulnerability than CVE-2008-5029.
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CVE-2017-6074

CVE-2017-6001

CVE-2017-5986

CVE-2017-5972

CVE-2017-5970

CVE-2017-5967

CVE-2017-5577

CVE-2017-5576

CVE-2017-5573

CVE-2017-5572

Description
The dccp_rcv_state_process function in net/dccp/input.c in the Linux kernel through 4.9.11 mishandles

DCCP_PKT_REQUEST packet data structures in the LISTEN state, which allows local users to obtain root privileges or
cause a denial of service (double free) via an application that makes an IPV6_RECVPKTINFO setsockopt system call.

Race condition in kernel/events/core.c in the Linux kernel before 4.9.7 allows local users to gain privileges via a
crafted application that makes concurrent perf_event_open system calls for moving a software group into a hardware
context. NOTE: this vulnerability exists because of an incomplete fix for CVE-2016-6786.

Race condition in the sctp_wait_for_sndbuf function in net/sctp/socket.c in the Linux kernel before 4.9.11 allows local
users to cause a denial of service (assertion failure and panic) via a multithreaded application that peels off an
association in a certain buffer-full state.

The TCP stack in the Linux kernel 3.x does not properly implement a SYN cookie protection mechanism for the case of
a fast network connection, which allows remote attackers to cause a denial of service (CPU consumption) by sending
many TCP SYN packets, as demonstrated by an attack against the kernel-3.10.0 package in CentOS Linux 7.

The ipv4_pktinfo_prepare function in net/ipv4/ip_sockglue.c in the Linux kernel through 4.9.9 allows attackers to
cause a denial of service (system crash) via (1) an application that makes crafted system calls or possibly (2) IPv4
traffic with invalid IP options.

The time subsystem in the Linux kernel through 4.9.9, when CONFIG_TIMER_STATS is enabled, allows local users to
discover real PID values (as distinguished from PID values inside a PID namespace) by reading the /proc/timer_list
file, related to the print_timer function in kernel/time/timer_list.c and the __timer_stats_timer_set_start_info function
in kernel/time/timer.c.

The vca_get_bcl function in drivers/gpu/drm/vcd/ved_gem.c in the VideoCore DRM driver in the Linux kernel before
4.9.7 does not set an ermo value upon certain overflow detections, which allows local users to cause a denial of
service (incorrect pointer dereference and OOPS) via inconsistent size values in a VC4_SUBMIT_CL ioctl call.

Integer overflow in the vc4_get_bel function in drivers/gpu/drm/vc4/vc4_gem.c in the VideoCore DRM driver in the
Linux kernel before 4.9.7 allows local users to cause a denial of service or possibly have unspecified other impact via
a crafted size value in a VC4_SUBMIT_CL ioctl call.

An issue was discovered in Linux Foundation xapi in Citrix XenServer through 7.0. An authenticated read-only
administrator can cancel tasks of other administrators.

An issue was discovered in Linux Foundation xapi in Citrix XenServer through 7.0. A @uthenticated!read-only
administrator can corrupt the host database.




