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Analisa proses Scanning pada website menggunakan NMAP
	Scanning merupakan Proses  yang mana penyerang memiliki gambaran mengenai mesin-mmengenai mesin-mesin jaringan , sistem operasi, lalu administrator dari sistemnya, semua diskusi yang dikirim ke milis , lokasi kantor dan lain lain, pada titik ini seorang penyerang mengetahui bahwa yang akan di lakukannya kemudian mungkin tercatat disistem. Penyerang juga memiliki peta jaringan , perangkat  dan tools  serta kesiapan untuk mengidentifikasi layanan yang ada untuk membuka port.

Pada proses Scanning kali ini akan di lakukan penyerangan dengan menggunakan tools NMAP , yang mana target yang akan di coba kali ini yaitu sebuah website yaitu www. Morofashion.com. NMAP ini merupakan tools yang bersifat gratis. Scanning kali ini akan di lakukan beberapa tahapan yaitu :

1. mengetahui IP address target 
pada proses ini akan dilakukan proses ping yang mana dengan proses ping ini akan diketahui  IP adress yang digunakan target 
pada proses ini menggunakan sintaks sbg berikut :
$ ping [target]
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2. Identifying active machine
Tahap pertama yang dilakukan adalah mengidentifikasi mesin yang aktif pada range network yang dijadikan target . untuk itu kita menggunakan perintah –sV
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3. Finding open ports
Dengan informasi range network target dan mesin yang aktif, proses selanjutnya adalah scanning port pada mesin yang aktif untuk melihat port yang terbuka. Pada step ini saya menggunakan option "-sS" dan option "-p", dan pilih salah satu ip/mesin yang aktif untuk di-scan
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4. OS Fingerprint
Pada bagian proses pengumpulan informasi ini, adalah menentukan sistem operasi apa yang berjalan pada mesin yang aktif untuk mengetahui tipe sistem yang sedang ditest security nya. Kita akan menggunakan option "-O" untuk mendeteksi OS yang berjalan.
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Ketika Nmap tidak dapat mendeteksi OS secara tepat, ia terkadang memberikan kemungkinan terdekat. Tebakan yang cocok akan dilakukan oleh Nmap. Dengan option ini membuat Nmap menduga dengan lebih agresif. Nmap tetap akan memberitahu anda ketika kecocokan tidak sempurna, dicetak dan menampilkan tingkat kepercayaan (persentase) untuk setiap dugaan.
4. Service fingerprinting
Setelah port yang open diketahui dengan menggunakan salah satu metode scan diatas, hal selanjutnya adalah deteksi versi dari service yang sedang berjalan. Nmap akan berusaha menentukan nama protokol layanan serta versi dari layananan tersebut. Dan untuk mendeteksi versi dari service tersebut kita menggunakan option "-sV".
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root@ratihgustifa: /home/ratihgustifa

=R e

Stats: :41 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 91.17% done; ETC: 20:47 (0:00:37 remaining)
Stats: :41 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 91.27% done; ETC: 20:47 ( 7 remaining)

stat: 2 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 91.37% done; ETC: 20:47 (0:00:37 remaining)

Nmap scan report for www.morofashion.com (216.172.184.213)

Host is up (0.24s latency).

Not shown: 983 closed ports

PORT STATE  SERVICE

21/tcp  open ftp

22/tcp  filtered ssh

25/tcp  filtered smtp

26/tcp  open rsftp
53/tcp  open domain
80/tcp  open http
110/tcp open pop3
143/tcp open imap
443/tcp open https.
465/tcp open smtps.
587/tcp open submission
993/tcp open imaps.
995/tcp open pop3s.
2222/tcp open EtherNet/IP-1
3306/tcp open mysql
8080/tcp open http-proxy
8443/tcp open https-alt

Device type: general purpose|firewall|VoIP adapter|printer|WAP|storage-misc|broadband router

Running (JUST GUESSING): Linux 2.6.X|2.4.X (96%), Fortinet embedded (87%), Cisco embedded (86%), Lexmark embedded (86%), Netgear RAIDiator 4.X (
86%), Western Digital Linux 2.6.X (86%), Zhone embedded (86%)

inux:linux_kernel:2.6.28 cp isco:unified_call_manager cpe:/h:lexmar
L .6 cpe:/o:netgear:raidiator:4 cpe:/o:westerndigital:linux_kernel:2.6 cpe:/h:zhone:6211-13

Aggressive 0S guesses: Linux 2.6.28 (90%), Fortinet FortiGate-50B or 316B firewall (87%), Cisco Unified Communications Manager VoIP adapter (86%
), Lexmark 72460 printer (86%), DD-WRT v23 (Linux 2.4.36) (86%), Vyatta router (Linux 2.6.26) (86%), Linux 2.6.18 (86%), Linux 2.6.26 (PCLinuxos|
) (86%), Linux 2.6.29 (86%), Linux 2.6.30 (86%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 12 hops

inux:linux_kernel:2.4 cpe:/o:linu

05 detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 484.40 seconds

root@ratihgustifa:/home/ratihgustifa# ll
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root@ratihgustifa: /home/ratihgustifa

Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: 0:00:06 elapsed; 0 hosts completed (0 up), 1 undergoing Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: :06 elapsed; 0 hosts completed (0 up), 1 undergoing Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.06% done

stats: :07 elapsed; 0 hosts completed (0 up), 1 undergoing Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.06% done

Stats: :07 elapsed; 0 hosts completed (0 up), 1 undergoing Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: :08 elapsed; 0 hosts completed (0 up), 1 undergoing Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: :08 elapsed; 0 hosts completed (0 up), 1 undergoing Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

Stats: :09 elapsed; 0 hosts completed (0 up), 1 undergoing Ping Scan
Parallel DNS resolution of 1 host. Timing: About 0.00% done

Nmap scan report for www.morofashion.com (216.172.184.213)

Host is up (0.25s latency).

Not shown: 983 closed ports

==
=

' PORT STATE SERVICE VERSION
21/tcp  open ftp Pure-FTPd
22/tcp  filtered ssh
25/tcp  filtered smtp
26/tcp  open smtp Exim smtpd 4.87
'53/tcp  open domain
E 80/tcp  open http nginx 1.10.3
110/tcp open pop3 Dovecot pop3d
143/tcp open imap Dovecot imapd
443/tcp open ssl/http Apache httpd
465/tcp open smtps?
587/tcp open smtp Exim smtpd 4.87
993/tcp open ssl/imap Dovecot imapd
995/tcp open ss1/pop3 Dovecot pop3d
2222/tcp open ssh OpensSSH 5.3 (protocol 2.0)
3306/tcp open mysql MySQL 5.5.51-38.2
= [8080/tcp open http nginx 1.10.3
8443/tcp open http nginx 1.10.3
J Service Info: Host: gator4221.hostgator.com
Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
amm. Nmap done: 1 IP address (1 host up) scanned in 195.34 seconds
M|ME |root@ratihgustifa:/home/ratihgustifa# |
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root@ratihgustifa: /home/ratihgustifa

NN HEDEDD DO

ratihgustifagratihgustifa:~$ sudo su

[sudo] password for ratihgustifa:
root@ratihgustifa:/home/ratihgustifa# ping morofashion.con
PING morofashion.com (216.172.184.213) 56(84) bytes of data.
64 bytes from 216.172.184.213
64 bytes from 216.172.184.213 X
64 bytes from 216.172.184.213: icmp_seq=3 ttl=47 time=257 ms
~X64 bytes from 216.172.184.213: icmp_seq=4 tt1=47 time=265 ms
64 bytes from 216.172.184.213: icmp_seq=5 ttl=47 time=261 ms
~z

[1]+ Stopped ping morofashion.con
root@ratihgustifa:/home/ratihgustifa# nmap -sP 216.172.184.213

Starting Nmap 6.40 ( http://nmap.org ) at 2017-02-22 20:36 WIB
Nmap scan report for 216.172.184.213

Host is up (0.26s latency).

Nmap done: 1 IP address (1 host up) scanned in 14.34 seconds
root@ratihgustifa:/home/ratihgustifa# fl

1 =9 20:36
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root@ratihgustifa: /home/ratihgustifa

Starting Nmap 6.40 ( http://nmap.org ) at 2017-62-22 20:36 WIB
Nmap scan report for 216.172.184.213

Host is up (0.26s latency).

Nmap done: 1 IP address (1 host up) scanned in 14.34 seconds
root@ratihgustifa:/home/ratihgustifa# nmap -sS www.morofashion.com

Starting Nmap 6.40 ( http://nmap.org ) at 2017-62-22 20:37 WIB

stat: 2 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 28.62% done; ETC: 20:40 (0:01:55 remaining)
Stats: :03 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 29.45% done; ETC: 20:40 ( 3 remaining)
stat: 5 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 30.45% done; ETC: 20:40 (0:01:52 remaining)
Stats: 0:01:06 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 31.15% done; ETC: 20:40 (0:01:53 remaining)
Stats: :08 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 31.95% done; ETC: 20:40 ( 1 remaining)
Stats: :25 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 41.08% done; ETC: 20:40 (0:01:39 remaining)
Stats: :26 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 42.08% done; ETC: 20:40 ( 6 remaining)
Stats: :28 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 43.18% done; ETC: 20:40 (0:01:35 remaining)
Stats: :29 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 44.38% done; ETC: 20:40 ( 2 remaining)
Stats: :37 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 49.70% done; ETC: 20:40 (0:01:23 remaining)
Stats: :38 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 49.84% done; ETC: 20:40 ( 3 remaining)
stat: 5 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 87.16% done; ETC: 20:39 (0:00:13 remaining)
Stats: 0:01:46 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 87.66% done; ETC: 20:39 (0:00:13 remaining)
stat: 7 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 88.06% done; ETC: 20:39 (0:00:12 remaining)
Stats: :47 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 88.46% done; ETC: 20:39 ( 2 remaining)
stat: 8 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth
SYN Stealth Scan Timing: About 88.86% done; ETC: 20:39 (0:00:12 remaining)
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root@ratihgustifa: /home/ratihgustifa

SYN Stealth Scan Timing: About 87.16% done; ETC: 20:39 (0:00:13 remaining)
Stats: 0:01:46 elapsed; © hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 87.66% done; ETC: 20:39 (0:00:13 remaining)

Stats: 0:01:47 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 88.06% done; ETC: 20:39 ( 2 remaining)
Stats: :47 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan

SYN Stealth Scan Timing: About 88.46% done; ETC: 20:39 (0:00:12 remaining)
Stats: :48 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 88.86% done; ETC: 20:39 ( 2 remaining)
Stats: :05 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 20:39 (0:00:00 remaining)
Stats: :05 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 20:39 ( 0 remaining)
Stats: :06 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 20:39 (0:00:00 remaining)
Stats: :06 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 20:39 (0:00:00 remaining)

Nmap scan report for www.morofashion.com (216.172.184.213)

Host is up (0.26s latency).

Not shown: 983 closed ports

/HEDED D D06 e

PORT STATE SERVICE
21/tcp  open ftp
22/tcp  filtered ssh
25/tcp  filtered smtp
26/tcp  open rsftp
53/tcp  open domain
80/tcp  open http
110/tcp open pop3
143/tcp open imap
1443/tcp open https
1465/tcp open smtps
587/tcp open submission
993/tcp open imaps
995/tcp open pop3s
2222/tcp open EtherNet/IP-1
3306/tcp open mysql

J 8080/tcp open http-proxy
8443/tcp open https-alt

amm. Nmap done: 1 IP address (1 host up) scanned in 138.58 seconds

M|ME |root@ratihgustifa:/home/ratihgustifa# |





