Analisis Network Scanning Phase Result dengan target Website the-
gazette.com

Network scanning merujuk kepada serangkaian prosedur untuk identifikasi host, port, dan
layanan dalam jaringan. Network scanning ialah salah satu bagian dari pengumpulan yang pintas
seorang attacker yang gunakan untuk membuat profil dari organisasi target.

Objektif dari Network Scanning

e Untuk menemukan host yang aktif, alamat 1P, dan port-port dari host yang aktif
e Untuk menemukan OS dan arsitektur system
e Untuk menemukan layanan yang berjalan pada host

e Untuk menemukan kelemahan pada host yang aktif

. TCP Communication Flags

Data contained in There will be no Resets a

the packet should more connection Sequence No.
be processed transmissions
immediately

URG FIN
(Urgent) (Finish)
(Push) + (Acknowledgement)
Sends all Acknowledges Initiates 3
buffered data the receipt of 3 connection
immediately packet between hosts

TCP/IP Communication

TCP Session Establishment
(Three-way Handshake)

TCP Session Termination

- K-
Bill ey . Sheela Bill Sheela
1000221 Wresasienkpaanedssansni *  10.0.0.3:21 10.0.0.2:21 10.0.0.3:21
5 d i e,/ 2M g,
~~~~~ hoe oD"’“or g e M g
........ 4 _{{_4,,m:ycu "”ngt Ster
Sry S[“-..,__O“ * QU 5" e, >
19 "*tteen. > i
ceotWeOY Lt e
L . O:m‘ma““ 018 eens
e Rt I I | R I Ty Seo
O SSeseel ceamA & pek e 8 e
...... ok, A aived Toere
& N ‘“’.f-"",j';to““
& N,
........ %
....... t'f‘_""s»e *reasl¥ thang ek
Ko W M B Aagaeed
A 1ey g sene, KA1y gret e,
# 7 - Qs >
Client Server Client Server




Scanning Tool Nmap

Attacker menggunakan Nmap untuk mengambil inti sari informasi seperti host aktif pada
jaringan, layanan-layanan(nama aplikasi dan versinya), type dari paket filter/firewall, OS dan
versinya.

Scan Tools  Profile  Help

Target: | the-gazette.com ~  Profiler | Intense scan, all TCP ports - Scan Cancel

Camrnand: | nmap -p 1-65535 -T4 -4 - the-gazette.com

Serdices Mrnap Output  Ports / Hosts Topology Host Details  Scans

05 4 Host o |nmap -p 1-65535 -T4-A -v the-gazette.com ~ Details

Starting Nmap 7.4@ ( https:ssnmap.org ) at 2817-62-22 18:57 SE Asia Standard Time
HSE: Loaded 143 scripts for scanning.

HSE: Script Pre-scanning.

Initisting NSE at 18:57

Completed NSE at 18:57, 2.@8s elapsed

Initiating NSE at 18:57

Completed NSE at 18:57, 2.@8s elapsed

Initiating Ping Scan at 1&:57

scanning the-gazette.com (113.42,.236.185) [4 ports]

Completed Ping Scan at 18:57, 4.24s elapsed (1 total hosts)

Initisting Parallel DHS resolution of 1 host. at 18:57

Completed Parallel DHS resolution of 1 host. at 18:57, 1.67s elapsed

Initiating S¥MW Stealth Scan at 18:57

scanning the-gazette.com (113.42.236.185) [65535 ports]

Discovered open port 9957/tcp on 113.42.236.185

Discovered open port 9937tcp on 113.42.230.185

Discovered open port 4437tcp on 113.42.238.185

Discovered open port S5877tcp on 113.42.238.185

Discovered open port 33@6/tcp on 113.42.236. 185

Discovered open port 21/tcp on 113.42.238.185

Dizcovered open port 11@stcp on 113.42.238. 185

Discovered open port 1437/tcp on 113.42.236.185

Discovered open port 25/tcp on 113.42.230.185

Discovered open port 8@/tcp on 113.42.238.185%

Discovered open port 22/tcp on 113.42.238.185

Discovered open port 22717tcp on 113.42.236. 185

Discovered open port 18@8@@stcp on 113.42.236. 185

Dizcovered open port 8218stcp on 113.42.230. 185

5YH Stealth Scan Timing: About 20.14% done; ETC: 19:0@2 (@:@2:03 remaining)
Discovered open port 8299stcp on 113.42.236. 185

Increasing send delay for 113.42.236.185 from @ to 5 due to max_successful_tryno
increase to 5

5¥N Stealth Scan Timing: fbout 29.72% done; ETC: 19:@1 (@:@2:24 remaining)

5YH Stealth Scan Timing: é&bout 33.93% done; ETC: 19:02 (@:@2:57 remaining)

5YN Stealth Scan Timing: fbout 37.76% donejy ETC: 19:@3 (@:@3:19 remaining)
Increasing send delay for 113.42.236.185 from 5 to 1@ due to max_successful_tryno
increase to 6 W
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Scan  Tools  Profile  Help

Target: |the-gazette.com ~ Profile: | Intense scan, all TCP ports ~ Scan| | Cancel

Comrnand: | nmap -p 1-65535 -T4 -4, v the-gazette.com

Services Nmap Output Ports f Hosts Topology Host Details Scans

05 4 Host nrmap -p 1-65535 -T4 -8, - the-gazette.com ~ Details
B the-garette.com (1 pot shown: 65503 closed ports "~
PORT STATE SERYICE YERSION
21/tcp open ftp veftpd 2.2.2
22ftcp open ssh OpenssH 5.3 (protocol 2.4)

| ssh-hostkey:

| 1824 al:d7:8Q:27:F5:c3:2@:@6:bl:de:af:31l:bd:c7:b@:Fb (D5A)

|_ 2848 13:30:06:ab:38:Pa:28:3d:4a:le:al: Fe:1B:cc:daFF (RSA)

25/tcp open smtp Postfix setpd

| _smtp-commands: pscompany.bulks.ijp, PIPELINING, SIZE 10240893, YRFY, ETRN, &UTH
PLA&IN, ENHAMNCEDSTATUSCODES, SEBITHIME, DSN,

BA/tcp open http fApache httpd 2.2.15 ({Cent0%))
|_http-favicon: Unknown favicon MDS: FDEG49BC97EFGDF2BF3F419845432Ca5
| http-methods:

| Supported Methods: GET HEAD POST OPTIONS TRACE

|_ Potentially risky methods: TRACE

|_http-server-header: &pachefs2.2.15 (Cent0S)

|_http-title: the GazettE OFFicial Site

118/ tcp open pop3 Dovecot pop3d

|_pop3-capabilities: SASL(PLAIN) PIPELINING USER STLS RESP-CODES UIDL CAPA TOP
| ssl-cert: Subject: commonMame=imap.example.com

| Issuer: commonMame=imap.example.com

| Public Key type: rsa

| Public Key bits: 1@24

| signature Algorithm: shalWithRSAEncryption

| Not walid before: 2@15-@5-25T17:39:11

| Not walid after: 2016-@5-24T17:39:11

| HMDS: 216F @6@9 bcSa 62@a d9c@ falBf 2cee 79d9

|_SH&-1: cBed 581b dB86@ e96d 3936 6d74 3OFS 2748 8832 bfdb
|_ssl-date: 2017-22-22T12:16:06+80:20; @ from scanner time.

143/tcp open imap Dovecot imapd

| _imap-capabilities: ENABLE AUTH=PLAINAD@RL IMAP4revwl STARTTLS IDLE OK completed
SA5L-IR Capability ID LOGIM-REFERRALS LITERAL+

| ssl-cert: Subject: commonMName=imap.example.com

Issuer: commonlame=imap.example.com

Public Key twpe: rsa

>
| Public Key bits: l@24 v
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Scan Tools  Profile  Help

Target: | the-gazette.com

~ Profile: | Intense scan, all TCP ports w Scan Carcel

Comrmand: | nmap -p 1-65535 -T4 -8, - the-gazette.com

Mrap Output Ports / Hosts Topology Hast Details Scans
mrmap -p 1-65535 -T4 -4 - the-gazette, com ~ Details

| signature Algorithm: shalWithRSA&Encryption ~
| Not walid before: 2@815-@5-25T17:39:11
| Not walid after: 2216-@5-24T17:39:11
| MDS: 216F 2689 bcSa 628a d%c@ faBf 2cee 79d9
_5SHA-1: cBe8 58lb dB6@ ef96d 3936 6d74 S@FS 2748 8832 bféb
|_ssl-date: 2@17-22-22T12:16:06+@0:0@; @s from scanner time.
1437/tcp open imap Dovecot imapd
| _imap-capabilities: EMABLE AUTH=FLAINA@@@L IMAP4rewl STARTTLS IDLE QK completed
SASL-IR Capability ID LOGIMN-REFERRALS LITERAL+
| ssl-cert: Subject: commonMame=imap.example.com
| Issuer: commonMame=imap.example.com
| Public Key type: rsa
| Public Key hits: 1024
| signature Algorithm: shalWithRSAEncryption
| Not walid before: 2815-@5-25T17:39:11
| Not walid after: 2816-@5-24T17:39:11
| HDS: 216+ @689 bcSa 62@a d9c@ fa8f 2cee 7949
|_SHA-1: cBed SHlb dBAO ef6d 3936 6d74 S@FS 2748 8832 bfdb
|_ssl-date: 2017-82-22T12:16:06+@0:0@; @5 from scanner time.
443/tcp open ss1/http Apache httpd 2.2.15 ({CentOS))
| http-methods:
| Supported Hethods: GET HEAD POST OPTIONS TRACE
| Potentially risky methods: TRACE
|_http-server-header: Apaches2.2.15 (Cent0s)
|_http-title: Apache HTTP Server Test Page powered by Cent0s
| ssl-cert: Subject: commonMame=localhost.localdomaing
organizationName=Some0rganizationsstatedOrProvinceName=SomestatescountryName=--
| Issuer: commonHame=localhost.localdomain/organizationName=Somedrganizations
statedrProvincelame=SomeStatescountrylames=--
Public Key twpe: rsa
| Public Key bits: 2048
| signature Algorithm: sha2SeEHithRS&Encryption
| Not walid before: 2@815-@5-25T17:37:09
| Not walid after: 2216-@5-24T17:37:09
|
|_

HMDS: d179 bbb& 7858 eVd? 8all Vbaa 5197 @92a
SHA-1: 1762 dcad 3e32 b236 b53@ Sc88 9288 feef 92bf dedd W



the-gazette.com

~ Profile: | Intense scan, all TCP ports w Scan Cancel

nrmap -p 1-65535 -T4 -& - the-gazette.com

the-gazette.com (1

Mmap Output  Ports f Hosts Topology Host Details  Scans

nrmap -p 1-85335 -T4 -4 -y the-gazette.com ~ Details
|_ssl-date: 2@17-@2-22T12:16:@7+@2:@@; @s from scanner time. ~
587ftcp open smtp Postfix swtpd

|_smtp-commands: pscompany.bulks.jp, PIPELINING, SIZE 10242022, YRFY, ETRN, AUTH
PLAIN, ENHANCEDSTATUSCODES, BBITMIME, DSH,
888/tcp open ss1/http 3ware 3DM2 Serial RAID http config 2.8
| ssl-cert: Subject: commonName=localhost.localdomainsorganizationName=L5I 30M2/
countryName=U%
Issuer: commonMame=localhost.localdomainforganizationName=L5I 3DM2fcountryHame=Us
Public Key type: rsa
Public Key bits: l@z4
Signature Algorithm: mdSWithRS&Emcryption
Not walid before: 2@15-@5-24T17V:27:51
Not walid after: 2@25-@5-22T17:27:51
MDG: led@ d@c® 9b&F Sb2& 4396 aFde 34@9 efde
_SHA-1: el78 5339 aSed e3b6 3444 SeBc d948 ofS53 695d 3ddl
993/tcp open 551/ imap Dovecot imapd
|_imap-capabilities: ENABLE AUTH=PLAIN&@2@1 IMAP4rewl OK IDLE completed S&5L-IR
Capability ID LOGIN-REFERRALS LITERAL+
ssl-cert: Subject: commonMame=imap.example.com
Issuer: commonName=imap.example.com
Public Key type: rsa
Public Key bits: l@z4
Signature dlgorithm: shalWithRSAEncryption
Not walid before: 2@15-@5-25T17:39:11
Not walid after: 2016-25-24T17V:39:11
MD5: 216F Q6@3 bcSa 620a d%c@ fadf Zcee 7949
_SHA-1: cBed S8lb d86@ e96d 3936 6d74 3BFS 2748 8832 bfib
_ssl-date: 2017-02-22T12:16:07+0@:@Q@; @s from scanner time.
95/tcp open 551/ pop3 Dovecot pop3d
ssl-cert: Subject: commonMame=imap.example.com
Issuer: commonMame=imap.example.com
Public kKey tvpe: rsa
Public Key bits: lez24
Signature Algorithm: shalWithRSAEncryption
Not walid before: 2@15-@5-25T1V:39:11
Hot wvalid after: Z@16-B5-24T17:39:11 "

—_—_———— e ———



Scan
Target:

Comrmand:

Tools  Profile  Help

the-gazette.com

| Haosts ” Services |

0% 4 Host

i)

the-gazette.com (1

Filtar Heate

~ Profile: | Intense scan, all TCP ports ~| |Scan| |Cancel

nimap -p 1-63535 -T4 -4, -v the-gazette.com

Mmap Output  Parts fHosts Topology Hast Details Scans
nimap -p 1-63535 -T4 -4, -v the-gazette.com b Details

| HDS: 216F @6@9 bcSa 628a dY9c@ fadf Zcee 7949 ~
| _SHA&-1: cSed S81b d86@ e96d 3936 £d74 3@FS 2748 8832 bfdb
|_ssl-date: 2017-82-22T12:16:28+@0:02; ©@s from scanner time.
1998,tcp  filtered x25-swc-port

2278/ tcp open ssh Cisco 55H 1.25% {protocol 1.99)
| ssh-hostkey:

| 1824 1f:31:d2:13:37:82:e9:83:46:66:84:36:57:35:bd:de (RSAL)
| _sshwl: Server supports SSHul

2271/tcp open s5h Cisco 55%H 1.25 (protocol 1.99)
| ssh-hostkey:

| 1024 bd:3d:b3:Ffc:d@:e3:9b:F7:51:29: 17 eaabrac: fd:5@ (RSAL)
| 1824 2b:96:el:97:47:95:11:b4:47:11:e2:16:50:e3: 82:42 (RSA)
| _sshwl: Server supports SSHul

22725tcp  filtered mmcal

2273/tcp open ssh Cisco 55H 1.25% {protocol 1.99)
| ssh-hostkey:

| 1924 e8:ef:7b:@3:bd:o2:6d: 7@ 20 FL:S@:c: 7@:6d: 5@: 25 (RSAL)
|_ 1824 dec:l2:3c:4b:Sl:ef:ch:83:a6:82:e8:68: 7e:8e:@:93 (RSA)
|_sshwl: Server supports SSHvl

22747tcp open ssh Cisco 55H 1.25% {protocol 1.99)
| ssh-hostkey:

| 1824 38:23:e9:18:F9:39:8b:cO@:bl:67:83:06:9c: 78:dF:9d (RSAL)
| _sshwl: Server supports SSHul

3396/tcp open mysql MySQL (unauthorized)

5666/tcp open tcpurapped

802 tcp fFiltered unknown

80397tcp  filtered unknown

8348stcp  filtered unknown

8@54,tcp  filtered senomix@3

826lstcp  filtered unknown

8289/1cp open unknown

8218/tcp open unknown

8234/tcp open Winbox MikroTik WinBox

8292/tcp open Winbox MikroTik HinBox

82937tcp filtered hiperscan-id

8299/tcp open unknown w



- fenmap

Scan  Tools  Profile  Help
Target: | the-gazette.com w~ Profiler | Intense scan, all TCP ports || Scan

Command: | nmap -p 1-65535 -T4 -4 -v the-gazette.com

Serdices Mmap Output  Ports f Hosts Topology  Host Details Scans

05 4 Host hirmap -p 1-65535 -T4 -4 v the-gazette.cormn v
M the-gazette.carn (1 89¢1/tcp open Winbox MikroTik WinBox
18666/ tcp open http MiniSery 1.588 (Webmin httpd)

| _http-favicon: Unknown favicon HMDS: @9ASCBE1SB2EF@B2ZBFSBL7SE4336A0DC

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

|_http-title: Site doesn't have a title (text/html; Charset=1is0-8859-1).

Device type: gerneral purpose|storage-misc|WAP|broadband router|router|media dewice
Running (JUST GUESSING): Linux 2.6.%|3.% (95%), HP embedded (93%), Ubiquiti
embedded (92%), MikroTik RouterdS 6.% (91%), Infomir embedded {91%), HNetgear
RAIDIator 4.X (91%)

05 CPE: cpe:so:linux:linux_kernel:2.6.32 cpe:so:linux:linux_kernel:3 cpe:/s
h:hp:p2@@@_g3 cpe:shiubnt:airmax_nanostation cpe:sormikrotik:routeros:6.19 cpe:/s
orlinux:linux_kernel:2.6 cpe:jfh:infomir:mag-25@ cpe:fo:netgear:raidiator:4.2.21
Agpressive 05 puesses: Linux 2.6.32 (95%), Linux 2.6.32 - 3.13 (95%), Linux 2.6.32
- 3.1 (94%), Linux 2.6.32 - 2.6.39 (94%), Linux 2.6.39 (94%), Linux 3.1@ (94%), HP
P2@2@ 93 NAS device (93%), Linux 3.2 (93%), Linux 3.11 {93%), Linux 3.5 (93%)

Mo exact 05 matches for host (test conditions non-ideal).

Uptime puess: 1@.963 days (since Sat Feb 11 2@:1@:2@ 2017)

Hetwork Distance: 18 hops

TCP Sequence Prediction: Difficulty=256 {Good luck!l)

IP ID Sequence Generation: All zeros

Service Info: Hosts: pscompany.bulks.jp, pscompany.bulks.jp; 0%s: Unix, I0S;
Device: storage-misc; CPE: cpe:so:cisco:ios

Tcp Connect/Full Open Scan

Scanning Tcp Connect mendeteksi apabila sebuah port terbuka dengan melengkapi three-
way handshake. Scanning TCP Connect dapat membangun koneksi penuh dan meruntuhkannya
dengan mengirim paket RST dan tidak membutuhkan hak khusus super user
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Scan Tools  Profile  Help

Target: | the-gazette.comn ~ | Profile: | Regular scan ~ Cancel
Command: | nmap the-gazette.com

Services Mrnap Output  Ports / Hosts Topology Host Details Scans

0% 4 Hast nrmap the-gazette.com ~ Details
1) the-gazette.com (1

Starting Nmap 7.4@ { https:/snmap.org ) at 2017-82-22 19:27 SE bsia Standard Time
Nmap scan report for the-gazette.com (113.42.236.185)

Host is up {@.11ls latency).

Other addresses for the-gazette.com (not scanned):

rONS record for 113.42.2368.185: 113x42x238x185.bulks.dp

Hot shouwn: 955 closed ports

169666/ tcp open

Hmap done: 1 IF

PORT STATE SERYICE
21/tcp open ftp

22/tcp open ssh

25/tcp open smtp

BB/ tcp open http
118/tcp open pop3
143/tcp open imap

443/ tcp open https
587/tcp open submission
B88/tcp open accessbuilder
993/tcp open imaps
995/tcp open pop3s
3386/tcp open wmysql
5666/tcp open nrpe
8292/tcp open blp3

snet-sensor-mgmt

address (1 host up) scanned in 9.9@ seconds

Xmas Scan

Pada Xmas scan, attacker mengirim sebuah frame TCP ke sebuah remote device dengan
flag set FIN, URG, dan PUSH. FIN scan hanya bekerja pada OS dengan implementasi TCP/IP
basis RFC 793. Dan tidak akan bekerja terhadap versi apapun Microsoft Windows yang sekarang.

Profile

Tools

Scan Help

Target: | nmap the-gazette.com ~ Profile: ~ . Scan Cancel

Command: | # -s¥ - nrmap the-gazette.cor|

0% 4 Host

1)

Mrmap Cutput  Parts / Hosts Topology Host Details Scans

# -5¥ - nmap the-gazette.com - Details

the-gazette.com (1
Starting Nmap 7.4@ ( https://nmap.org § at 2017-62-22 19:39 SE fsia Standard Time
Initiating Ping Scan at 19:39
Scanning the-gazette.com (113.42.238,185) [4 ports]
Completed Ping Scan at 19:39, 1.16s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:39
Completed Parallel DMS resolution of 1 host. at 19:39, @.0@s elapsed
Initiating XMA&S Scan at 19:39
Scanning the-gazette.com (113.42.236.185%) [12@2 ports]
EMAS Scan Timing: About 38.58% done; ETC: 19:42 (@:@@:5@ remaining)
Completed XMAS Scan at 19:48, 8@.84s elapsed (1@8@ total ports)
Nmap scan report for the-gazette.com (113.42.238.185)
Failed to resolve "nmap".
Host is up (@.0@78s latency).
Other addresses for the-gazette.com (not scanned):
rON: record for 113.42.236.185%: 113x42x230x185.bulks.Jp
811 1222 scanned ports on the-gazette.com (113.42.238.185) are open|filtered

Read data files from: C:“Program Files‘Nmap
Nmap done: 1 IF address (1 host up) scanned in 88.6@ seconds
Raw packets semt: 2004 (8@.152KB) | Rcwd: 1 (28B)




Port is open

Port is closed

FIN + URG + PUSH FIN + URG + PUSH
................................. > B PR S
--------------------------------- D B T
’ No Response RST
Attacker Server Attacker Server
10.0.0.6 10.0.0.8:23 10.0.0.6 10.0.0.8:23

ACK Flag Probe Scanning

ACK Flag Probe Scanning juga di gunakan untuk mengecek filtering system dari target.
Attackers mengirim paket ACK Probe dengan deret angka acak, tidak adanya respon berarti port
terfilter(adanya stateful firewall) dan respon RST berarti port tidak terfilter.

‘ Stateful Firewall is Present

Probe Packet [ACK)

........................... ! i
x.. ................. @
No Response
Attacker Target Host

No Firewall

Probe Packet (ACK)
........................... E |

Attacker Target Host




Scan Tools  Profile  Help

Target: | nrmap the-gazette.cam ~ | Profile: ~ | |Scan|  |Cancel

Command: | # -s8 - nmap the-gazette.corn|

Services Mmap Output  Ports / Hosts Topology Host Details Scans

05 4 Hast # -5& v nrmap the-gazette,.com ~ Details

Ay the-gazette.cam (1
Starting Hmap 7.4@ { https:s/nmap.org ) at 2017-82-22 19:49 SE fAsia Standard Time
Initiating Ping Scan at 19:43
scanning the-gazette.com {113.42.236.185%) [4 ports]
Completed Ping Scan at 19:49, 1.1@s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:49
Completed Parallel DNS resolution of 1 host. at 19:49, @.23s elapsed
Initiating ACK Scan at 19:49
Scanning the-gazette.com (113.42.236.185) [1@22@ ports]
Completed ACK Scan at 19:49, 4,845 elapsed (100@ total ports)
Nmap scan report for the-gazette.com (113.42.238.185)
Failed to resolve "nmap".
Host 1s up (@.@74s latency).
Other addresses for the-gazette.com (not scanned):
rONS record for 113.42.230.185: 113x42x230x185.bulks.jp
A1l 182@ scanned ports on the-gazrette.com (113.42.236.18%) are unfiltered

Read data files from: C:%Program Files‘Nmap
Hmap done: 1 IP address (1 host up) scanned in 12.63 seconds
Raw packets sent: 1851 (42.@32KE) | Rcwd: 1@45 (41.78B8KE)

Mapping Network Diagram

Menggambarkan diagram network target memberikan informasi berharga mengenai
network dan arsitekturnya kepada attacker. Diagram network menunjukkan jalan logical dan
physical untuk target yang potensial.
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File Edit Wiew Reports Help

Your evaluation period ends in 13 days. Bup now Get a quote from Sales
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97 Devices displayed Discovery Settings: Last completed network scam: 2/22/2017 B0F19PM  Known devices found: 0 Naw devices found: 97 Removed davices found: 0

Vulnerability Scanning

Vulnerability Scanning mengidentifikasi kelemahan dan celah dari system dan jaringan dalam
urutan untuk menjelaskan bagaimana system bisa di exploitasi.

Analisis

Adanya port-port yang terbuka memungkinkan attacker untuk mengeksploitasi celah
tersebut. Dalam beberapa scan lainnya terdapat celah-celah yang memenuhi persyaratan attacker
untuk mengeksploitasinya.



