NAMA : DWI KURNIA PUTRA
NIM : 09011181320019
MK : KEAMANAN JARINGAN KOMPUTER

NETWORK SCANNING

Merupakan tahapan didalam proses hacking yang mana hacker atau yang melakukan “serangan”
menggunakan berbagai alat dan tools untuk berusaha mencari celah masuk atau lokasi tempat
serangan yang akan dilakukan. Dalam scanning, biasanya yang akan di-scan yaitu port dalam
sistem computer(port scanning), pemetaan jaringan(network  mapping), pencarian
kerawanan/kerapuhan(vulnerability scanning) dan lain sebagainya.

Tool yang saya gunakan yaitu Zenmap yang merupakan aplikasi multi platform sebagai interface
sederhana untuk apikasi nmap. Nmap (Network Mapper) sendiri adalah sebuah aplikasi open
source untuk explorasi network dan audit keamanannya. Nmap bekerja dengan melakukan scan
terhadap komputer (host) stand alone ataupun host yang terhubung dalam sebuah jaringan,
menentukan host-host yang aktif dalam suatu jaringan, menentukan informasi sistem operasi, port-
port yang terbuka dan jenis firewall yang digunakan._Fungsi Zenmap adalah untuk eksplorasi dan
audit keamann jaringan dan untuk memeriksa jaringan besar secara cepat, meskipun ia dapat pula
bekerja terhadap host tunggal.

Berikut merupakan ujicoba “Scanning” yang saya lakukan ke situs www.unsri.ac.id

* Hosts Viewer ==

Hosts General | Services | Traceroute
fi.acid (103.241.

=/ General information
Address  [ipvd] 103261 4.11 [-]
Hostname: | [user] www.unsri.ac.id D

Last boot:  Fri Feb 03 01:04:36 2017 (1706962 seconds).

5 Operating System
Used ports: | 1/tcp open [l 7

Fingerprint



http://www.unsri.ac.id/

Scan Tools Profile Help
Target: | www.unsriac.id

Command: | nmap -T4 -A -v

[=] profiie:  Intense scan

‘www.unsri.acid

Hosts Services

05 4 Host

W wwwunstiacid (10

« e b

Filter Hosts

Nmap Output | Ports / Hosts | Tapolagy | Host Details | Scans|

nmap -T4 -A -v www.unsri.ac.id =1
owosas/Tcp open  Tcpurappea

|_auth-owners: ERROR: Script execution failed (use -d to debug)

61532/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

61900/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

62078/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

63331/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

64623/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

64680/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

65000/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

65129/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

65389/tcp open tcpurapped

|_auth-owners: ERROR: Script execution failed (use -d to debug)

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port
05 fingerprint not ideal because: Missing a closed TCP port so results incomplete
No 05 matches for host

Uptime guess: 19.757 days (since Fri Feb @3 @l:@4:36 2017)

Network Distanc 3 hops

ICP Sequence Prediction: Difficulty=261 (Good luck!)

IP ID Sequence Generation: Randomized

TRACEROUTE (using port 4806/tcp)
HOP RTT ADDRESS

1 16.00 ms 192.168.43.1
R

3 936.00 ms 103.241.4.11

NSE: Script Post-scanning
Read data files from: C:\Program Files (x86)\Nmap
05 and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 669.98 seconds
Raw packets sent: 5638 (248.852KB) | Rovd: 20899 (923.660KB)

Dari percobaan di atas, didapatkan info berupa website www.unsri.ac.id dengan ip 103.241.4.11
memiliki 3 Hops Network Distance, ICP Sequence Predection dengan Difficulty 261 dan memiliki
Traceroute yaitu port 4006/tcp dengan Hop 192.168.43.1 dan 103.241.4.11.

Scan Tools Profile Help
Target: | www.unsriac.id

Command: | nmap -T4 -A -v

|| profile:  Intense scan

www.unsri.ac.id

[CHosts ][ services Nmsp Output| Ports / Hosts | Topalogy | Hest Details | Scans|
05 4 Host 4 Port 4 Protocol 4 State 4 Service 4 Version
W wwwonsriacidqe |91 fp open  tepmux
@ 3 tcp open  compressnet
@ 4 tcp open  unknown
@ 6 tep open  unknown
[ tcp open  echo
@ 9 tcp open  discard
@ 13 tcp open  daytime
@ 17 tcp open  qotd
@ 19 1wp open  chargen
@ 20 tp open  ftp-data
@ 21 open  ftp
® 2 tp open  ssh
@ B tcp open telnet
@ 1 i open  priv-mail
@ = tcp open  smtp
@ % tp open  rsftp
@ 0 tp open  unknown
® 32 ot open  unknown
e 3 tcp open  dsp
e tcp filtered time
o 4 tcp open  nameserver
@ 43 tp open  whois
@ 9 tp open  tacacs
R F—T— v ® 53t open  domain
[ FiterHosts | | ® 70 tp open  qopher

Percobaan di atas merupakan beberapa Ports/Hosts yang ter-scan dan terdapat beberapa ports/hosts
yang open dan filtered.


http://www.unsri.ac.id/

Topologi dari www.unsri.ac.id

Ewwwnsnaci (1052414110
O
152183434

koot

Hasil dari scanning website www.unsri.ac.id

Target: | www.unsriac.id

Command: | nmap -T4 -A -v www.unsri.ac.id

[LHosts_][ services Nmap Output | Ports / Hosts | Topolagy | Host Details | Scans
05 4 Host = wnwunsriacid (103261 4.11)
W wwwunsriacid (1€ 5 Host Status

State: up

Openports: 980 @
Filtered ports: 20

Closed ports: 0

Scanned ports: 1000
Up time: 1706362 .
Last boot: Fri Feb 03 01:04:36 2017

=1 Addresses

IPvd: 103241411

IPvé:  Not available

MAC:  Not available
= Hostnames

Name-Type: www.unsri.aciid - user

1 TCP Sequence
Difficulty:  Good luck!
Indec 261

Values: [=]

1P 1D Sequence

Class:  Randomized

Values: [~]

[= TCP TS Sequence
Class:  1000HZ

CR T »
— Values: [=]
Filter Hoste
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