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Hasil scan nmap pada sumeks.co.id dengan ip 103.241.24.101

= Zenmap - X
Scan Tools Profile Help
Target: | sumeks.co.id | Profile | Intense scan | [scan| |Cance

Command: | nmap -T4 -A -v sumeks.co.id

Services Nrmap Output Parts / Hosts Topology Host Details Scans

05 ¢ Host nmap T4 -A -v sumeks.co.id - Details

D sumeks.coid (103.2
Starting Nmap 6.46 ( httpi//n p rg ) at 2817-82-22 16:14 SE Asia Standard Time
NSE: Loade d 115 scripts for scanning.
: Script Pre-scanning
Fi ng S:an at 16 14

ng sumeks.co.id (103.241.24.181) [4 ports]
(plth gSntlEld 5.87s elapsed (1 total hosts)
Initiating Parallel DNS resolunon of 1 host. at 16:15
Completed Par lllDNSrE lt of 1 host. at 16:15, 8.72s elapsed
itiating SYN Stealth Scan at Ta11s
g sumeks.co.id cmz 241.24.101) [160@ ports]
Dlscover'eu B pert 88/tcp on 103.241.24.101

red open port 118/tcp on 163.241.24.161

r‘Ed open port 3386/tcp on 103.241.24.101

Discovered o pen port 21/tep on 103.241.24_101

Dlscover'eu = port 443/tcp on 103.241.24.101
scovered open port 143/tcp on 103.241.24.101

re pEn port 993/tcp on 103.241.24.161
Dlscover'eu open port 22/tcp on 103.241.24.101

uuuuuuuuu pen port 995/tcp on 103.241.24.101
DlS open port 587/tep on 103.241.24.161
Discovered o pen port 53/tcp on 103.241.24.101

Dlscover'eu open port 465/::: on 103.241.24.101
(pltdSYNSt 1thS at 16:15, 4.95s elapsed (1860 total ports)
Initiatin :

umeks.co.id (103.241.24.101)

Completed Service scan "ot 16t 15, 18.84s elapsea (12 services on 1 host)
3

Tnitiating 05 detection (try #1) og2 sumek: id (103.241.24.101)
Retrying 05 detection (try ¥2) agai ce ot (103.241.24.101)
Initiating Tra at 16:15

Completed Traceroute at 16: 15 3 865 elapsed

IttgP 111 oNS resol n%ﬁh sts. at 16:15

Completed Parallel DNS resolu t of 6 hosts. ot 16:15, 1.37s elapsed

NSE: script scannmg 10324124, 101.
Initisting NSE at 16:15
c mpleted NSE t 15 15 45 655 elapsed

map scan s.co.id (103.241.24.101)

E

up (a 842 lt y)
Mot shaun: S8 clos v

3,7k _ 17:06
- ﬁ - ‘-) . e b 0 wg : s 0z P IND 22/02/2017 E4

Scanning sumeks.co.id (103.241.24.101) [4 ports]

Completed Ping Scan at 16:14, 0.87s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 16:15

Completed Parallel DNS resolution of 1 host. at 16:15, 0.72s elapsed

Terdapat 4 port untuk scanning sumeks.co.id dengan 1 host

Initiating SYN Stealth Scan at 16:15

Scanning sumeks.co.id (103.241.24.101) [1000 ports]
Discovered open port 80/tcp on 103.241.24.101
Discovered open port 110/tcp on 103.241.24.101
Discovered open port 3306/tcp on 103.241.24.101
Discovered open port 21/tcp on 103.241.24.101
Discovered open port 443/tcp on 103.241.24.101
Discovered open port 143/tcp on 103.241.24.101
Discovered open port 993/tcp on 103.241.24.101
Discovered open port 22/tcp on 103.241.24.101
Discovered open port 995/tcp on 103.241.24.101
Discovered open port 587/tcp on 103.241.24.101
Discovered open port 53/tcp on 103.241.24.101
Discovered open port 465/tcp on 103.241.24.101
Completed SYN Stealth Scan at 16:15, 4.95s elapsed (1000 total ports)

Dan pada saat scanning SYN stealth pada sumeks.co.id terdapat 1000 ports dan yang port
terbuka ada 12 port, tcp pada ip 103.241.24.101
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Zenmap

Scan Tools Profile Help

Target: | sumeks.co.id ~ | Profile:  Intense scan ~ Scan Cancel
Command: | nmap -T4 -A -v sumeks.co.id

Services Nrap Qutput Ports / Hosts Topology Host Details Scans

0S ¢ Host nmap -T4 -A -v sumeks.co.id

~ Details
Ay sumeks.coid (1032 Not shown: 987 closed ports
PORT STATE

"
SERVICE VERSION
21/tcp  open ftp Pure-FTPd
22/tcp  open ssh OpenSSH 5.3 (pratocol 2.8)
| ssh-hostkey:
| 1824 29:8b:F6:5I

53/tecp  open domain  MLnet Labs NSD 3.2.18
| ans-nsid:

| id.server: server.sumeksgrup.com

|_ bind.version: NSD 3.2.18

9:c8:51:55:a8:72:65:5F:27:53:90:0@ (DSA)
2048 ef:b@:Gb:73:d1:fc:38:a7:75:8c:56:99:6F:6F:dB:02 (RSA)

80/tecp  open http Apache httpd
_http-favicon: Unknown favicon MDS: BBD264F7859E25D7ESEEQB3ICAGF34FR2
_http-generator: Joomla! - Open Source Content Management

“http-methods: No Allow or Public header in OPTIONS response (status code 208)

http-robots.txt: 16 disallowed entries (15 shown)

/joomla/administrater/ /administrator/ /cache/ /cli/

/components/ /images/ /includes/ /installation/ /language/

_/libraries/ /logs/ /media/ /modules/ /plugins/ /templates/

_nhttp-title: SUMEKS - Harian Pagi Sumatera Ekspres Palembang | Koran Palemb...

116/tcp open pop3 Dovecot pop3d

| _pop3-capabilities: TOP USER UTDL SASL(PLAIN LOGIN) CAPA STLS PIPELINING RESP-CODES AUTH-RESP-CODE
143/tcp open imap Dovecot imapd

| _imap-capabilities: ENABLE

REFERRALS NAMESPACE
443/tcp open ss1/http Apache httpd

_nhttp-generator: Joomla! - Open Source Content Management

_http-methods: No Allow or Public header in GPTIONS response (status code 208)

http-robots.txt: 16 disallowed entries (15 shown)

/joomla/administrator/ /administrator/ /cache/ /cli/

/components/ /images/ /includes/ /installation/ /language/

_/libraries/ /logs/ /media/ /modules/ /plugins/ /templates/

“http-title: SUMEKS - Harian Pagi Sumatera Ekspres Palembang | Koran Palemb...

ssl-cert: Subject: commonName=images.sumeks.co.id

Issuer: commonName=cPanel, Inc. Certification Authority/erganizationName=cPanel, Inc./stateOrProvinceName=TX/countryName=Us
Public Key type: rsa

Public Key bits: 2048

= Not valid before: 2017-efl-25T0:00:00+00:00

iiter Hosts

AUTH=PLAIN more LITERAL+ IDLE IMAP4revl AUTH=LOGINA@8@1 post-login Pre-login capabilities OK have listed ID STARTTLS SASL-IR LOGIN-

Port yang terbuka 21/TCP adalah layanan ftp dengan versi pure-FTPd dan port 22/TCP
layanan ssh dengan versi openssh 5.3 (protocol 2.0) dll.

Zenmap

Scan  Tools Profile Help

Target: | sumeks.co.id ~ | Profile: | Intense scan ~| |Scan| |Cancel
Command: | nmap -T4 -A -v sumeks.co.id

Services Nrmap Output Ports / Hosts Topology Host Details Scans

05 4 Host nmap -T4 -A -v sumeks.co.id - Details

D sumeks.coid (103.2 Not valid before: 2017-01-25T00:00:00+00:00 ,.
Not valid after: 2017-84-25T23:59:59+080:00

MDS: 3320 b367 8296 e99d @adl 986e ac7b 3497
_SHA-1: aZe7 dlc7 7686 935 debb ab36 3227 beje c828 bFI5
_ssl-date: 2017-@2-22T@9:15:45+00:00; -1s from local time.
465/tcp open smtps?

smtp-commands: server.sumeksgrup.com Hello sumeks.co.id [158.140.165.83], SIZE 52428808, SBITMIME, PIPELINING, AUTH PLAIN LOGIN, HELP,
_ Commands supported: AUTH HELO EHLO MATL RCPT DATA BDAT NOOP QUIT RSET HELP

ssl-cert: Subject: commonName=server.sumeksgrup.com

Issuer: commonName=avast! Web/Mail Shield Root/organizationName=avast! Web/Mail Shield
Public Key type: rsa

Public Key bits: 248

Not valid before: 2@16-84-28T00:@0:00+20:00

Not valid after: 2@17-84-28T23:50:59+20:08

MDS:  d76e f@bd 43F6 9896 bcd7 956 Bads dcdb
_SHA-1: 964b 4620 80fe bF20 2041 Ga@f dGlc bc2f 7977 8823
_ssl-date: 2015-89-21T14:85:89+80:00; -1y153d19n10m38s from local time.
587/tcp open smtp Exim smtpd 4.88

smtp-commands: server.sumeksgrup.com Hello sumeks.co.id [158.140.173.107], SIZE 52428308, BBITMIME, PIPELINING, AUTH PLAIN LOGIN, STARTTLS, HELP,
_ Commands supported: AUTH STARTTLS HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP
ssl-cert: Subject: commonMame=server.sumeksgrup.com
Issuer: commonName=avast! Web/Mail Shield Root/organizationName=avast! Web/Mail Shield
Public Key type: rsa
Public Key bits: 2048
Not valid before: 2815-84-28T08:00:00+20:00
Not valid after: 2617-84-28T23:59:59+00:60
d76e febd 43F6 9096 bcd7 960 @ads dcab

_SHA-1: 964b 4520 B@fe bf20 2d41 6aBF delc bcaf 7977 8823

“ssl-date: 2163-10-16T17:38:09+06:00; +86y230d8h22m22s from local time.

993/tcp open ss1/imap Dovecot imapd

| _imap-capabilities: ENABLE AUTH=PLAIN more LITERAL+ IDLE IMAP4revl AUTH=LOGINA@®@1 post-login Pre-login capabilities OK have listed ID SASL-IR LOGIN-REFERRALS
NAMESPACE

ssl-cert: Subject: commonName=server.sumeksgrup.com
Issuer: commonName=avast! Web/Mail Shield Root/organizationName-avast! wWeb/Mail Shield

Public Key type: rsa

Public Key bits: 2048

Not valid before: 2816-84-25T00:00:00+00:00
Not valid after: 2017-84-28T23:59:59+00:00

B MDS:  d76e f@bd 436 96P6 bcd7 968c Bads dedb
ilter Hosts
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Zenmap - X
Scan Tools Profile Help

Target: | sumeks.co.id ~ | Profile:  Intense scan ~ Scan Cancel

Command: | nmap -T4 -A -v sumeks.co.id

Services Nmap Output Ports / Hosts Topology Host Details Scans
05 « Host nmap -T4 -A -v sumeks.co.id v Details
Ay sumeks.coid (1032 |_SHA-1: 964b 4620 8@Fe bf20 2d41 6aBF délc bc2f 7977 3823 n
| Zssl-date: 1995-1@-18T15:13:51+06:00; -26y134d18h01mS6s from local time
995/tcp open pop3s?

| _pop3-capabilities: TOP SASL(PLAIN LOGIN) USER CAPA AUTH-RESP-CODE PIPELINING RESP-CODES UIDL

ssl-cert: Subject: commonName=server.sumeksgrup.com

Issuer: commonName=avast! Web/Mail Shield Root/organizationName=avast! Web/Mail Shield

Public Key type: rsa

Public Key bits: 2048

Not valid before: 2816-84-25T00:00:00+00:00

Not valid after: 2017-84-28T23:59:59+00:00

MDS:  d76e f@bd 436 9096 bcd7 968c Bads dcdb

_SHA-1: 964b 4620 8@Fe bf20 2d4l 6aF d6lc bc2f 7977 3823

| _ssl-date: 1983-1@-09T05:38:09+00:00; -33y136d3h37m39s from local time.

3306/tcp open mysql MySQL (unauthorized)

Device type: general purpose|WAP|webcam|firewall

Running (JUST GUESSING): Linux 2.6.X|3.X|2.4.X (91%), Tandberg embedded (85%), Fortinet Linux 2.6.X (85%)
0S CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kerneli2.4 cpe:/h:itandbergives cpe:i/o:fortinet:linux_kernel:2.6
Aggressive 05 guesses: Linux 2.6.3% (91%), Linux 3.4 (91%), Linux 2.6.32 (91%), Linux 3.1.9 (9@%), Linux 2.6.32 - 2.6.39 (89%), Linux 3.2 - 3.6 (87%), Linux 2.6.32 -
3.8 (87%), Linux 2.6.35 (87%), Linux 2.5.38 (86%), Linux 3.5 (86%)

No exact 05 matches for host (test conditions non-ideal)

Uptime guess: 13.879 days (since Wed Feb 98 19:11:12 2017)

Network Distance: & hops

TCP Sequence Prediction: Difficulty=261 (Good luck!)

IP ID Sequence Generation: All zeros

Service Info: Host: server.sumeksgrup.com

TRACEROUTE (using port 5980/tcp)
HOP RTT ADDRESS
1 29.96 ms 192.168.100.1
46.00 ms 10.37.0.1
.4
49.00 ms 20.1.1.1
49.80 ms ip-27-58-38-185.cepat.net.id (27.50.30.185)
54.86 ms ptami.openixp.net (218.100.36.120)
59.806 ms 103.241.24.101

2
3
5
6
7
8

Script Post-scanning.
Initisting NSE at 16:16
Completed NSE at 16:16, @.p@s elapsed v

B A= 9P 6 @ a2

Filter Hosts

Terdapat 8 hop ketika traceroute menggunakan port 5900/tcp yang dimulai dari ip router
192.168.100.1 hingga ip sumeks.co.id 103.241.24.101

Read data files from: C:\Program Files (x86)\Nmap
05 and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 118.52 seconds

v Raw packets sent: 1149 (52.432kB) | Revd: 10688 (1.174MB)

Filter Hosts ‘

1710
4 IND

22/02/2017 )

Nmap telah selesai scanning dengan 1 ip address 1 host up dan waktu scanning 110.52 detik
dimana raw paket yang terkirim 1149 data dan data diterima 10688 data

Zenmap - X
Scan Tools Profile Help

Target: | sumeks.co.id ~ | Profile: | Intense scan ~| |Scan| |Cancel

Command: | nmap -T4 -A -v sumeks.co.id

Services Nrmap Qutput Ports/ Hosts Topology Host Details Scans
05 4 Host « Port 4 Protocol 4 State 4 Service 4 Version
@ 2 p open  ssh OpenSSH 5.3 (protocol 2.0)
® s tep filtered smtp
@ B tcp open  domain NLnet Labs NSD 3.2.18
@ 2 tep open  hitp Apache httpd
@ 10 tep open pop3  Dovecot pop3d
@ 14 e open imap  Dovecotimapd
@ 43 tp open  hitp Apache httpd
@ 465 tep open  smtps
@ ¥ tp open smtp  Exm smtpd 488
@ 93 tep open  imap Dovecot imapd
@ 95 tep open  popls
@ 3306 tep open  mysql  MySOL (unauthorizec)
>
Filter Hosts

Terdapat 13 port dengan protokol tcp dan semuanya terbuka dengan layanan ftp, ssh,smtp,
domain, http, pop3, imap, pop3s, dan mysql
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= Zenmap - X
Scan Tools Profile Help
Target: | sumeks.co.id | Profile | Intense scan

~ Scan Cancel
Command: | nmap -T4 -A -v sumeks.co.id

Services Nmap Output Ports / Hosts Topology Host Details Scans

0S ¢ Host Hosts Viewer | Fisheye [ r Save Graphic
D sumeks.coid (103.2
[ TG
[ ez npemi et
fo P EpR—
forTen
Disai
Tranressons
[ =
>
Filter Hosts

. ﬁ - u.’) . % o O wg o +  04kbps

T 15kbps

Pada gambar diatas menunujukkan beberapa loncatan(hop) dari ip router ke ip sumeks.co.id

© Zenmap

- x
Scan Tools Profile Help

Target: | sumeks.co.id ~ | Profile:  Intense scan

~| [scan| |Cancel
Command: | nmap -T4 -A -v sumeks.co.id
Services Nmap Output Ports / Hosts Topology Host Details  Scans
05 ¢ Host =l /sumeks.co.d (103.241.24.101);
A sumeks.co.id (103.2 5 Host Status
State: up
Openports: 12
Filtered ports: 1
Closed ports: 987
Scanned ports: 1000
Up time: 1199120 ‘
Last boot: Wed Feb 08 18:11:12 2017
= Addresses
IPvd:  103.241.24.101
IPvG: Mot available
MAC: Mot available
= Hostnames
Name - Type:  sumeks.co.id - user
= Operating System
MName: Linux 2,639
=l Ports used
Port-Protocol-State: 21 - tcp - open
Port-Protocol-State: 1 - tcp - closed
Port-Protocol-State: 44402 - udp - closed
=1 0S Classes
Type Vendor OSFamily OS5 Generation Accuracy
> general purpose Linux  Linux 26X I
Fitter Hosts "

mAaA = O PFOC < a@| e

Status host up, dan port yang terbuka 12 dan port yang tutup 987, jumlah port yang di

scanning ada 1000, terakhir dibuka pada 8 februari 2017 dengan menggunakan sistem operasi
linux 2.6.39 akurasi nya 91%.
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Zenmap

Scan Tools Profile Help

Target: | sumeks.co.id ~ | Profile:  Intense scan ~ Scan Cancel

Command: | nmap -T4 -A -v sumeks.co.id

Services Nmap Output Perts / Hosts Topology Host Details Scans
05 ¢ Host = U’SEritmg ystem — -
A sumeks.co.id (103.2 ame: inu 2.6.
e
= Ports used

Port-Protocol-State: 21 - tcp - open
Port-Protocol-State: 1 - tcp - closed
Port-Protocol-State: 44402 - udp - closed

= 05 Classes
Type Vendor OS Family OS Generation Accuracy
general purpose Linux  Linux 26X 91%

= TCP Sequence
Difficulty: Good luck!

Indes 261
Values: v
= IP ID Sequence

Class:  All zeros

Values: v

= TCP TS Sequence
Class: 1000HZ

Values: ~

= Comments

Filter Hosts

Zenmap

Scan  Tools Profile Help

Target: | sumeks.co.id ~ | Profile: | Intense scan ~| |Scan| |Cancel

Command: | nmap -T4 -A -v sumeks.co.id

Services Nrmap Output Ports / Hosts Topology Host Details Scans

Status  Command

05 ¢ Host
B sumeks.coid (103.2

Unsaved nmap -T4

s Append Scan | | @ RemoveScan || & Cancel Scan

Filter Hosts




