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Analisa hasil scanning situs www.ptba.co.id menggunakan NMAP dan Zenmap

1. Hasil scanning web www.ptba.co.id denga tools NMAP

Bl CA\Windows\system32icmd.exe

Microsoft Windows [Version 6.1.76811
Copyright <(c?» 2887 Microsoft Corporation. All rights reserved.
C:~Uzerz~Fariz>nmap —sl -T4 -F wwms_ptha_co.id

Starting Hmap 6.46 ¢ httpi/snmap.org > at 2017-82-22 A?:44 SE Asia Standard Time

Mmap scan report for www.ptha_co.id (202._.158_49 54>
Host is up (B.@14s latency.

rDHE record for 202_.158_49_.568: ipd49-58.chn.net.id
Mot zhown: 94 closed ports

PORT STATE SERVICE UERSTION
2h/tcp smtp

BB tcp http
135-tcp nsrpc
13%/tcp filtered nethios—s=n
145 tcp filtered microsoft—ds
1888A tcp open http

filtered
open
filtered

Apache httpd 2.2.14 ((Ubuntu>>

HiniServ 1.738 <{(UMebmin httpd>

Service detection performed. Flease report any incorrect results at http:-“nmap.
orgssubmit/ .

Mmap done: 1 IP address <1 host up? scanned in 48_83 seconds

C=~Users~Faris>

Gambar 1. Quick scan menggunakan cmd
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Service detection performed. Please report any incorrect results at http: - nmap.
org/submits .
Mmap done: 1 IPF address <1 host up?> scanned in 48.83 seconds

e

Bl Ch\Windows\system32\cmd.exe

C:wUserssFaris>nmap —sT wwu.ptha.co.id
Starting Nmap 6.46 ( http:Asnmap.org > at 2017-82-22 BA92:47 SE Asia Standard Time

Mmap scan report for wuww._ptha.co.id (202.158.49.58>

Host is up ¢1.8s latencyl>.
rDNS record for 202.158_49_.58: ip4?-5@.chn.net.id

Mot shown: 993 closed ports

FORT STATE
2L-/tcp filtered
g0 tcp open
135-/tcp filtered
13%/tcp filtered
445 /tcp filtered
1873 /tcp open
18008 tcp open

SERUVICE

smtp

http

msrpc
nethios—ssn
microsoft—ds
proofd
snet—sensor—mgmnt

Mmap done: 1 IP address <1 host up? scanned in 227.96 seconds

C:“Users“Faris>_

Gambar 2. Full Scan menggunakan cmd


http://www.ptba.co.id/
http://www.ptba.co.id/

= Zenmap =RNCIN ]

Scan Tools Profile Help

Target: | www.ptaba.co.id |Z| Profile: | Intense scan |Z| Can

Command: |nmap -T4 -4 -v www.ptaba.co.id
Hosts ][ Services ] Mrmap Cutput | Ports / Hosts Topologyl Haost Detailsl Scar15|
0S5 41 Host nmap -T4 -A -v www.ptaba.co.id |ZI Detz

T
Initiating 05 detection (try #1) against www.ptaba.co.id
(36.86.63.182)

Retrying 05 detection (try #2) against www.ptaba.co.id
(36.86.63.182)

Initiating Traceroute at @9:53

Completed Traceroute at 89:53, 8.83s elapsed

Initiating Parallel DNS resoclution of 4 hosts. at 89:53
Completed Parallel DNS resolution of 4 hosts. at 89:53,
13.88s elapsed

NSE: Script scanning 36.86.63.182.

Initiating NSE at 89:53

Completed MNSE at @9:53, @.36s elapsed

Nmap scan report for www.ptaba.co.id (36.86.63.182)

Host is up (@.8868s latency).

Mot shown: 975 closed ports

PORT STATE SERVICE VERSION

W www.ptaba.co.id (3

4 [ ITHi 3

open http-proxy F5 BIG-IP load balancer

L Eiltor Llocte ] | http proxy

Gambar 3. Scanning menggunakan Zenmap

2. Pada Scanning diatas, didapatkan scanning ke web www.ptba.co.id (36.86.63.182) dengan

total 1000 port. Terdapat 2 kelompok dalam scanning di atas, yaitu well know port dan
registered port (TCP).

Well know port adalah port yang sering digunakan, yang terdiri dari port 0-1023. Dimana
pada scanning diatas terdapat beberapa well know port, yaitu:

17(qgotd) filtered

23(telnet) filtered

25(sntp) filtered

53(domain) filtered

80(http) open

80(http-proxy) open

135(msrpc) filtered

139(netbios-ssn) filtered


http://www.ptba.co.id/

445(Microsoft-ds) filtered

Register port adalah port-port yang berkisar antara 1024 hingga 49151, dan tidak
dialokasikan secara permanen. Dimana pada scanning diatas terdapat beberapa register

port, yaitu:

1093(proofd) open

10000(http) open

10000(snet-sensor-mgmt) open

Status open berarti kita bias mengakses pada port tersebut.

Status filtered berarti ada sebuah firewall, packet-filter atau device jaringan yang

menghalangi port dan nmap menentukan port yang terbuka.

3. Port yang terbuka pada scanning berserta versinya diatas adalah
80/tcp untuk layanan http versi Apache httpd 2.2.14 <<Ubuntu>>

80/tcp untuk layanan http-proxy versi F5 BIG-1P load balancer http proxy

10000/tcp untuk layanan versi MiniServ 1.730 <webin httpd>




