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Mo, Absolute Time  Source Destination Protocol Size Decode Summary
3 1L26:56.072223  suffavastcom:dl 10.102,224.65:50308 HTTP_APPLICATL.. 208 St HTTPR/L1200 OK; Content-Type: applica..
42 1126:56,207853  10.102.224.65:50308 suffavastcom:Bl TCP 54 [ACK] Seq=0100089023,Ack=3152842768,L...
245 11:26:56.550691  su ff.avast.com:fl 10.102,224.65:50308 HTTP_APPLICATL., 323 St HTTP packet, 269 bytes payload data
248 1L26:56,564610  10.102.224.65:50308 suffavastcom:Bd HTTR_APPLICATL.. 344 suffavastecom Ci GET /R/AIAKIGFhVZe3MTdmMDdhZR...
358 11:27:01.094011  10.102.224.65:50308 suffavast.com:fi HTTP_APPLICATL. 344 suffavastcom [Retransmission] C: GET /RAAIAKIGFhYze3..
360 11:27:01.451606  su.ffavast.com:fl 10.102.224.65:50308 TCP 68 [ACK] Seq=3152843037,Ack=0100089313,L...
£-8 Flags: ..0L 1000 [47/1] 0x3F . [[00000000 | 00 1E C3 44 8A 74 50 52 CB 61 SE 55 08 00 45 00 01 4& JE 82 D.tOR.&5U. .E..d~.
O Congestiom window reduced: 47711 own 00000014 | 40 00 80 06 16 62 OA 66 EO 4L 4D EA 2C 18 C4 84 00 50 05 F7 | B VELAML,L L
o 00000028 | 3C BF BB EC 91 1D 50 18 DL 00 61 01 00 0D 52 | <.....P.. ;.. BET /
@ EER-Erho: La7/1] D 000OOD3C | 2F 41 33 41 4B 49 47 46 65 59 7A 63 33 4D 64 | /AJARIGFhYzcIMTduMDd
@ Urgent pointer: [47/1] Ox20 68 5& 6A 52 6D 59 57 56 68 4E 47 55 31 SA a0 | hZiRUYUVHNGTLZDYRT2N
~® Acknovledument mmher: [47/17 0x10 00000064 | 33 5& 6 4E 69 SA 44 4k 64 45 67 51 46 46 77 | 323WLZDIIEGQFFUIXGEY
® Push Function: [47/1] Ox08 00000076 | 42 48 67 45 41 4B 67 63 49 42 42 43 4F 6B 6F | BIqLiKyeIEBCORIZNMED
© Beser the commection: [a7/1] ox04 0DDOODEC | 49 42 42 43 4F 6B 4A 5A 4E 47 49 41 4B 4F 67 | IBBCOKJZNGIAKODERAIY
6 Symchromize sequence: a1 oe0z 0DDOODAD | 42 51 69 44 35 44 45 58 TL 36 50 70 53 33 SF | BUiDADHX@EPPS3TYrLa_
: 0000004 | 41 6& 35 41 66 SF 4D 55 5F 57 34 2D 37 66 45 | A35Af_MU_W4-7E2C-muk
@ End of data: [47/1] Ox01 000000CE | 66 45 71 37 4C 4F 6B 69 41 &7 35 £7 49 20 31 | fEq7L0kiAgSgl HTTP/L
&P Uindow: [48/2] 6
&P Checksun: 0x6101 (Correct) [50/2] i
&7 Urgent point: il [52/2] £
74 65 74 5D 0
T TCP Oprion Leasil =\ booooizc D 6l 3A 20 6E 6F 2D 63 61 63 68 65 OD UA 43 6F | Pragma: no-cache..Co
- % HITP - Hypertext Transfer Protocol [54/200] 00000140 74 63 6F 6E 34 20 6B 65 65 70 2D 61 6C 69 76 65 | nnection: keep-alive
S HITP Request: GET /R/ASAKIGFhYzc3HTduMDahZjRu¥UVRNGULZ | jopoooLsa ..
£ Host: ZU. £F. AVAST. Con
P hocept: LA 52
7 i ] 3

Original Packet |

Diketahui bahwa ip dari 10.102.224.65 adalah milik avast yang
mengikuti alur internet dari pc yang telah terinstall avast tersebut.

Mo, Absolute Time  Source Destination Protocal Size Decode Summary n
3230 11:27:29.160665 | 10.102.224.65:50396 216.239.32.65:443 TCP L1 [SYN] Seq=2575536721Ack=0000000000,L...
3242 11:27:29.394712 | 216.239.32.65:443 10,102.224.65:50345 TCP 68 [SYM, ACK] Seq=3632411116 Ack=4164675...
3246 11;27:29.395553 | 10.102.224.65:503495 216.239.32.65:443 TCP 54 [ACK] Seq=4164675967 Ack=3632411117 L.,
3247 11:27:29.400274 | 10.102,224.65:50395 216.230.32.65:443 HTTPS 4 Client Hello =
3249 11:77:29.425412 | 10.102.224.65:50397 716.230.32.65:443 Tcp 66 [SYM] Seq=2825893250,8ck=0000000000,L...
3250 11:27:29.536725 | 216.239.32.65:443 10.102.224.65:50395 HTTPS 1,434 Server Hello, Certificate
3233 11:27:29.734145 | 10.102.224.65:30393 216.239.32.63:443 TCP 54 [ACK] Seq=4164676227, Ack=3632412547,L..,
3236 9.878847 | 216.239.32.60:443 10.102,224.65:30397 TCP 68 [SYN, ACK] Seq=0496914303,Ack=2825893..,
3257 :29,879392 | 10,102.224.65:50397 216.239.32.65:443 TCP 54 [ACK] Seq=2823893260,Ack=0436914506,L..,
3260 11:27:29.882863 | 10.102.224.65:50397 216.239.32.65:443 HTTPS 314 Client Hella
3261 11:27:29.991506  216.239.32.65:443 10.102,224,65:50397 HTTPS 1,494 Server Hello, Certificate
3262 11:27:29.992139 | 216.239.32.65:443 10,102.224.65:50347 HTTPS 1,484 HTTPS strearn, 1430 bytes payload data
3263 11:27:29.992144 | 216.239.32.65:443 10,102.224.65:50347 HTTPS filil] Server Key Exchange, Server Hello Done
3264 11:27:29.992448 | 10.102.224.65:50397 216.239.32.65:443 TCP 54 [ACK] Seq=2025893520,Ack=0496918180,L...
3266 11:27:30.079606 | 10.102.224.65:50397 216.230.32.65:443 HTTPS 147 Client Key Exchange, Change Cipher Sper, ...
3173 11:27:30,313162 | 10,102.224,65:50397 716.230.32.65:443 HTTPS 1 Application Data
3176 11:27:30.400077 | 216.239.32.65:443 10.102.224.65:50397 HTTPS 92 Application Data
3277 11:27:30.400288 | 10.102.224.65:30397 216.239.32.63:443 TCP 11 [ACK] Seq=2823893770,Ack=0436915180,L.., b
[ Reassenbled Packet: #3261, #3262, #3263 - -
 packet Infor 00000BS4 | 1D AF 2C 1E SF 60 3% E2 FA 36 53 13 39 D4 SE 26 2B DB 3D
E-# Racket Info: 00000BAT | 48 14 BD 32 EB 18 03 28 52 04 71 ES AB 33 3D E1 38 BB 07
~[E] mnber: 3,261 0DDOOBEA | 36 84 62 SC 79 EA 16 30 F4 5F CO 2B ES 71 6B E4 F9 02 03
Facket Length: 3,418 ~ |[pO0ODBCD | 01 00 01 A3 BL FO 30 81 ED 50 LF 06 03 55 1D 23 04 18 30
&
&P Capture Length: 3,414 0DDOOBEO | 16 30 14 43 E6 68 F9 2B DZ BZ 95 DT 47 DS 23 20 10 4F 33
(5| Tinesraup: 2017702716 11:27:29.55150 |[POODDEF3 | 35 30 SF D4 30 1D 06 03 55 1D OF 04 16 04 14 CO 74 98 68
P - T DO00OCOE | 8D 89 FE AB 05 64 OC 11 70 A& 7D 65 B CA CC 4E 30 OF 06
Bthernet Type I tos 00D00C19 | 03 55 1D 13 0L 01 FF 04 05 30 03 0L 0L FF 30 OE 06 03 S5
HYDesrinavion Address: 30:52:CB:61:3E: 55 (Lite  |lpggoocec | 1D OF 01 01 FF 04 04 03 02 01 06 30 34 06 03 55 1D 1F 04 | .
- E@ Source Address: 00:1E:09:44:84:74  (Dell  |[DOOOOCSF | 33 30 31 30 2F AD 2D AO ZB 86 29 66 74 74 70 3A 2F 2F 63 | 3010/.
&9 Protocol: ox0E00 {Inte |DOODOCSZ | 72 6C ZE 67 65 6F 74 72 75 73 74 2E 63 6F €D 2F 63 72 6C | rl.geatrust,cam/crl
% IP - Internet Protocol 1147207 00000CES | 73 2F 73 65 63 75 72 65 63 61 2E 63 72 6C 30 4E 06 03 55 | s/secureca.crlON..U
—  |jnooooc7e | 1p 20 04 47 30 45 30 43 06 04 55 LD 20 00 30 3B 30 39 06 LGOEOC..U. .0:03.
- Version: 4 L1421 & langpgces | ps 2B 06 01 05 05 07 02 01 16 2D 68 74 74 70 73 34 2F 2F
3 Header Length: s (20 Bytes
£-© Differentiated Services Field: 0000 0000 [15/1]
@ Differentiated Services Codepoint: onno 0o, . [15/1] 0 |DO0DOCCA | 0D 06 09 zA B6 48 86 F7 OD 01 OL 05 05 00 03 81 81 00 75 |
© Transport Protocol will ignore the CE bit: {Tgnore) 00D0OCDT |EL 12 6E 4E 45 16 12 86 30 06 B2 81 08 CF FO 03 €7 €7 71 L
i : 0DDOOCER | 7E 66 EE C2 ED D4 3B 1F FF FO FO C8 4E D6 43 38 BO BS 30 3
‘ O Congestion: ‘ -0 e Conge: < liggnanckD | 7D 18 DO 55 83 A2 64 CB 36 11 9C EG 48 66 A3 6D 7F BS 13 b
« i » .

Original Packet, Reassembled Packet |

IP dari 216.239.32.65 adalah milik dari situs geotrust.com yang saling

menghubungkan.



Mo, Absolute Time  Source Destination Protacol Size Decode Summary =
1694 1L27:11.060042  10.102.224.653:50378 172.217.24.227:443 TCP 11 [SYN] Seq=3613121242,2ck=0000000000,L... a
1695 1127:11.060625  10.102,224.65:! 172.217.24.227:443 TCP 113 [SYN] Seq=1962399537,Ack=0000000000,L...
112 112711314123 10.102.224,65:! 172.217.24.227:443 TCP 113 [SYN] Seq=3457332023,Ack=0000000000,L...
1755 1127:12.003817  172.217.24.22T:443 10.102.224.65:50379 TCP 68 [SYN, ACK] Seq=2080959518 Ack=1962399..,
1756 11:27:12.093820  172.217.24.23T:443 10.102.224.65:50378 TCP L1 [SYN, ACK] Seq=3034475979,Ack=3613121.
1757 11:27:12.094490  10.102.224,65:50379 172.217.24.227:443 TCP 54 [ACK] Seq=1962389538,Ack=3088958519,L...
1758 11:27:12.094658  10.102.224.65:50378 172.217.24.227:443 TCP 54 [ACK] Seq=3613121243 Ack=3034475980,L...
1760 11:27:12.097000 ~ 10.102.224.65:50379 172.217.24.227:443 HTTPS 250 Client Hello

1761 11:27:12.008700  10,102.224,65:50378 1722172422443 HTTPS 59 Client Hello
1793 11:27:12.432778 | 172.717.24.227:443 10.102.224.65:50378 TCcp 63 i ] [S¥, ACK] 034475...

1794 112712432780 172.217.24.22T:443 10,102.224.63:30379 TCP 68 [Retransmission] [SYM, ACK] Seq=3088938...

1795 11:27:12.433091  10.102.224.65:50378 172.217.24.227:443 TCP 11 [ACK] Seq=3613121448 Ack=3034475080,L..,

1798 11:27:12,433292  10.102.224,65:50379 172.217.24.227:443 TCP 113 [ACK] Seq=1062389743 Ack=3080958519,L..,

1822 12528015 172.217.24.227:443 10.102.224,65:50381 TCP 68 [SYN, ACK] Seq=2156408772,Ack=3457332..,

1825 112520186 172.217.24. 227443 TCP 54 [ACK] Seq=3457332024,Ack=2156408773,L...

1827 11:27:12.532937  10.102.224.65:50381 172.217.24.227:443 HTTPS 259 Client Hello
18495 11:27:14.302400  172.217.24.23T:443 10.102.224.65:50379 TCP 56 [ACK] Seq=3088958519,Ack=1962369743 L.,

18496 11:27:14.302403  172.217.24.23T:443 10,102.224.65:50379 HTTPS 1,484 HTTPS strearn, 1430 bytes payload data i

&P Cipher Suite: OxCO0A . [[00000000 | 00 1E ©9 44 BA 74 30 52 CB 61 3E 55 08 00 45 00 00 F5 00 D3

-9 Cipher . 00000014 | 40 00 80 06 48 CC O 66 E0 41 AC D3 18 E3 C4 CA 01 BB D7 5B

< Capher P 00000028 | DA DB B4 DE 6D CC 50 18 01 00 CD 57 00 00 16 03 01 00 C8 01

0000003C | 00 00 ©4 03 03 Fz 25 B6 75 7E F7 61 02 5F D4 D2 16 A0 AZ D&

&P Cipher OxC0la 00000050 | 3F 3B 4D 69 22z 08 17 DA 9B 31 SE 04 C9 AA 51 F6 61 00 00 1E

~gf Cipher 0x0033 0000084 | CO 2B CO 2F CC A9 CC A8 CO 2C CO 30 CO DA CO 09 CO 13 CO 14

&9 Cipher 0x0033 00000078 | 00 33 00 33 00 2F 00 35 00 0A 0L 00 00 7D 00 00 00 15 00 13

@ Cipher 0x002F 00 00 10 d 00

2 Cipher P 000000AO | 17 00 DO FF 01 00 OL 00 00 OA 00 04 00 08 00 1D 00 17 00 18

000000E4 | 00 18 00 0B 00 02 01 00 00 23 00 00 00 10 00 OF 00 0C 02 68 | ......... .

€9 Cipher 0x0004 000000CS | 32 08 68 74 74 70 2F 31 2E 31 00 05 00 05 01 00 00 00 00 FF | 2.http/l.1..
~@ Compression Methods Length: 1 000000DC | 03 00 00 00 0D 00 20 00 1E 04 03 05 03 06 03 02 03 08 04 08 .
~@ Compression Method: 0x00 000000FO | 05 08 D6 04 01 05 0L 06 01 02 OL 04 DZ 05 02 06 0Z 02 02
&7 Extensions Length: 125
&P EXtension: server name [134/25]

& Type: 0xD000

2P Length: 21

- Server Name Indication extension [138/21]

-£P Server Name list length: 19 [138/2 ~
T i >

Original Packet |

4b

IP dari 172.217.24.227 milik dari situs google namun yang memiliki
domain UK(united kingdom)

Ho. Absolute Time  Source Destination Pratocol Size Decode Summary =
878 11:27:06.065141 | 10.102.224.65:50364 52,43.52.166:443 TCP 113 [SYN] Seq=37B5824697, Ack=0000000000,L... L
879 11:27:06.065676 52,43.52.166:442 TCP 113 [SYN] Seq=2275804870,Ack=0000000000,L... 1
4955 11:27:06.323451 | 10.102.224.65:50368 52.43.52.166:443 TCP i1 [S¥N] Seq=1T31606231, Ack=0000000000,L... W
972 11:27:06.435755 | 52.43.52.166:443 10,102.224.65:50364 TCP it} [SYN, ACK] 3eq=2353115146 Ack=3785824...
975 11:27:06.435760 | 52.43.52.166:443 10,102.224.65:50365 TCP [i1] [SYN, ACK] Seq=1099818117 Ack=2275804...
979 10.102.224.65:50364 52.43.52.166:443 TCP 54 [ACK] Seq=3T25324608, Ack=2353115147,L
LENY 52.43.52.166:443 TCP 54 [ACK] Seq=2275304871,Ack=1000012118,L..,
984 11:27:06.451486  10.102.224.65:50364 52.43.52.166:443 HTTPS 266 Client Hello
983 11:27:06.433130  10.102.224.65:30363 32.43.52.166:443 HTTPS 266 Client Hello
1010 06.619903 | 52,43.52.166:443 10.102.224.65:30368 TCP 68 [SYN, ACK] Seq=3706333076,4ck=1731606...
1011 :06.,620686 52,43.52.166:442 TCP 54 [ACK] Seq=1731606232 Ack=3706353077,L..,
1012 11:27:06.623357 | 10.102.224.65:50368 52,43.52,.166:443 HTTPS 266 Client Hella
1078 11:27:07.099293 | 52.43.52.166:442 10.102.224,65:50364 TCP 56 [ACK] Seq=2353115147 Ack=3785824910,L..,
1079 11:27:07.009295 | 52.43.52.166:443 10.102.224.65:50364 HTTPS 1,514 Server Hello, Certificate
1080 11:27:07.009298 | 52.43.52.166:443 10.102.224.65:50364 HTTPS 1,514 HTTPS strearn, 1460 bytes payload data
1084 52.43.52.166:443 TCP 54 [ACK] Seq=3785824010,Ack=2353118067,L..,
1089 52.43.52.166:443 10,102.224.65:50364 HTTPS a51 Server Key Exchange, Server Hello Done
1091 11:27:07.188804 | 10.102.224.65:50364 52,43.52.166:443 HTTPS 130 Client Key Exchange, Change Cipher Sper, ... -
& Cipher Suirte: OXCO0A «||00000000 | 00 1E €9 44 A 74 30 52 CE 61 3E §5 0F 00 45 00 00 FC 7F &0 .D.TOR. >0, . E.
2P Cipher Suite: 050009 00000014 | 40 00 80 06 26 E3 0& 66 EO0 41 34 2B 34 A6 C4 ED 01 BB 87 A6
& Cipher o 00000028 | 06 C7 41 8F 6B 26 50 18 01 00 &7 A8 00 00 16 03 01 00 CF 01
0000003C | 00 00 €B 03 03 BO 41 26 4& 73 E4 9E 17 BB 96 FC 79 7C 41 32
&P Cipher OxCOL4 00000050 | 38 1F 16 CA AE AB SC 2B A5 AD 54 AL 99 4C 99 C5 DS 00 00 1E
-g? Cipher 0x0033 00000064 | CO 2B €O ZF CC A9 CC 48 CO 2C CO 30 CO OA CO 09 €O 13 €O 14
& Cipher 0x0039 00000078 0L o0 i 00
& Cipher OX00ZF A
g8 Cipher 0x0035 E
2P Cipher Suite: Ox 0004
@ Compression Methods Length: 1
@ Compression Method: 00
&P Extensions Length: 132
AP Extension: Server name [134/32]
~P Type: 00000
&7 Length: 28
2P Server Name Indication extension [138/28]
~gP Server Name list length: 26 -
4 i I

Original Packet |

4 b

IP dari 10.102.224.65 adalah milik dari mozila yang dibuka saat pertama

kali (homepage) dan menyimpan data (cookies).




Mo, Absolute Time  Source Destination Pratocal Size  Decade Summary it
1737 11:27:12.094490 | 10.102.224.65:30379 172.217.24.207:443 TCP 34 [ACK] Seq=1962389338,Ack=3088935319,L..,
1758 11:27:12.094658 | 10.102.224.65:50378 172.217.24.227:442 TCP 54 [ACK] Seq=2613121243 Ack=3024475980,L..,
1760 11:27:12.097000 | 10.102.224.65:50379 172.217.24.227:442 HTTPS 259 Client Hella
1761 11:27:12.098700 | 10.102.224.65:50378 172.217.24.227:442 HTTPS 259 Client Hella
1793 10:27:12.432778 | 172.217.24.22T:443 10,102.224.65:50378 TCP it [Retransrmission] [SYM, ACK] Seq=3034475...
1794 11:27:12.432780 | 172.217.24.22T:443 10,102.224.65:50379 TCP [i1] [Retransmissian] [SYM, ACK] Seq=3088458...
1795 11:27:12.433081 | 10.102.224.65:50378 172.217.24.227:443 TCP (1] [ACK] Seq=3613121448, Ack=3034475940,L..,
1796 11:27:12.433202 | 10.102.224.65:50370 172.217.24.227:443 TCP (i1 [ACK] Seq=1062380743 Ack=30230524510,1
1822 11:27:12.528015 | 172.217.24.227:443 10,102.224,65:50381 Tcp 68 [SYN, ACK] Seq=2156408772,Ack=3437332..,
1825 11:27:12.529186 | 10.102.724.65:50381 172.217.24.227:483 TCp 54 [ACK] Seq=3457332024,Ack=2156408773,L..
1827 11:27:12,532937 | 10.102.224.65:50381 172.217.24.207:443 HTTPS 239 Client Hello
1893 1L27:14.302400 | 172.217.24.227:443 10.102.224.65:30379 TCP 36 [ACK] Seq=3088938319,Ack=1962389743,L..,
1896 11:27:14.302403 | 172.217.24.227:442 10.102,224.65:50379 HTTPS 1,484 HTTPS strearn, 1430 bytes payload data
1898 11:27:14.203009 | 10.102.224.65:50379 172.217.24.227:442 TCP 113 [Dup ACK] [ACK] Seq=1962389743 Ack=20..,
1903 11:27:14.437212 | 172.217.24.227:443 10.102.224.65:50378 TCP 56 [ACK] Seq=2024475980,Ack=3613121448,L..,
1909 11:27:14.437238 | 172.217.24.22T:443 10,102.224,65:50381 TCP 56 [ACK] Seq=2156408773,Ack=3457332229,L..,
1911 1:27:14.437242 172.217.24.22T:443 10,102.224,65:50381 HTTPS 1,484 HTTPS strearn, 1430 bytes payload data
1920 11:27:14.436691 | 10.102.224.65:50381 172.217.24.227:443 TCP 66 [ACK] Seq=3457332229,Ack=2156408773,L.., >
S TCP Offsec: 5 (20 Byres] [46/1] OxFO & -
@ Flags: .01 0000 [47/1] 0x3F 00000169 | 89 9D 9D FE OE 11 79 89 1E 37 C5 AF SE 72 69 02 03 0L 00
O Congestion window redused: [ 0000017C | 01 A3 81 E7 30 61 E4 30 1F 06 03 55 1D 23 04 18 30 16 80
0000018F | 14 CO 74 95 68 8D 59 FB AB 05 64 OC 11 7D AA 7D 65 BS Ci
@ ECH-Echo: [47/1] Oxd0 00000142 | €C 4E 30 1D 06 03 55 1D OE 04 16 04 14 44 DD 06 16 1B BC
~O TUrgent pointer: [47/1] Oxz0 00000LBS | F6 68 BS 76 F5 81 BE BB 62 1A BA SA 51 2F 30 OE 06 03 5§ -
@ Acknowledgment number: [47/1] Ox10 000001CE | 1D OF 01 01 FF 04 04 03 02 01 06 30 2E 06 08 2B 06 0L 05
& Push Fumcrion: [47/11 0x08 D00001DE | 05 07 01 01 04 22 30 20 30 1E 06 06 2B 06 01 05 05 07 30 L
-3 Reset the comnection: [47/1] 0x04 - 1
© synchronize sequence: [47/1] 0x02 L
-3 End of data: [47/1] Ox01
B Windoms [48/2] L 77
& Checksuu: 0xD96B (Correst) [50/2] —|[po0o0z4p | 6C 30 17 08 03 55 1D 20 04 10 30 OE 30 OC 06
P Urgent poinc: o fez/21 00000260 | 04 01 D6 79 02 05 01 30 0D 06 09 24 86 48 86
00000273 | 0B 05 00 03 82 0L 01 00 08 4E 04 A7 80 7F 10
G o TCP Oprion [54/0] £ /00000286 | AD D7 42 80 F4 BO GE D2 AE B3 EB 11 7D 90 84 .
2% Extra Data: [54/1430] 00000299 | 15 FB 49 7F A8 99 05 91 BB 7k C3 D6 3C 37 13 .1 .
& Dumber of Bytes: 1430 byres  [54/14790] . ||joo0a0zac | s2 20 07 35 33 09 E4 28 63 72 0D B4 E0 32 ¢ . .S3.ier ..
- |[000002EF | 76 89 67 C1 50 58 BO 13 AA 13 1A 1B 32 AS BE LA~ SO TR A
T = 1 ,  |[poooozpz | 48 63 48 E9 99 5D 20 37 CC FE 2h 69 51 16 95 Hel..] 7..%iQ..K..I il

Original Packet |

4b

Sama dari ip172.217.24.227 milik avast mengirim ke 10.102.224.65
terdeteksi ,tetapi disini tidak hanya mengikuti alur surf ,namun
memberikan keamanan,terlihat pada symcd dan symcb.

Mo, Absolute Time  Source

97 11:27:02.381011 | 10.102.224.65:55862
851 11:27:06.025473 | 10.102.224.65:62230
941 11:27:06.267164 | 10.100.130.5:53

946 11:27:06.266682 | 10.102.224.65

1741 11:27:11.083087 | 10.102.224.65:55768
1835 11:27:12.670198 | 10.102.224.65:57880
1844 11:27:13.262883 | 10.102.224.65:57136
1833 11:27:13.437831 | 10.100.130.5::53
1837 11:27:13.438794 | 10.102.224.65

1866 11:27:12.550173  10.102.224.65:51860
1928 11:27:14.854963 | 10,100,130

1932 11:27:14.854974 | 10,100,130

1969 11:27:14.664931 | 10.102.224.65:63811
1973 11:27:14.875080 | 10.102.224.65:61736
1976 11:27:14.926044 | 10.102.224.65:54228
1978 11 4000455 | 10,102.224.65:58628
1083 11:27:15.048773 | 10.102.224.65:54230
1990 11:27:15.008367 | 10.100.130.5:53

Destination
10.100.130.5:53
10,100.130.5:53
10,102.224.65:62230
10.100.130.5
10,100.130.5:53
10.100.130.5:53
10.100.130.5:53
10.102.224.65:33768
10,100.130.5
10,100.130.5:53
10.102.22465:57136
10.102.224.65:51860
10,100.130.5:53
10,100.130.5:53
10,100.130.5:53
10,100.130.5:53
10.100.130.5:53
10.102.224.65:61736

Protocal
DNS_QUERY
DNS_QUERY

DS RESPONSE
ICHP_DESTUNRE...
DS QUERY

DS QUERY

DS QUERY
DNS_RESPONSE
ICHP_DESTUNRE...
DNS_QUERY
DRS_RESPONSE
DRS_RESPONSE
DNS_QUERY

DS QUERY

DS QUERY

DS QUERY
DNS_QUERY

DS RESPONSE

Size

83
404

Decode

Summary
i Q=clientslgoagle.comn(t)

C: Q=self-repair.morilla.org(s)

S Q=self-repair,mozills.org(A) A=54.200,62..
Destination Port Unreachable

C: Q=normandy-cloudfront.cdn.mozilla.ne..
C: Q= google.co.uk

C: Q=dfmjolhisqfyZ.cloudfront.net{a)

S Q=nermandy-cloudfront. cdn.moilla.ne..
Destination Port Unreachable

C: Q=www.gongleadsendces comid)

S Q=dfwjalhisqy2 cloudfront.netid) A=5..
S Qo googlesdservices comid) A=1i..
C: Q=diwjohisqy2.cloudfront.net

C: Q=pagead.l.doubleclick.net(®)

C: Q=clientsS.google.com()

C: Q=www.gaogle.com{hy
C: Q=ogs.google.com(a)
S: Q=pagead.l.doubleclick netfy 4=172.21..

m

&7 Source port:
P Destination port:
gl Length:
& Checksum:
=% DHS - Domain Hame System Protocol
«P Tdentification:
&7 Code and Flag:
-~ Query/Response:
~gP Operator Code:
Authoritative Answer:

]

Trumcation:
Recursion Desired:
Recursion Available:

boeo

Authenticated Data:

o

Checking:
& Response Code:
P Questiona:

sle60  [3472]

53 [36/2]
50 [38/2]
0x4FIC  (Correct
[42/42]

OxBEDS

0000 0001 0000 0000

e i

[40/2]

- (00000000

[42/2]
[44/2] OxFFF]
(Query) [44/

(QUERY)  [44/.
(Ho) [44r2]
(o) [44/2]
(Yes] [44/2]|E
(mn)  [44s2]
(o) [44s2] L

(Checking Enat
(o Error) [«
[46/2] <

00 1E C9 44 S 74 30 52 CB 61 3E 55 08 00 45 00 00 46 00 F2
00 00 80 11 C2 A4 O& 66 E0 41 0A 64 82 05 CA 94 00 35

Original Packet |

IP 10.100.130.5 merupakan domain yang digunakan google untuk iklan.



Mo,
437
442
447
454
462
463
465
478
450
4886
494

Absolute Time
11:27:02.951590
11:27:02.970845
11:27:02.979716
11:27:03,131703
11:27:03.136505
11:27:03,156529
11:27:03,241135
11:27:03.388073
11:27:03.413570
11:27:03.421040
11:27:03,493456

Topl00 IPv4 Conversation(Full Analysis) - 10.100.130.10 - Packets
G-« % [ca| & - %% - |3

Source
10.102.224.65:64247
10.100,130,10:53
10.102.224.65:63024
10.100.130,10:53
10.102.224.65:56980
10.102.224.65:57382
10.100.130.10:53
10.102.224.65:55862
10.100,130,10:53
10.102.224.65:52334
10.100,130,10:53

Destination
10.100.130.10:53
10.102.224.65:64247
10.100,130,10:53
10.102.224.65:63024
10.100.130.10:53
10.100.130.10:53
10.102.224.65:36980
10.100,130.10:53
10.102.224.65:55862
10.100,130,10:53
10.102.224.65:57382

Frotocol Size
DMS_QUERY a3
DS _RESPOMSE 254
DMS_QUERY 75
DME_RESPOMSEE 227
DMS_QUERY 5
DME_QUERY 7
DMS RESPOMNSE 239
DMS_QUERY 7
DS _RESPOMNSE 351
DMS_QUERY a0
DME_RESPOMSE 288

Decode

oo = ]

S Q=shll
C: Qi=sh,
CQ=sup
5 Q=shll
Cr Q=clit

clie

m

Co 44 sh 74 30 52 CB 61
o0 3D VE 00 00 80 11
DE 94 00 35

Recursion Desired:
Recursion Awailahle:
Authenticated Data:
Checking:
2P Response Code:
2P Questions:
2P Answera:
3P Authority:
i @P Additional: 0
9-@ Question: [54/17]

AP Donain Name: sb. l.cqooale.com ™
4| [ +

Original Packet

IP dari 10.100.130.10 adalah security yang dilakukan dari google,untuk
mengecek apakah pada perangkat terdapat scam atau tidak,dapat dilihat
dari sb.l.google.com

=
Mo, Ahsolute Time  Source Destination Protacol Size  Decode Surmmary o
303 112702110706 10.102.224.65:50349 216.59.196.196:443 HTTPS 257 Client Hello A
304 112702185239 10.102.224.65:50350 216.59.196.196:443 Tcp 56 [S¥N] Seq=2042010389,Ack=0000000000,L...
387 112702303642 216.50.195.196:443 TCR 56 [ACK] Seq=2413740063 Ack=3148546543 ...
390 112702354654 216.50.185.196:443 HTTRS L1484 Server Hello, Certificate
301 112702354665 216.58.105.106:443 HTTPS L4 HTTPS stream, 1430 bytes payload data
302 11:27:02.354669  216.58.196.196:443 10.102.224.65:50340 HTTPS 671 Server Key Exchange, Server Hello Done
303 11:27:02.354673  716.58.196.196:443 10.102.224.65:50350 TCR i [SYN, ACK] Seq=2060474543 Ack=2042910..
394 112702355534 10.102.224.65:50349 216.58.196.196:443 TP 54 [5CK] Seq=3148546549,Ack=2419743540,L..
395 10.102.224.65:50350 216.59.196.196:443 TP 54 [ACK] Seq=2042910390,Ack=2063474544L...
396 10.102.224.65:50350 216.59.136.136:443 HTTPS 257 Client Hello
397 10.102.224.65:55862 10.100.130.5:53 DNS_QUERY 19 C: Q=clientsl.google.com{®)
400 112702436593 10.102.224.65:50349 216.58.186.196:443 HTTRS 147 Client Key Exchange, Change Cipher Spec, ..
401 112702567952 216.58.185.196:443 10.102.224.65:50350 TCR 56 [ACK] Seq=2063474544 Ack=2042910533L...
424 102702716311 10.102.224.65:50351 216.58.106.106:443 TR 66 [5¥N] Seq=3466562107,Ack=0000000000,L...
428 11:27:02.825782  216.58.196.196:443 HTTPS 316 Mews Session Ticket, Change Cipher Spec, ...
429 112702825791 216.58.198.196:443 10.102.224.65:30349 HTTPS 100 Application Data
430 112702826342 10.102.224.65:50349 216.59.196.196:443 TP 54 [ACK] Seq=3140546642,Ack=2413743858L...
41 112702851005 216.50.19.195:443 10.102.22465:50349 HTTPS 9 Application Data -
g Source porc: 55862 [34/2] - 00 1E C9 44 8& 74 30 52 CB 61 3E 55 08 00 45 00 00 41 7E 99
&P Destination port: 53 [36/2] 00 00 80 11 45 02 04 &6 EO 41 04 &4 82 05 DA 36 00 35 00 2D
&P Lengeh: a5 [38/21 F5 F2 7F 62 01 00 00 01 00 00 00 00 00 00 08
~£7 Checksum: OxFSFZ  (Corzect) [40/2]
-7 DHS - Domain Hame System Protocol [42/37]
2P Tdentificarion: 0x7F62 [42/2]
&P Code and Flag: 0000 0001 0000 0000 [44/2] OxFFFF
3 Query/Response: (Query] [44/2] O
&7 Operator Code: (QUERY] [44/2] O

-3 Buthoritative Answer: (o] [4472] Ox04( 7]
-3 Truncation: (o) [44/2] Ox0z
® Recursion Desired: (Tes) [44/2] 0xD]=
o Recursion Availsble: (o] [44/2] OxODf
.3 huthenticated Data: (mo)  [44/21 w0l

I

Checking: (Checking Enable)
&P Response Code: . (¥o Error) [44/2]
~£7 Questions: 1

[48/2] i

PM’i

2/16/2017

Ip dari 10.100.130.5 adalah milik dari client google.



L (A & - % - | &

Mo, Absalute Time  Source Destination Protocal Size  Decode Summary =
818 1L27:05.821568  10.102.224,65:50363 iy, qoogle-analdics.comi44d TCP 13 [SYN] Seq=2443308076,Ack=0000000000,L... ]
940 11:27:06.267162 | www.google-analytics.com:443 10.102.224.65:50363 TCP 3] [SYN, ACK] Seq=2779216629,Ack=2443308..,
945 1L:2T:06,268306  10.102.224.65:50363 iiar, 00| e-analytics.comi443 TCP 54 [ACK] Seq=2443308077 Ack=3779216630,L..
943 1L2T:06,272165  10.102.224,65:50363 weniar, google-analytics.com:i443 HTTRS 272 | Client Hello
976 11:27:06,435762 | wavv.google-analytics.com:443 10,102.224.65:50363 TCP 68 [Retransmission] [S¥M, ACK] Seq=3770216..,
930 11:37:06.437053 | 10.102.224.65:50363 . qoogle-analytics.com:443 Tcp 66 [ACK] Seq=2443308295,Ack=3779216630,L..
991 1L:37:06.498841 | wrv.google-analytics.com:443 10.102.224.65:50363 Tcp 56 [ACK] Seq=3779216630,Ack=2443308235L..
992 11:27:06.498842 | wwwwv.google-analytics.com:443 10.102.224.63:30363 HTTPS 1484 Server Hello, Certificate
993 11:27:06,498843 | www.google-analytics.com:443 10,102.224.65:50363 HTTPS L1484 HTTPS strearm, 1430 bytes payload data
994 6,498845 | wanwv.google-analytics.com:ddd 10.102.224.65:50363 HTTRS 1157 Server Key Exchange, Server Hello Done
997 106,499681  10.102,224.65:50363 i, §00gle-analtics.comi443 TCP 54 [ACK] Seq=2443300295,Ack=3779220603 L,
1002 1L2T:06,520326  10.102.224,65:50363 ey, google-analytics.com:i443 HTTRS 147 Client Key Exchange, Change Cipher Spec, ...
1019 1L2T:06.667561  10.102.224,65:50363 wemir, google-analytics.com;i443 HTTRS 1366 Application Data
1104 11:27:07.195337 | wavv.google-analytics.com:443 10,102.224.65:50363 HTTPS 332 Mewr Session Ticket, Change Cipher Spec, ...
1105 1L:37:07.195338 | wnw.google-analytics.com:443 10.102.224.65:50363 HTTPS 110 Application Data
1108 1L27:07.195955  10.102.224.65:30363 wemay, google-analdics.com:443 TCP a4 [ACK] Seq=2443309700,Ack=3779220937 L.,
10 1L2T:07.210067  10.102.224,65:50363 iy, qoogle-analdics.comi443 HTTPS 92 Application Data
1112 11:27:07.224168 | www.google-analytics.com:443 10,102.224.65:50363 HTTRS a6 Application Data -
-£P Cipher Suite: ox002F . [[00000000 | 00 1E €3 44 8 74 50 52 CB 61 SE 55 08 00 45 00 OL 02 7F G
&P Cipher Suite: 0x0035 00000014 | 40 00 80 06 DF Si O 66 E0 41 D8 3h D& 2E C4 BE 01 BE 91 AL
& Cipher Suite: P 00000028 |EC 2D EL 42 44 F6 50 18 01 00 &A 3A 00 00 16 03 01 00 D5 0L
0000003C | 00 00 D1 03 03 A0 DO BO F5 53 21 5A BZ D 49 F& 51 ES &C IC
-0 Compression Methods Length: 1 8A B8 BC IE 8B 2F AL 2D CD 4D 65 50 D& A3 FD BL 3E 00 00 1E
@ Compression Method: 0x00 00000064 | CO 2B CO 2F CC A9 CC A8 CO 2C CO 30 CO OA CO 09 CO 13 CO 14
&P Extensions Length: 138 00000078 | 00 33 00 33 00 2F 00 35 00 0A 0L 00 00 A 00 00 00 22 00 20
P Extension: server_name [134/35] 7
& Tipe: Dnnn |=]oo000oma | 00 00 oA 00 0 0O 08 00 1 00 17 00 16 00 19 00 OB 00 02 OL
&P Length: 34 000000CE | 0D 0D 23 0D 0D 0D 10 00 OE 00 OC 0Z 68 32 08 68 74 74 70 2F
E-£P ferver Naue Indication extension [138/34] 00000ODC | 31 2E 31 00 05 00 05 01 00 00 00 00 FF 03 00 00 00 0D 00 20
i Server Neme list length: 3z 000000FO | 00 1E 04 03 05 03 06 03 02 03 08 04 08 05 08 06 04 0L 05 0L
|.@ Server Name Type: a 00000104 | 06 01 0Z 01 04 02 05 0Z 06 02 02 0Z
(@D Server Name length: z9
oGP server Name: safebrowsing-cache. google
B-&P Extension: unknown type [172/4]
&P Type: 00017
-£P Length: a 8
< m »
40

Original Packet |

Dari destination www.google-analytics.com merupakan filter dari

google yang dilewati.

EIY A 2 [ % - | &

Mo, Absolute Time  Source Destination Protocal Size  Decode Surnmary

445 11:27:02.977787 | 10.102.224.65:50352 172.217.27.14:443 TCP i1} [SYN] Seq=3672359746,4ck=0000000000,L...
446 11:27:02.978815 | 10.102.224.65:50353 172.217.27. 14443 TCR i1} [S¥N] Seq=2548808302,5ck=0000000000,L...
455 1127:03.131711 | 172.217.27.14:443 10.102.224.65:30352 TCp 68 [SYN, ACK] Seq=1611624756,Ack=3672959..
436 112703131713 172.217.27.14.443 10.102.224.65:30353 TCP [ [SYN, ACK] Seq=0440334981 Ack=23488098..,
458 3132529 | 10.102.224.65:50352 172.217.27. 14443 TCP a4 [ACK] Seq=3672950747,Ack=1611624757,L...
459 127:03,132768  10.102.224.65:50353 172.217.27 14443 TCP a4 [ACK] Seq=2548898393, Ack=0440554982L...
460 1L27:03.134495  10.102.224.65:50252 172.217.27 14443 HTTRS 266 Client Hella

461 11:27:03.134495 | 10.102.224.65:50353 172.217.27 14443 HTTRS 266 Client Hella

466 11:27:03.269115  172.217.27.14:443 10,102.224.65:50353 TCP 56 [ACK] Seq=0440554982, Ack=2548898605,L...
460 11:27:03.345005  172.217.27.14.443 10,102.224.65:50353 HTTRS 1,484 | Server Hello, Certificate

470 11:27:03.362780  172.217.27.14:443 10.102.224.65:30353 HTTPS 1488 HTTPS strearm, 1430 bytes payload data
471 112703362791 172.217.27.14.443 10.102.224.65:30352 HTTPS 1,454 HTTPS strearn, 1430 bytes payload data
472 112703362806 172.217.27.14.443 10.102.224.65:30353 HTTPS 1163 Server Key Exchange, Server Hello Done
474 1L27:03.363291  10.102.224.65:50252 172.217.27 14443 TCP 66 [ACK] Seq=3672959959,Ack=1611624757,L...
475 103,36399% | 10.102,224.65:50253 172.217.27 14443 TCP a4 [ACK] Seq=2548898605,Ack=0440558951,L...
497 103466200 | 10.102.224.65:50353 172.217.27. 14443 HTTRS 147 Client Key Exchange, Change Cipher Spec,
503 11:27:03,593587  172.217.27.14.443 10,102.224.65:50352 HTTPRS 1,484 [Retransmission] Server Hello, Encrypted H...
543 11:27:03,782734 | 10.102.224.65:50353 172.217.27.14:443 HTTPS 211 Application Data

[E] Reassenbled Packet: #4639, $470, $472 -
- Packet Inf

& maber: 469

&7 Packet Length: 3,897

- Caprure Length: 3,693

=

[ Tinestamp:

% Ethernet Type IT
~EDestinarion Address:
~E) source address:

Protocol:

© Congestion:

TTIP - Intermet Protocol
-~ Versio
& Header Length:
E-@ Differentiated dervices Field
@ Differentiated Services Codepoint:
3 Transport Protocol will igmore the CE hit:

<

T

2017/02/16 11:27:03.34599

[os14]

30:52:CB:61:3E:55
00:1E:C9:44:84: 74

00800

[14/z0]

4

)

0000 oooog

0000 00, .
.0

(Lites
(Dell
(Inte

[14/1] 0
(20 Bytes
[15/1] 0z
[15/1] 0
(Ignozre)
(Mo Conge: ~
3

on. .urchin. com. . wow

m

Original Packet, Reassembled Packet |

IP 172.217.27.14 merupakan IP yang memanggil perintah untuk semua
content pada google.


http://www.google-analytics.com/

