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File | Stat Pouse Stop | General Mode Name | Analysis View  Packet Capture Packet | Conversation Llog  Log
roup Teble || Object Display Buffer Fitter Output | Filter View  Output
Replay Network Profile Settings Analysis Profile Settings Utilization (0%) pps (19) Traffic Chart(bps) Packet Buffer 8.0 MB
Node Explorer Dashboarg” Summary | Protocol | MAC Endpoint | IP Endpoint | MAC C Tipc ] TCP Conversation | UDP C. Online Resource x
i 6% 2 - [Fal isies: | 5 |
A& Full Analysis Statistics ltem Current Value 2
" Protocol Explorer (1) ' Traffic | Bytes Packets Utilization | bps | pps | BI'f
B MaCExplorer (1) Total 857.28 KB 1,563 0.009% 86,701 Kbps 19 Monitor ALL of
5 P Explorer (9 Broadeast 0008 0 0.000% 0.000 bps 0 your Network Devices
Multicast 0008 0 0.000% 0.000 bps 0
Average Packet Size 561.000 Bytes Live Demo
kt Size Distribution Bytes Packets Utilization bps pps
58 27.94KB 531 0.000% 2,825 Kbps 6 &) Find Top Talkers in Network
5863 1.63KB 27 £.000% 165.000 bps ) &) Who Is Using Network Bandwidth?
84-127 29128 276 0.000% 2,945 Kbps 3 % :z: z EZEE: ﬁ:z\f;rﬁp
128-255 2159KB 128 0.000% 2.183 Kbps 1
&) How to Use Alarms
256-511 1311 K8 32 0.000% 1325 Kbps 0 [ More Videos..]
512-1023 2889KB 43 0.000% 2.921Kbps 0
~-1024-1518 735.00KB. 526 0.007% 74334 Kbps 6
~-1519-1522 0.008 0 0.000% 0.000 bps 0 nChronos 5.1
-+1523-0018 0008 0 0.000% 0.000 bps 0 Released
9019-9022 0008 0 0.000% 0.000 bps 0
>9022 0008 0 0.000% 0.000 bps 0 Request a Demo »
ddr Count
MAG A e 2 nChronos Video Tutorials...
~IP Address n Monitors your Network 24x7...
~-Local IP Address 1
Remote IP Address 10 &) nchronos Overview
Protocol Count &) nChronos Deployment
Total Protocols 13 &) nchranos Configurations

Hasil yang didapatkan setelah melakukan Analisis dengan menggunakan aplikasi Colasoft
Capsa 9 free ke sebuah website www.wikipedia.org adalah bahwa website tersebut memiliki total
paket sebesar 1563 dan rata — rata dari paket tersebut sebesar 561 bytes.
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Top100 IPv4 Conversation
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Top100 IPv4 Node

upload.wikimedia.org(1)

192.168.43.175(10)

User Hidden Nodes (0)

I-1.elb.amazonaws. com(1}

74.125.130.188{1)

153.254.86.142(1)

208.67.222.222(1)

35,157.167.142(1)

203.104.174.19(1)

ssl.gstatic.com(1)

login wikimedia.org(1)

Monitor ALL of
your Network Devices

Live Demo

&) Find Top Takers in Network
&) Who Is Using Network Bandwidth?
&) How to Detect ARP Attacks
&) How to Detect Network Loop
&) How to Use Alarms
[ More Videos...]

nChronos 5.1

Releaset

Request a Demo »

ncChronos Video Tutorials...
Monitors your Network 24x7...

&) nchronos Overview

Invisible Nodes (0) &) nchranos Deployment
&) nchranos Configurations
v
208.67.220.22 < : >
5 Replay - Full Analysis |3 Network Profile 1 - Bandwidth - 1000Mbps | i Total 1 files, replay stopped | [ Inactive 00:01:24 | /1,563 ‘30 | Ready _#\Alarm Explorer (O 0 Q0 Q0

IP Local (192.168.43.175) merupakan IP yang berasal dari jaringan tethering yang digunakan
dengan provider telkomsel. IP ini mendapatkan Host sebanyak 10 host dengan data yang tentunya

berbeda.
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£-&P Question: [54/1€1 ~
tP Domain Name: offers.avira.com [54/18
&P Type: 1 @) 72721
&P Class: 1 (INTERNET) [74/2]
Answer: [76/
~gP Dorain Name: offers.avira.com pressed Name) [76/2]
- Type: 5 (CHRME)  [78/2]
&P Class: 1 (INTERNET)  [80/2]
P Tire to Live: 299 [82/4]
&P Data Length: 27 [e6/2]
&P CHAME : prod.offers-aws.avira.net [88/271
Answer:
P Dorain Name: prod.offers-aws.avira.net pressed Name) [115/2]
&P Type: S AME) [117/2]
-&P Class: 1 (INTERNET) [119/2]
~&P Tire to Live: [1z1/4]
Data Length: o
—— ——
00000000 | 28 €2 DD 85 02 55 1C B7 43 DC DC CO A8 2B AF 00 35 E3 D3 01 C8 21 24 4E BF 81
80 00 01 00 05 00 04 00 00 01 00 0L CO OC 00 05 00 01 00 00 01 2B 00 1B 04 70
00000052 | 72 6F 64 0A 6F 66 €6 65 72 73 2D €1 77 73 05 61 76 €9 72 61 03 6E €5 74 00 CO 2E 00 05 00 01 00 00 01 2C 00 14 11 €5 75 2D 63 65 €€ 74
00000087 | 72 61 6C 2D 31 2D 70 72 6F 64 CO 33 €O 55 00 05 00 01 00 00 01 2C 00 4% 2B 70 72 6F 64 2D 77 65 62 73 2D 6F 66 66 €5 72 73 62 61 2D 31
00000084 | 78 62 72 30 76 37 6B €A 36 64 72 39 2D 31 36 33 32 31 39 35 36 32 30 OC 65 75 2D 63 €5 6E 74 72 €1 6C 2D 31 03 65 6C 62 09 61 6D 61 TA
000000E1 | 6F 6E 61 77 73 €O 19 €O 75 00 01 00 01 00 00 00 3C 00 04 34 3A 96 06 CO 75 00 01 00 01 00 00 00 3C 00 04 34 3B 44 €1 €O A1 00 02 00 01 |onews...u.......< Su.
0000010E | 00 00 02 F4 00 13 06 6E 73 2D 36 31 33 09 61 77 73 €4 6E 73 2D 31 32 CO 44 CO A1 00 02 00 01 00 00 08 F4 00 17 07 €E 73 2D 31 33 32 36 .ns-613.awsdns-12.D. .
00000135 | 09 61 77 73 64 6E 73 2D 33 37 03 6F 72 67 00 CO A1 00 02 00 01 00 00 08 F4 00 13 06 6E 73 2D 34 31 37 09 61 77 73 €4 €E 73 2D 35 32 C0 | .awsdns-37.0rq. ns-417.awsdns-52.
00000162 |19 €O AL 00 02 00 01 00 00 08 F4 00 13 07 6E 73 2D 31 36 38 39 09 61 77 73 64 6E 73 2D 31 39 02 €3 6F 02 75 6B 00 €1 2C 00 01 00 01 00 .ns-1689.awsdns-19.co.uk. ., .
00000195 | 01 67 D7 00 04 CD FB €1 A1 CO EA 00 01 00 01 00 01 €7 D7 00 04 CD FB €2 65 C1 08 00 01 00 01 00 01 &7 DS 00 04 CD FB €5 2E C1 4B 00 01 G Geaenn
000001C2 | 00 01 00 01 67 D7 00 04 CD FB C6 99 C1 4B 00 1C 00 01 00 00 00 11 00 10 26 00 90 00 53 06 99 00 00 00 00 00 00 00 00 01 TS .-

Pada screenshot diatas, dapat diketahui bahwa ip tujuan (208.67.220.220) berisi tentang
domain offers.avira.com dengan panjang data 27.
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Truncation:
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{-@ Checking:
:.gP Response Code

-gP Questions:

&P Anawers:

&P Authority:

&P hdditional:

&P (uestion:

P Domain Name:

&P Type:

f.gP Class:

Buthoritative Answer:

Recursion Desired:
Recursion Available:
Ruthenticated Data:

oogo

1
0
0

0
[54/21]
login.wikimedia.org
1

1

(QUERY)  [44/2] 0x7&00
(Mo} [44/2] 0x0400

(Mo) [44/2] 0x0200

(Yes) [44/2] 0x0100

(Mo} [44/2] 0x0080

( [44/2] 0x0020

(Checking Enable) [44/2] 0x0010
(Mo Errer) [44/2] 0%000F
[46/2]

[48/2]

[50/2]

[52/21

[54/21]

() [75/2]

(INIERNET) [77/2]

100000000

63 6B 69 6D

1C B7 2C 4R 31 11 28 C2 DD 85 02 55 08 00 45 00 00 41 27 C3 00 00 40 11 BT &F CO A2 2B AF DO 43 DE DE D6 CC 00 35 00 2D 31 52 59 97 01
00 00 01 00 00 00 00 00 00 05 63 5 03 6F 72 &

00 00 01 00 01

Untuk IP tujuan Selanjutnya (208.67.222.222) dapat diketahui bahwa IP tersebut merupakan
IP address dari domain login.wikimedia.org



Settings

&P Extenaion [146/5] ~
P Type: OXFFOL [146/2]
&P Length: 1
©-© Renegotiation Info Extension
© Renegotiation Info Extension Length:
P Extension: server_name
e Type: (s name)  [151/2]
&P Length:
3¢ Server Name Indication extension
@9 Server Name list length:
. Server Name Type: 0
..g Server Name length: 20 [158/2]
&P Server Nam upload.wikimedia.org  [160/20]
P Extension: unks [180/4]
P Type: 0x0017 [1e0/21
&P Length: 0 [182/2] v
< >
|oa000000 | 1C B7 2C 42 31 11 28 €2 DD 85 02 55 08 00 45 00 02 2D 56 67 40 00 40 06 15 79 CO A8 28 AF 70 1E 31 01 BB 01 E5 55 E6 62 24 50 +..#.p.1....U.DSP
0000002D | 43 50 12 FB 90 72 AA 00 00 16 03 01 02 00 01 00 01 FC 03 03 E0 0D 72 86 20 11 85 DE 78 47 2E 03 12 32 SR 30 F2 D €B 44 6F 49 ¥Dol
00000052 | D6 72 E1 19 DO 32 FD 00 00 26 EA EA 13 01 13 02 13 03 €O 2B CO 2F €0 2C CO 30 CC A9 CC A8 13 €0 13 CO 14 00 SC 00 9D 00 2F 00
35 00 02 01 00 7
00000084 | 00 17 00 00 00 23 00 00 00 OD 00 14 00 12 04 03 08 04 04 01 05 03 08 05 05 01 08 06 06 01 05 00 05 01 00 00 00 00 00 12 00 00
000000E1 | 00 10 00 OE 00 OC 02 68 32 08 &3 74 74 70 2F 31 2E 31 75 50 00 00 00 0B 00 02 01 00 00 28 29 O 0 00 01 00 00 1D 00 20 05 DA .h2.htep/1.1ub. ..
0000010E | 23 €3 9D 91 67 SF FL 4D FD 7F 00 08 ED 23 69 76 38 34 81 1C 55 05 AB 2B 5B 4B 06 CC SE 03 02 01 01 00 2B 00 0B 0A 2A 2A 7F 12 | Me....dvid. 0L [K
00000135 | 03 03 03 02 03 01 00 OR 00 OR 00 08 OR O 00 1D 00 17 00 18 S& 8R 00 01 00 00 15 00 E3 00 00 00 00 00 00 00 00 00 00 00 00 00
00000162 | 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00
00000195 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001C2 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000001EF | 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000021C | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Lalu dari IP Tujuan (198.35.26.112) merupakan IP yang memiliki domain

upload.wikimedia.org serta memiliki alamat link h2.http/1.1Up.
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ICP Off
Flags:

ngestion window reduced:

ECN-Echo:
Urgent pointer:
Acknowledgment number:

Push Function:
Reset the connectio

Synchronize sequence:
data:

&P Checksum:

&P Urgent point:
&P No ICP Option
¥ Bxtra Dat:

5 Humber of Bytes:

4717
0x833F

1400 bytes

00000108
00000134
00000160
loooooiec
00000188
000001E2
00000210
0000023C
00000268
00000294
000002C0

28 C2 DD 85 02 55 1C BT 2C 4A 31 11 08 00 45
6C 50 12

05 07 03 02 30 1D 06 03 55 1D OE 04 16 04 14
30 16 80 14 96 DE 61 F1 BD 1C 16 29 53 1C €O
8B C3 ED D1 9D 39 &F AF 40 72 BD 1E 18 SE 30
DS AB 18 EB BS 3R 08 A2 73 95 F3 7F 41 1A 28
2A B0 F6 70 29 4C OC E€ E0 CB &8 2R EA 02 EE
G0 4F 96 92 62 94 58 DE CB 15 5C 3C F4 C1 4D
66 EF 26 FB 4C FO 81 85 BB 1A 99 06 C9 37 87
23 7E 30 CD 3B F& 69 59 A3 48 92 48 E1 9E 63
82 03 4A A0 03 02 01 02 02 OB 04 00 00 00 00
55 04 0B 13 17 47 6C 6F 62 61 6C 53 69 67 6E
6C 53 69 67 6E 31 13 30 11 06 03 55 04 03 13

00

i

05

a7

20

28
3B
35
7c
73
FF
43
70
EE]
&F
6C

2C

2
a3
&6
23
c2
39
FT
91
cé
&F
6F

62

81

ns
D2
30
43
&C

53

06 7E B4 C&

oD
a7

6E

54
08
70
SE
FD
ea
40

26
sz
30

23

1E

1%

D7
25
&D
4B
1
D1
7

26
31
17

70

38
26
1B
oc

08
4F

BT
13
oD

31

31

F7

9B

74

01

06
30

38

30

BB

o1

E3

32

1E

1F
0B
2D
13
7D

3c
00
30
02
31

30

61

03
il
51
ac
£
1F
EO
66
31
oz
30

30

&0

1D
a2
SE
E
FA
25
53
a2
30
&C
30

30

1Signl.0...0.

i¥.H.H..c..p..H..K..

-GlobalSign Root CA - R3L.0.

JX5.C..

. s
S\<LLMELL 9L (LB

I....B1J.8.}00...X.<...5Tf.
£0..b0
.OLL 0.
.U....Globa
GlobalSigno...1108021000002Z.

1..D.0...%.H.

Dengan IP yang sama juga,

IP tersebut juga memiliki data wikidata.org , wikimedia.org,
wikimediafoundation.org , wikinews.org , wikiquote.org , wikiversity.org , wikivoyage.org,

wiktionary.org , wmfusercontent.org dan wikipedia.org.
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&P Type:
-&P Length:
...3 EC point formats Length:
=& Elliptic curves
@ Elliptic curves point

@ Elliptic curves point
@ Elliptic curv

© Content Type:

Certificate

- Number of Bytes:

oint formats

B-& TLSv1.2 Record layer: Handshake Protoco

0z
4
3
I

0008

45/3]

12

7]

[154/3]

ficate)

97 bytes  [157/1227]

[153/1]

(ec_point_:
[142/21
[144/1]

[148/1]
[149/2]
[151/2]

00000000 | 28 C2 DD 85 02 55 1C B7 2C 4A 31 11
0000002C |CO 73 50 10 12 6D 22 08 00 00 16 03
00000058 | DB B8 C2 A8 8F €9 D3 71 76 20 0D E7
00000084 | 00 00 0D FF 01 00 01 00 00 OB 00 04
000000B0 | 02 10 28 99 CB BE 1A 7F 6E 32 61 23
000000DC | 06 13 02 47 42 31 1B 30 19 06 03 55

0 160
0000018C]
00000188
000001E2
00000210
0000023C 07 €2 39
00000268 20 3E 02
00000294 | DD DF 7F 9D OC 7C F9 15 06 6B OF 13
000002C0 | A9 99 20 8A FL D5 E2 9F 43 38 ES F4
000002EC | A3 82 01 E1 30 82 01 DD 30 1F 06 03
00000318 | 03 55 1D OE 04 16 04 14 1C 8D C9 C1

6l 2E 63
1A E7 15
26 44 30

03 00 59

D4 E4 36

00 05 20 61 62 40 00 FD 06 &0 5B 34 3 9§
02 00 00 55 03 03 8D DS D1 94 SR 97 34 &9
94 52 3L 03 85 C4 A7 51 62 E9 57 8D 72 £B
02 16 03 03 10 DG 0B 00 10 D2 00 10 CF 00
76 BL D1 30 0D 06 09 2R 86 48 86 F7 0D 01
12 47 72 65 61 74 65 72 20 4D 61 6E 63 &8

82 01 22 30 0D 06 09 2R 86 48 86 F7 0D 01
€D 54 2B AD 14 RA 92 C1 43 D4 23 28 6D 62 9C AE 99
ES 48 0C 7A 70 9F DE AC C2 46 30 3F Fg 78
€E 9C 1F 11 CB F9 31 DA BD CF DA D8 F4 F2 91 &B 42

66 8E 9E 1F EF DD 54 06 59 9 79 6E 2C OF
78 CF A1 FE 54 DO DE E3 E& 28 50 D3 50 €3
04 18 30 16 80 14 90 AF 6A 3A 94 52 0B D&
E1l 32 81 CE DB 4C A% 92 AF CF 28 E2 29 30

08
11
IE
05
01
65

01
12
53
22
BS
1E
E8
90
CE

1F

ea
EA
08

[
3F
0E
30
0s
74

0s
cc
70
ca
19
E4
78
12
03

2B AF 01 BB 1E 35 &7 79 26 53 31 B2
CE gD 32 B2 70 59 33 F3 51 51 7D 08
70 CF FF A3 CE CF 7F 74 CE FB C0 2F
82 05 3E 30 82 04 26 A0 03 02 01 02
00 30 €1 90 31 0B 30 09 06 03 55 04
€5 72 31 10 30 OE 06 03 55 04 07 13

00 03 82 01 OF 00 30 82 01 OA 02 82 rs.avira.comd.."0
3D D7 26 FB E§ FC FD 53 €3 18 OE OF
9C ES 11 99 41 4B 44 F3 FC 40 A1 EB
&4 7 12 48 B1 2C SC BE CE 04 09 54
52 B8 30 FA 35 C5 BF FS 13 18 EB 72
DE 11 B2 D5 AC 09 6D 02 03 01 00 01
§6 73 DF 43 B4 32 28 DA E7 30 1D 06
55 1D OF 01 01 FF 04 04 03 02 05 A0

Untuk IP Tujuan (52.58.150.6) sendiri, ternyata IP Tersebut memiliki Sertifikasi Protokol

Handshake yang berupa COMODO RSA Domain Validation Secure Server CAO.

B w5 |B|E|| - % - B8
No. Absolute Time  Source Destination Protocol Size Decode Summary
22:200:49.424592 | 192.168.43.175:7723 ssl.gstatic.com:443 TCP 34 [FIN, ACK] Seq=2367701127 Ack=17019209...
8 22:20:48.424672 | 192.168.43.175:7723 ssl.gstatic.com:443 TCP 54 [RST, ACK] Seq=2367701128 Ack=1701520.
9 22:20:49.424862 | 192.168.43.175:7724 ssl.gstatic.com:443 TCP 4 [FIN, ACK] Seq=4146045241,Ack=16132899...
12 22:20:49.621424 | ssl.gstatic.com:443 192.168.43.175:7724 TCP 4 [ACK] Seq=1613289930,Ack=4146045242,L...
13 22:20:49.621694 | ssl.gstatic.com:443 192.168.43.175:7723 TCP 34 [ACK] Seq=1701920990,Ack=2367701128,
260 22:20:53.105815 | 192.168.43.175:7722 | ssl.gstatic.com:443 HTTPS 55 | HTTPS stream, 1 bytes payload data
39 22:20:54.906588 | ssl.gstatic.com:443 192.168.43.17%:7722 TCP 34 [ACK] Seq=1645811984 Ack=2873561875,L...
1334 22:21:39.906875 | 192.168.43.175%:7722 ssl.gstatic.com:443 HTTPS 55 [TCP Keep-Alive] HTTPS stream, 1 bytes pa.
1437 22:21:42.862640 | ssl.gstatic.com:443 192.168.43.175:7722 TCP 54 [Dup ACK] [ACK] Seq=1645811984 Ack=28.
EF % Packet Info: ~ [[00000000 | 1C B7 2C 4A 31 11 28 C2 DD €5 02 55 08 00 45 00 00 29 22 &3
I%Nmrhs 260 (00000014 | 40 00 40 06 76 96 CO A8 2B AF D& 3A DD 43 1E 2R 01 BE AB 47
&P Packet Length: 55 (00000028 |13 12 62 19 19 10 50 10 Fé 33 BE 61 00 00 00

~gP Capture Length:
-[f) Timestamp:
% Ethernet Type II

H§) Destinat Address:
HJ Scurce Rddress:
~gf Protocol:

7 IP - Internet Protocol
@ Version:
© Header Length:
rentiated Se:
rentiated Services

vices Field:

epoint:
@ Transport Protocol will ignore the
@ Congestion:
&P Total Length:

E bit:

28:C2:DD:85:02:55
0x0800
14/

0000 0000
0000 00..

\zureWav

et

tes)
OEF
OxFC
[
ngesti
tes)

[15/1]
[15/11
(Ige

w o

CMPUTER IN(
e Technolo
IP(IEvd))

[14/1] 0x01

5/1] 002
on)  [15/1]

[16/2] 9

Original Packet |

4b

Lalu dari IP Tujuan (216.58.221.67) merupakan IP yang paketnya tidak diketahui.




a- |« s [B|E|u] e - 8- E

No. Absolute Time  Source Destination Protocol Size Decode Summary
z| | 192.168.43.175:7190 | 74125.130.188:5228 TP 55 | [ACK] Seq= 5571, Ack=1726178928 L... |
3 22:20:43.929977 | 74.125.130.188:5228 192.168.43.175:.7190 TCP 54 [ACK] 5eq=1726178928 Ack=3319635572,L...
1051 22:21:28.929867 | 192.168.43.175:7190 74.125.130.188:5228 TCP 55 [TCP Keep-Alive] [ACK] Seq=3319633371,A...
1052 22:21:29.489119 | 74.125.130.188:5228 192.168.43.175: 7190 TCP 54 [Dup ACK] [ACK] Seq=1726178928 Ack=33...

E-¥ Packet Info: ~ (00000000 | 1C B7 2C 4A 31 11 28 C2 DD &5 02 55 08 00 45 00 00 29 52 75 ey J1.(....U..E..)Ru
-EN\M\'}:EX’: 2 (00000014 | 40 00 40 06 2E C9 CO A8 2B AF 4A 7D 82 BC 1C 16 14 6C C5 DD B.B.....+.0]. laa
-&P Packet Length: 55 (00000028 | 9E 73 €6 E3 &6 70 50 10 F7 2C 9C EE 00 00 00 .83L.IpP,

&P Capture Length: 55
I% Timestamp: 2017/02/1% 22:20:43.800529
¥~ Ethernet Type II 10/14]

. stinat
M} Source Address:
&P Protocol:

n Address:

1C:B7:2C:4A:31:11
28:C2:DD:85:02:55
0x0800

T IP - Internet Protocol [14/201
-@ Version: 4 [14/1] 0xF0
@ Header Length: 5 (20 Bytes) [14/1] Ox0l
g rentiated Services Field: 0000 0000 [15/1] OEF
{-@ Differentiated Services Codspoint: 0000 00.. [15/1] OxFC
@ Transport Protocol will ignore the CE bit: . .0 (Ignore) [15/1] 0x02
& Congestion: . (o Congestion) [15/1]
&P Total Length: (41 Bytes) [16/2] v
< >
Original Packet | 4

Lalu dari IP Tujuan (74.125.130.188) merupakan IP yang paketnya tidak diketahui.

E R R ] T = R R |

No. Absolute Time  Source Destination Protocol Size Decode Summary
802 22:21:03.077802 | 192.168.43.175:7369 203.104.174.19:443 HTTPS 66 Error
807 136727 | 203.104.174,19:443 192.168.43.175:7369 TcP 54 [ACK] Seq=1709539807, Ack= 1316043653, L...
208 3.152202 | 203.104.174.16:443 192.168.43.175:7369 HTTPS 66 Error
309 22:21:03.186262 | 192.168.43.175:7369 203.104.174.19:443 Tce 54 [ACK] Seq=1316043653,Ack=1709639819 ...
1360 192.168.43.175:7369 203.104.174.19:443 HTTPS 66 Error
1361 203.104.174.19:443 192.168.43.175:7369 TCP 34 [ACK] Seq=1709638819,Ack=1316043685L...
1362 203.104.174.19:443 192.168.43.175:7369 HTTPS 86 ‘ Emrer
1563 22:22:03.369424 | 192.168.43.175:7369 203.104.174.19:443 TcP 4 [ACK] Seq=1316043665,Ack=1709639831,L...
7 Packet Info: ~ [l0000000 | 26 C2 DD 85 02 55 1C B7 2C 4& 31 11 08 00 45 00 00 34 DF 45 | (v...U..,Jl...E..4.E
[ nunmer: 1,562 00000014 | 40 00 FD 06 38 AA CB 62 AE 13 CO RS 2B AF 01 BB 1C C3 €5 E7 h. e
& Packer Tength: s 00000028 |08 €B 4E 71 3B 91 50 12 7F EA 32 94 00 00 80 02 00 06 00 00
0000003C | 00 04 00 00 00 &9
&P Capture length: &6
[ Timestarp: 2017/02/15 22:22:03.31678"
% Ethernet Type II [0/14]
-E@ Destination Address: 28:C2:DD:85:02:55
-HJ Source Address: 1C:B7:2C:4R:31:11
&P Protocol: 0x0800
% IP - Internet Protocol [14/20]
© Versi 4 1as11
@ Header Length: 5 (20 Byre:
a-a rentiated Services Field: 0000 0000 [15/11
i@ Differentiated Services Codepoint: 0000 00.. [15/1] 1
@ Transport Protocol will ignore the CE bit:
@ ngestion:

-gP Total Length:

Original Packet |

4

Lalu dari IP Tujuan (203.104.174.19) merupakan IP yang paketnya tidak diketahui.




a- |« s [B|E|u] e - 8- E

No. Absolute Time  Source Destination Protocol Size Decode Summary
1 22:20:43.747721 | 192.168.43.175:7145 33.157.167.142:80 TCP Ll [PUSH, ACK] Seq=17 5,Ack=168802...
4 22:20:43.932490 | 35.157.167.142:80 192.168.43.175:7145 TCP 54 [ACK] Seq=1688021048, Ack=1709575112.L...
5 22:20:44.554424 | 35.157.167.142:30 192.168.43.175:7145 TcP 1 | [PUSH, ACK] Seq= 1688021048, Ack=170957...
6 22:20:44.615385 | 192.168.43.175:7145 35.157.167.142:80 TcP 54 [ACK] Seq=1709575112,Ack=1688021071,L...
1488 22:21:43.762431 | 192.168.43.175:7145 35.157.167.142:80 Tce 81 [PUSH, ACK] Seq=1709575112, Ack=168802...
1489 22:21:44.066841 | 192.168.43.175:7145 35.157.167.142:80 TCP Ll [Retransmission] [PUSH, ACK] Seq=170357...
1495 22:21:44.421876 | 192.168.43.175:7145 33.157.167.142:80 TCP Ll [Retransmission] [PUSH, ACK] Seq=170957...
1511 22:21:45.031305 | 192.168.43.175:7145 32.157.167.142:80 TCP L1l [Retransmission] [PUSH, ACK] 5 70957...
1544 22:21:45.884774 | 35.157.167.142:80 192.168.43.175:7145 TcP 54 [ACK] Seq=1688021071,Ack= 170
1546 22:21:45.884775 | 35.157.167.142:80 192.168.43.175:7145 TcP 54 [Dup ACK] [ACK] Seq=1688021071,A :
1547 22:21:45.884775 | 35.157.167.142:80 192.168.43.175:7145 Tce I [PUSH, ACK] Seq=1688021071, Ack=170957...
1549 22:21:45.884777 | 35.157.167.142:80 192.168.43.175:7145 TcP 7 [Retransmission] [PUSH, ACK] Seq=168802...
1551 22:21:45.884848 | 192.168.43.175:7145 33.157.167.142:80 TCP 66 [ACK] 5eq=1709575139,Ack=1688021094 L...
2% Packet Info: 00000000 | 2& C2 DD &5 02 55 1C B7 2C 4 31 11 0& 00 45 00 00 3F FE A8
[ munme 5 00000014 | 40 00 FD 06 C7 8C 23 9D A7 8E CO Ag 2B AF 00 50 1B E9 64 9D
. Packet Tength: . 00000028 | 28 38 &5 E6 0B CE 50 12 18 C9 03 8F 00 00 8A 15 32 2F 31 35 E. ..2/15
0000003C | 2F 32 30 31 37 20 31 30 32 32 30 3A 34 33 20 50 4D /2017 10:20:43 BM
&P Capture Length: 77

[E Timestamp:
- Bthernet Type IT
. stination Address:
M} Source Address:
&P Protocol:
T IP - Internet Protocol
~@ Version:
@ Header Length:
entiated Services Fiel:

rentiated Se

vices Codepoint:

&P Total Length:

@ Transport Protocol will ignore the CE bit:

2017/02/15 22:20:
[0/14]
28:C2:DD:85:02:55

0000 0000

44.552424

(Internet IP(IEvi))

[14/1] 0xF0

(20 Bytes) [14/1] Ox0l

[15/1] OEF

[15/1] OxFC

(Ignore) [15/1] 0x02

(o Congestion) [15/1]
Bytes) [16/2]

Original Packet |

4 b

Untuk IP Tujuan (35.

website tersebut dibuka

157.167.142) memiliki paket yang berisikan tanggal dan waktu kapan

E R N = & -

No. Absolute Time  Source Destination Protocol Size Decode Summary
135 22:20:51568302  192.168.43.175:7149 153.254.86.142:27017 MONGO 10 |
166 22:20:52.035866 | 192.168.43.175:7149 153.254.86.142:27017 MONGO 10 [Retransmission]
183 :20:52.315494 | 153.254.86.142:27017 192.168.43.175:7149 TCP 34 [ACK] Seq=1677215:
mn 22:20:53.353825 | 153.254.86.142:27017 192.168.43.175:7149 TCP 34 [Dup ACK] [ACK] Seq=1677213337,A¢
1047 22:21:18.677483 | 192.168.43.175:7149 133.254.86.142:27017 MONGO 110
1043 22:21:18.871643 | 153.254.86.142:27017 192.168.43.175:7149 TcP 54 [ACK] Seq=1677. Ack=16321
1529 22:21:45.736291 | 192.168.43.175:7149 153.254.86.142:27017 MOl 10
1550 22:21:45.884777 | 153.254.86.142:27017 192.168.43.175:7149 Tce 54 [ACK] Seq=1677215337, Ack=1632155506,L...
=¥ Packet Info: 00000000 | 1C B7 2C 4A 31 11 28 C2 DD 85 02 55 08 00 45 00 00 60 OB AR
00000014 |40 00 40 06 52 OA CO A2 2B AF 99 FE 56 2E 1B ED 69 89 61 48
00000028 B& CA 63 F2 46 §9 50 12 FF FF 46 CB 00 00 30 00 00 00 56 54
&P Packet Length:
- 0000003C | 30 31 CO EE 63 D9 8C FS 6E A4 13 18 SD 41 54 11 A7 85 DC F2
- Capture Length: 00000050 | 1D 17 46 06 35 21 SD 2D CR 2D 54 96 D& 10 E6 8E 2C 5D 59 ES
- Timestamp: 00000064 | BE €9 83 2F C3 DE 26 31 99 1B sil/..sl.

% Ethernet Type II
M3 Destinatio
HJ Scurce Rddress:
- Protocol:

7 IP - Internet Protocol
@ Version:
© Header Length:

-8 D:

Rddress:

entiated Services Fiel

rentiated Services

epoint:

[l ngestion:
&P Total Length:

i-@ Transport Protocol will ignore the CE bit:

:2C:4R:31:11
D:85:02:55

0000 0000
0000 00..

[14r1]

0xFO
(20 Bytes)
115711
[15/11
(Tgr

[14/1] 0x01
OxFF

0xFC

) [1571] 002
gestion) [15/1]
[16/2]

ea)

Original Packet |

4b

Dan IP tujuan (153.254.86.142) sendiri juga tidak diketahui paket datanya




