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ANALISIS IP CONVERTATION PADA COLASOFT CAPSA 9

Node 1-» <- Node 2

= 10.179.16.32 4 52.89.48.161
suff.avast.com 5 10.179.1632

= 10.178.1632 35.163.182.235

- 10.179.16.66 224002
204,79.197.200 < 10.179.1632

< 10.179.16.32 detectportal firefox...

5 10.179.1632 suff.avast.com

5 10.178.16.25 1 10.179.16.255

= 10.179.1625 22400232

5 10.179.1632 rtax.criteo.com

5 10.179.1632 cloudfront-labs.ama...

£ 10.179.16.32 remaja.suaramerdek.

Duration

00:00:11.277815
00:00:07439554
00:01:17.784792
00:00:00.000000
00:01:03.182828
00:01:34.478007
00:00:35.340262
00:00:01.636601
00:02:59.512246
00:00:08.400393
00:00:09.633007
00:03:56.180073

Bytes
549.00B
974008

1.13KB
46.008
240008
6.61 KB
391KB
276.00B
247008
7.36 KB
217K8
39247KB

Bytes -»
212008
854008
144 KB
46008
240,008
141KB
572008
276,008
7008
372KB
1.17KB
6.50KB

<- Bytes
277008
120008
300.00 8
0.00B
0.00B
520 KB
535 KB
0.00B
0.008
384 KB
1021.008
38597 KB

Packets

9
]
13
1
4
bs]
13
3
4
25
20
34

Packets -»

«<- Packets

4
2
5
0
0

15
8
0
0

il
9

280

First Time Sent

2017/02/15 21:00:41
2017702115 210117
2017/02/15 21:00:39
2017/02/15 21:0217
2017/02/15 21:01:28
2017/0215 21:01:14
2017/02/15 21:03:06
2017/02/15 21:04.08
2017/02115 21:01:15
2017/02/13 21:0414
2017/02/15 21:0419
2017/02/13 21:00:38

Pada pembahasan ini , saya akan melakukan analisis terhadap domain suaramereka.com

dengan menggunakan colasoft capsa 9.

Gambar di atas adalah sebagian gambar dari hasil pengoperasian analisis dengan colasoft

dimana hasil pada IP convertation diperoleh sebanyak 84 IP. Disini , saya hanya akan

melakukan analisis terhadap 10 IP saya sebagaimana yang terlihat pada gambar diatas.

Adapun ruang lingkup analisis yang saya lakukan itu hanya pada IP Convertation dan

Matriks saja. Berikut adalah hasil analisis saya di IP Convertation :

1. Hasil analisis pada colasoft bagian IP Convertation diketahui bahwa IP 10.179.16.32

melakukan destination atau request ke IP 52.89.48.161 dengan durasi perjalanan

00:00:11.277815 dengan tingkat kecepatan request 272.00 bytes yang membawa

packet data sebanyak 5 dan kecepatan replay dari IP 52.89.48.161 sama yaitu 272.00

bytes dengan bawa paket data 4. Dengan rincian analisis ,yaitu :

i,

Ya ¢ BlEfue- s @

No.
68
69
76
i
8
L]
80
81
82

Absolute Time
21:00:41.956967
21:00:42.416789
21:00:52.417318
21:00:32.671868
21:00:52.722566
21:00:52.724675
21:00:33.234221
21:00:33.234222
21:00:33.234782

Source
10.179.16.32:65457
52,80.48,161:443
10.179.16.32:63457
52,89.48,161:443
10.179.16.32:63457
10.179.16.32:65457
52,89.48.161:443
52,80.48.161:443
10.179.16.32:63457

Packets - 10.179.16.32 - 52.89.48.167 - Analysis Project 1

Destination
52.89.48.161:443
10.178.16.32:63457
52.80.48.161:443
10.178.16.32:63457
52.80.48.161:443
52.89.48.161:443
10.179.16.32:63457
10.178.16.32:63457
52.80.48,161:443

Protecol
HTTPS
HTTPS
HTTPS

Size  Decode
55
66
55
85
54
54
66
60
54

Summary

Last Time Sent
2017/02/15 21:00:33
2017/02/13 21:01:24
2017702115 21:01:56
2017/0215 21:0217
2017/02/15 21:02:31
2017/02/15 21:02:43
2017/02/15 21:04:01
2017/02/15 21:0410
2017/02/15 21:04:14
2017/02/15 21:04:23
2017/02/15 21:04:28
2017702115 21:04:34

- e

HTTPS stream, 1 bytes payload data

ACK] Seq=

[TCP Keep-Alive] HTTPS stream, 1 bytes pa...

Encrypted Alert

2. Dilanjutkan dengan domain selanjutnya yaitu su.ff.avast.com ke IP 10.179.16.32

dengan durasi request dan replay selama 00:00:07.439554 dan total kecepatan 974.00
bytes dimana untuk masing-masing kecepatan request dan replay adalah 854.00 bytes

dan 120.00 bytes yang membawa packet data 4 dan 2. Dengan rincian analisis ,yaitu :




P Packets - su.ff.avastcom - 10.179.16.32 - Analysis Project 1 = B

73
e «s Eae- e @

g Na. Absolute Time = Seurce Destination Protecol Size  Decode Summary

] 130 21:01:17.276668 | su ff.avast.com:B0 10.179.16.32:65462 HTTP_APPLICATL... 367 S: HTTP/1.0 200 OK; Content-Type: applica...

; 131 21:01:17.276670 | su.ff.avast.com:B0 10,179.16.32:65462 TCP 60 [FIN, ACK] Seq Ack=27524214...
140 21:01:19.854407 | su ff. :80 10.179.16.32:65462 HTTP_APPLICATI... 367 [Retransmission] 5: HTTP/ 0 OK; Cont
144 21:01:19.990353 | 10.179.16.32:65462 su.ff.avast.com:80 TCP 66 [ACK] Seg= ,
133 21:01:24.671270 | 10.179.16.32:65462 su.ff.avast.com:80 TCP 4 [FIN, ACK] Seq 21433, 0042935...

| 155 21:01:24.716222 | su.ff.avast.com:B80 10,179.16.32:65462 TCP 60 [ACK] Seq= 14341

3. Selanjutnya IP 10.179.16.32 . sebelum menganalisis jika kita lihat IP ini memiliki

6.

beberapa destinasi. Untuk tahap ini request akan ditujukan ke 1P 35.163.182.235
dengan kecepatan request 1.44 B dan replay 300.00B dengan jumlah paket yang

dibawa adalah 13 data. Dengan rincian analisis ,yaitu :

I‘_/"_"\ Packets - 10.179.16.32 - 35.163.182.235 - Analysis Project 1 - B
&N EE RN
No. Absolute Time  Source Destination Protocol Size Decode Summary
il 21:00:39.027823  10.179.16.32:65461 35.163.182.235:443 TCP 54 [FIN, ACK] Seq=0259967925,Ack=20655301...
93 21:00:58.524470 | 10.178.16.32:65461 35.163.182.235:443 HTTPS 51 [Retransmission] Client Hello
9% 21:01:00.464991 | 10.179.16.32:65461 35.163.182.235:443 HTTPS 55 [TCP ZeroWindowProbe] HTTPS stream, 1.
167 21:01:30.460355 | 10.179.16.32:63461 35.163.182.235:443 HTTPS 55 NMindowProbe] HTTPS stream, 1 ...
17 21:01:31.200125 | 35.163.182.235:443 10.179.16.32:63461 TCP 60 39148, L.
191 21:01:41.199959 | 10.179.16.32:65461 35.163.182.235:443 HTTPS 55 n] HTTPS stream, 1 bytes pa...
195 21:01:42.983307 | 35.163.182.235:443 10.179.16.32:63461 TCP 60 K] Seq=2065339148 Ack=02..
200 21:01:47.549527 | 10.178.16.32:65461 35.163.182.235:443 HTTPS 571
201 21:01:51.887442 | 35,163.182.235:443 10.179.16.32:65461 TCP ]
202 21:01:51.887373 | 10.179.16.32:65461 35.163.182.235:443 TCP 54
204 21:01:32.982446 | 10.179.16.32:63461 35.163.182.235:443 HTTPS 55
200 21:01:55.176604 | 35.163.182.235:443 10.179.16.32:63461 TCP 60 v
212 21:01:36.812615 | 35.163.182.235:443 10.179.16.32:63461 TCP 60 [ACK] Seq=

IP 10.179.16.66 ke IP 224.0.0.2 kecepatan akses request adalah 46.00 B dengan 1

paket data yang dibawa . Disini tak terjadi proses replay. Dengan rincian analisis

yaitu :
7N Packets - 10.179.16.66 - 224.0.0.2 - Analysis Project 1 = B
\F @+ +» Blae- 8- @
No. Absolute Time  Source Destination Protocol Size Decode Summary
366 21:02:17.177291 | 10.179.16.66 2240.0.2 IGMP 46 Membership leave group, Version 2

IP 204.79.197.200 ke 10.179.16.32 pada router ini memiliki tingkat kecepatan request
240 B dan 4 paket data yang dibawa. Disini juga tak terjadinya replay. Dengan rincian
analisis ,yaitu :

Packets - 204.79.197.200 - 10.179.16.32 - Analysis Project 1 N

Ja ++ BEwe- %@

No. Absolute Time  Source Destination Protocol Size Decode Summary
158 21:01:26.331310  204.79.197.200:443 10.179.16.32:65463 TCP 60
165 21:01:30.207538 | 204.79.197.200:443 10.179.16.32:63467 TCP 60
389 21:02:30.279378 | 204.79.197.200:443 10.179.16.32:63466 TCP 60
301 21:02:31.514138 | 204.79.197.200:443 10.179.16.32:65464 TCP B0

IP 10.179.16.32 ke IP detecportal.firefox kecepatan akses request 1.41 KB dan
replay 5.20 KB dengan masing-masing 10 dan 15 paket data. Dengan rincian analisis

yaitu :



Y
Mo.
112
114
115
7
118
122
127
133
134
142
154
179
232
348
351
353
355
356
358
359
360
361
362
363
41

:aEﬁEﬁ'ﬁ'uﬂ

Absolute Time  Source
21:01:14.436592 | 10.179.16.32:65474
21:01:14.588777 | detectportalfirefox.com:80
21:01:14.589069 | 10.179.16.32:65474
21:01:14.592287 | 10.179.16.32:65474
21:01:15.092460 | 10.179.16.32:65474
21:01:15.659374 | detectportal firefox.com:80
21:01:15.964181 | detectportal firefox.com:80
21:01:17.276672 | detectportal.firefox.com:80
21:01:17.276673 | detectportalfirefox.com:80
21:01:19.856181 | detectportal firefox.com:80
21:01:24.681956 | detectportalfirefox.com:B0
21:01:38.209923 | detectportal.firefox.com:80
21:02:01.721530 | detectportalfirefox.com:80
21:02:15.144403 | 10.178.16.32:65477
21:02:15.613584 | detectportal.firefox.com:80
21:02:15.613899 | 10.179.16.32:65477
21:02:15.616828 | 10.179.16.32:65477
21:02:15.751401  detectportal.firefox.com:80
21:02:16.078092 | detectportal.firefox.com:80
21:02:16.078094 | detectportal firefox.com:80
21:02:16.080833 | 10.178.16.32:65477
21:02:16.085337 | 10.179.16.32:65477
21:02:16.085370 | 10.179.16.32:65477
21:02:16.141482 | detectportalfirefox.com:80
21:02:48.914593 | detectportal firefox.com:80

Packets - 10.179.16.32 - detectportal.firefox.com - Analysis Project 1

Destination

detectportal firefox.com:20
10.179.16.32:65474
detectportal firefox.com:80
detectportal firefox.com:30
detectportal firefox.com:20
10.179.16.32:65474
10.179.16.32:65474
10.179.16.32:65474
10.179.16.32:65474
10.179.16.32:65474
10.179.16.32:65474
10.179.16.32:65474
10.179.16.32:65474
detectportal firefox.com:80
10.179.16.32:63477
detectportal firefox.com:20
detectportal firefox.com:20
10.179.16.32:65477
10.179.16.32:65477
10.179.16.32:65477
detectportal firefox.com:80
detectportal firefox.com:80
detectportal firefox.com:20
10.179.16.32:65477
10.179.16.32:65474

Protocol
TCcp

TCcp

TCP
HTTP_GET
HTTP_GET
TCP

TCP
HTTP_TEXT
TCcp
HTTP_TEX
HTTP_TEX
HTTP_TEX
HTTP_TEX
TCP

TCP

TCcp
HTTP_GET
TCP
HTTP_TEXT
TCcp

TCP

TCP

TCcp

Ccp
HTTP_TEXT

sy e )

Size Decode

66
66
54
346
346
60
66
690
60
690
690
690
690
66
66

54
346
60

&

ERESE A A

@
o
=

]

Summary

C: GET fsuccess.bt HTTP/1.1
on] C: GET /-

[Retransmi
[ACK] Seq
[Dup ACK]
S: HTTP/1.0 200 OK: Content-Type: text/pla...
[FIN, ACK] Seq=
[Retrans

[Retransmi
[Retrans
[Retrans

C: GET fsuccess.bet HTTP/1.1
[ACK] Seq=3053870799, Ack=0152970292,L...
. OK: Content-Type: text/pla.

052871435 ~

[Retrans

7. 1P 10. 179.16.32 ke IP su.ff.avast.com dengan durasi 00:00:55.340262 dengan total

kecepatan 5.91 KB dan total paket yang dibawa adalah 13. Dengan rincian analisis

yaitu :

r@ e

510
51
512
513
514
515
516
518

« & ||[EE|E| & - % - | B

Absolute Time  Source

21:03:06.267084 10.179.16.32:65478
21:03:06.286240 | su.ff.avast.com:20
21:03:06.286336  10.179.16.32:65478
21:03:06.286572 | 10.179.16.32:65478
21:03:06.311312 | su.ff.avast.com:20
21:04:01.385237 | su.ff.avast.com:20
21:04:01.385241 | su.ff.avast.com:80
21:04:01.385242 | suff.avast.com:20
21:04:01.385244 | su.ff.avast.com:20
21:04:01.385250 | su.ff.avast.com:80
21:04:01.385547 | 10.179.16.32:65478
21:04:01.386041 | 10.179.16.32:65478
21:04:01.607346 | su.ff.avast.com:80

Packets - 10.179.16.32 - su.ff.avast.com - Analysis Project 1

Destination

su.ff.avast.com:80
10.179.16.32:65478
su.ff.
su.ff.avast.com:80
10.179.16.32:65478
10.179.16.32:65478
10.179.16.32:65478
10.179.16.32:65478
10.179.16.32:65478
10.179.16.32:65478
su.ff.
su.ff. com:80
10.179.16.32:65478

com:80

com:80

Protocol
Tcp
TCP
TCP

HTTP_APPLICATI...

TCP

HTTP_APPLICATL...

Size Decode

66
66

54
344
60
1,514
176
1,514
1,514
577

60

S ]

Summary

8. 1P 10.179.16.25 ke IP 10.179.16.225 dengan durasi request 276.00 B yang membawa
3 paket dengan tidak adanya replay. Dengan rincian analisis ,yaitu :

@ o

No.
565
592
593

+ 4 |[E]efea] e - - &

Absolute Time  Source
21:04:08.916816  10.179.16.23:137
21:04:10.248824 | 10.179.16.25:137
21:04:10.553417 | 10.179.16.25:137

Packets - 10.179.16.25 - 10.179.16.255 - Analysis Project 1

Destination

10.179.16.255:137
10.179.16.255:137
10.179.16.255:137

Protocel

Size Decode

92
92
92

Summary

9. 1P 10.179.16.25 ke IP 224.00.252 dengan durasi 00:02:59.512246 dan kecetepaan
request 247.00 B yang membawa 4 paket data. Dengan rincian analisis ,yaitu :

Y G-
No.
19
562
563
678

10. IP 10.179.16.32 ke IP rtax.critte.com dengan durasi 00:00:08.400593 dengan

o [|[B]E | - % - |E

Absolute Time  Source
21:01:15.476236  10.179.16.25
21:04:08.281664 | 10.179.16.25:55963
21:04:08.881665 | 10.179.16.25:55963
21:04:14.988482 | 10.179.16.25:55570

Packets - 10.179.16.25 - 224.0.0.252 - Analysis Project 1

Destination
224.0.0.252
224.0.0.252:5355
224.0.0.252:5355
224,0.0.252:5355

Protocol
IGMP
LLMNR
LLMNR
LLMNR

Size
46
67
67
67

Decode

Summary

Membership report, Version 2
Len=33;Checksum=0x...
Len=33;Checksum=0x...
Len=33;Checksum=0x...

kecepatan request 3.72 KB dan replay 3.84 KB dan jumlah paket masing-masing 14

dan 11. Dengan rincian analisis ,yaitu :



9% . BB - 3

Packets - 10.179.16.32 - rtax.criteo.com - Analysis Project 1

Mo. Absolute Time  Source Destination Protocol Size Decode Summary

676 21:04:14.951945  10.179.16.32:65485 rtax.criteo.com:80 TCP 66 [S¥N] Seq=1087677513,Ack=0000000000,L...
621 21:04:15.210845 | 10.179.16.32:65487 rtax.criteo.com:20 TCP 66 [S¥N] Se 0000000000,
706 21:04:15.356068 | rtax.criteo.com:80 10.178.16.32:65485 TCP 66 SYN, ACK] S

713 21:04:15.357213 | 10.179.16.32:65485 rtax.criteo.com:80 TCP 54 [ACK] Seq ), Ack: ,
Nt 21:04:15.389336  10.179.16.32:65485 rtax.criteo.com: 80 HTTP_GET 1,514 C: GET /delivery/rta/rta.s?netld=3963&coo...
79 21:04:15.389565 | 10.179.16.32:65485 rtax.criteo.com:80 HTTP_GET 1.514 C: HTTP packet, 1460 bytes payload data
720 21:04:15.389382  10.179.16.32:65485 rtax.criteo.com:80 HTTP_GET 162 C: HTTP packet, 108 bytes payload data

723 21:04:15.464163 | rtax.criteo.com:30 10.179.16.32:65487 TCP 66 [S¥N, ACK] Seq=203 93, A 891126...
724 21:04:15.464451 | 10.179.16.32:65487 rtax.criteo.com:80 TCP 54 [ACK] Seq=1891126439

734 21:04:15.899901 | rtax.criteo.com:830 10.179.16.32:65485 TCP 60 [ACK] - Sex

755 21:04:15.899902  rtax.criteo.com:80 10.179.16.32:65485 TCP 60 [ACK] Ses

756 21:04:15.899903 | rtax.criteo.com:80 10.176.16.32:65485 TCP 60 [ACK] Se: 3 L
TI6 21:04:16.017325 | rtax.criteo.com:80 10.179.16.32:65485 HTTP_TEXT 1,514 S HTTP/1.0 OK; Content-Type: text/jav..,
T 21:04:16.017327 | rtax.criteo.com:80 10.179.16.32:65485 HTTP_TEXT 1,514 5: HTTP packet, 1460 bytes payload data
T8 21:04:16.017329 | rtax.criteo.com:80 10.178.16.32:65485 HTTP_TEXT 41

783 21:0416.017864 | 10.179.16.32:65435 rtax.criteo.com:30 TCP 34

825 21:04:16.305597 | 10.179.16.32:65485 rtax.criteo.com:80 TCP 54

826 21:04:16.310459 | 10.179.16.32:65485 rtax.criteo.com: 80 TCP 54

827 21:04:16.310479 | 10.179.16.32:65485 rtax.criteo.com: 80 TCP 54

902 21:04:16.611375  rtax.criteo.com:80 10.179.16.32:65485 TCP 60
1198 21:04:21.405437 | 10.179.16.32:65487 rtax.criteo.com: 80 TCP 54
1223 21:04:22.216585 | 10.179.16.32:65487 rtax.criteo.com: 80 TCP 54
1300 21:04:23.144526  rtax.criteo.com:30 10.179.16.32:65487 TCP 60
1316 21:04:23.144992 | 10.179.16.32:65487 rtax.criteo.com:80 TCP 54
1330 21:04:23.352538 | rtax.criten.com:80 10.178.16.32:65487 TCP 66

ANALISIS IP CONVERTATION PADA COLASOFT CAPSA 9

£ Select Matrix ~ Ay~ 55

]
L]

35.163.182.235(1
rtax.critec.com(1

optimize.innity.com(1)
=2 s.cappier.net(1)

Top100 MAC Conversation st inpity ki)

u ff.avast.com(1) .
su.ff.avast.com(1)

cbing.com(1)

iwS5cnet(1)

prod.appnexus.map.fastly.net{1)

VL. avast.com|1]

bs.serving-sys.com(1)

Top100 MAC Node

=

Top100 IPv4 Conversation

Top100 IPv4 Node

User Hidden Nodes (0)

dh.serving-sys.com(1)
pagead..doubleclick.net(1)
as.innity.com(1)
255,255.255.25

static.crite.net(1)
bolt.v.dropbox.com(1)
24937.d.akamaiedge.net(1)

walV /11 [/ T T
777

.\\224.9.0"1[1]

www.gstatic.com(1)
103.241.4.11(1)

ctheecs.cloudfront.net{1)

. gig50.cloudfront.net(1}

ta.suaramerdeka.com(1)
bhoglesyndication.com(1)
10.179.16.32(66)
gleapis.l.google.com(1)
dients.l.google.com(1)
ruwdz. cloudfront.net(1)
m.adnxs.com{1)
ib.adnxs.com(1)
ssl.gstatic.com(1)

Invisible Nodes (0)

224,0,0.253(1)
cat jp.as.criteo.com(1]

224.0.02(3)
translate.googleapis.col
103.241.4.2(1)
ib.sin1.geoadnxs.com
sea-u.openx.net(1)
dart.l.doubleclick.ne

em.g.doubleclick.nei

adr.adplus.co.id(1)

www.google.com(1)

e881.p. r
#3973.d.akamaiedge.
pixjp as.criteo.net(1)
118.98.92.67(1)
pagead-googlehosted.|
239.255.255.250(5)
10.179.16.255(3)
224.0.0.251(5)
cas.jp.as.critea.com(1)
static.eu.critea.net(1)

servedby.openxmarket.asia(1)
qum.criteo.com(1)
sin1-ib.adnys.com(1)

skpiadskomicem(T)
a50.g2.akamai.net(1)
.bidswitch.ret(1) .

Diatas adalah matriks analisis dari domain suaramerdeka.com dengan TOP 100

IPv4 Convertation sebagai acuan analisis. Penganalisisan hanya dilakukan

terhadap 10 IP saja. Berikut hasil analisis yang saya lakukan :

1. IP 255.255.255.255 melakukan proses pengaksesan terhadap 2 IP lain
yaitu 10.179.16.32 dan 10.179.16.1 dengan packet received 35 dan bytes



received 5.97 KB.

......................

nnnnnnnn

w.gstatic.com(1)

1D 141411[1]
ctheecs.cloudfront.net(1)
,gig50. I udfront.net{1}
ita.suaramerdeka.com(1)
oglesyndication, com(1)

translate.googleapis.col
103.241.4.2(1)

ygleapis.l.google.com(1)
dients.l.google.com(1)
ruwdz.cloudfront.ne t1]

2. 1P 224.0.0.2 melakukan proses pengaksesan ke 2 IP yaitu 10.179.16.32
dan IP 10.179.16.66 dengan packet received 3 dan bytes received 138 B
KB.

3. 1P 10.179.16.66 melakukan proses pengaksesan ke 3 IP yaitu 224.0.0.2,
239.255.255.250 dan IP 224.0.0.25 dengan packet sent 13 dan bytes sent
778B.

4. 1P 10.179.16.255melakukan proses pengaksesan ke 3 IP yaitu
10.179.16.32,10.179.16.41 dan IP 10.179.16.25 dengan packet received
39 dan bytes received 4.55KB.

5. IP 0.0.0.0 melakukan proses pengaksesan ke 1 IP yaitu 224.0.0.1 dengan
packet received 4 dan bytes received 184 B.

6. IP 103.241.4.2 melakukan proses pengaksesan ke 1 IP yaitu 10.179.16.32
dengan packet received 106 dan bytes received 8,45 KB.

7. Domain www.gstatic.com melakukan proses pengaksesan ke 1 IP yaitu
10.179.16.32 dengan packet received 12 dan bytes received 1,61 KB .

8. IP 223.0.0.253 melakukan proses pengaksesan ke 1 IP yaitu
10.179.16.103 dengan packet received 3 dan bytes received 138 B.

9. IP 103.241.4.11 melakukan proses pengaksesan ke 1 IP yaitu
10.179.16.32 dengan packet received 76 dan bytes received 6,16 B.

10.1P 118.98.92.67 melakukan proses pengaksesan ke 1 IP yaitu
10.179.16.32 dengan packet received 37 dan bytes received 6,69 KB.



http://www.qstatic.com/

