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TUGAS KOMUNIKASI DATA DAN JARINGAN KOMPUTER

Menganalisa traffic berdasarkan ip confersation dan dibandingkan
dengan matrix pada colasoft capsa

1. MENGAKSES POSMETROPRABU.COM

a- | + & (| SfE &2 - V- B2 -
No. Abselute Time  Source Destination Protocol Size Decode
4340 19:58:27.053543 | 192.168.43.87:61281 103.52.68.10:80 HTTP 66

4341 192.168.43.87:61282 103.52.68.10:80 HTTP 66
4346 192.168.43.87:61284 103.52.68.10:80 HTTP 66
4347 : . 192,168.43.87:61285 103.52,68.10:80 HTTP 66
4642 19:58:28.701955 | 103.52.68.10:30 192.168.43.87:61282 HTTP 66
4643 19:58:28.702195 | 192.168.43.87:61282 103.52,68.10:80 HTTP 4
4644 19:58:28.702743  192.168.43.87:61282 103.52.68.10: HTTP 413
4645 40 | 103.52.68.10:80 X HTTP 66 .
~
Transfer Protocol [54/359]
= GET /wp-content/uploads/2016/02/0-7-2-Hari-Fuisi-Muharmad-de-Futra.ipg HITE/1.1
& winw . 1anggamsp. con
& Mozilla/5.0 (Windows NT 6.3; rvi43.0) Gecko/20100101 Firefox/43.0
& image/png, image/*;q=0.8,%/*;g=0.5
& en-US,en;q=0.5
& gzip, deflate
i http://www.posmetroprabu.com/
P Co keep-alive
v
0000 | 02 57 CO R ZB 57 &7 EF €2 " @.FIE!. E.___
002E &1 20 F 30 0 2D 37 e -

Pada sreenshoot diatas,dapat dilihat bahwa ip 192.168.43.87 yaitu laptop yang sedang
menjalankan Mozilla/5.0 (Windows NT 6.3; rv:43.0) Gecko/20100101 Firefox/43.0
mengakses www.posmetroprabu.com yang memiliki ip 103.52.68.10.

Selang beberapa menit kemudian,user mengakses salah satu halaman yang ada pada
website tersebut,hal ini dapat dilihat dengan domain yang diakses berubah dari yang
sebelumnya menjadi 52.76.229.111 . Screenshot dapat dilihat pada img dibawah :


http://www.posmetroprabu.com/
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No. Absolute Time  Source Destination Protocol Size Decode Summary o
6077 19:58:47.539376  192.168.43.87:61327 52.76.229.111:80 HTTP 66 .0 Seq=3426529158, Ack=0/
6110 19:58:47.693155 | 52.76.228.111:80 192.168.43.87:61327 HTTP Seq=3216385521 42652915
6112 19:58:47.683436  192.168.43.87:61327 52.76.229.111:30 HTTP Seq=3426529159, Ack=3216385522,F= ...
6113 19:58:47.693643  192.168.43.87:61327 52.76.229.111:80 HTTP ‘ C: GET /eyeota_user_sync HTTP/1.1
6159 19:58:47.821693 | 52.76.220.111:80 192.168.43.87:61327 HTTP Seq=3216383322 Ack=3426522464 F= A....L...
6161 19:58:47.822051 | 52.76.229.111:80 192.168.43.87:61327 HTTP S HTTP/1.1 302 Found
6167 19:58:47.881872 | 192.168.43.87:61327 52.76.229.111:80 HTTP Seq=3426320464 Ac
6204 19:38:48.225067 | 192.168.43.87:61331 52.76.229.111:80 HTTP Seq=2253077265,Ack=0000000000, .
~gP Checksum: 00306 [50/2] ~
&P Urgent point: [1]
&P Ho ICF Option
%~ HTTP - Hypertext Transfer Protocol
P HITE Request: GET /eyeota_user_sync ETTE/1.1
~&P Host: sync.adap.tv
51153—.’,;5:1; Mozilla/5.0 (Windows NT §.3; rv:43.0) Gecko/20100101 Firefox/43.0
image/png, image/*;q=0.8,*/*;q=0.5
t-Language: en-US,en;g=0.5
&P Accept-Encoding: gzip, deflate
http://wwi.posmetroprabu. com/
keep-alive v

9E OC 40 FO 2F 43 48 21 08 00 45 00 01 53 71 SE 40 00 80 06 B2 85 CO A8 2B 57 34 4C E5 &F EF 8F 00 50 CC 3C AF 87 BF B& 25 F2 /IR .E..¥q @....... +H4L.o. LBl
03 D& 00 00 47 45 54 20 2F &5 75 &5 &F 74 &L 5F 75 73 €5 72 SF 73 79 6E &3 20 48 54 54 50 ZF 31 ZE 31 0D OA 48 &F 73 74 33 20 .GET /eyecta user sync HITE/1.1..Hest:
00SC | 73 79 6E €3 2E €1 64 €1 70 2E 74 76 0D OR 55 73 65 72 2D 41 €7 €5 EE 74 3A 20 4D £F 7A €9 &C 6C 61 2F 35 2E 30 20 28 57 €9 6E &4 €F 77 7% | syne_adep.tv. User-Agent: Mozilla/5.0 (Windows
008A | 20 4E S4 20 3§ 3T 3% 3B 20 72 76 3A 34 33 22 30 29 20 47 &5 €3 €B EF IF 32 30 31 30 30 31 I0 31 20 4§ £3 T2 &5 €5 &F 72 2F 34 3% 2E 30 0D NT §.3; rvi43.0) Gecko/20100101 Firefowx/43.0.
00B& | OR 41 &3 &3 €5 70 74 3A I0 &3 &D &1 &7 &5 IF 70 GZ &7 IC &5 €D €1 &7 &5 ZF ZA 3B 71 3D 30 2E 38 2C A IF ZR 3B 71 3D 30 ZE 35 OD OA 41 &3 | .Accept: image/png,image/*;g=0.8,*/*;g=0.5..kc
00E& | €3 €5 70 74 2D 4C &1 €E €7 75 &1 &7 65 32 20 65 6% 2D 55 53 2C 65 EE 3B 71 3D 30 2E 35 OD 0OA 41 63 €3 65 70 74 2D 45 € 63 EF £4 €3 6E &7 | cept-Language: en-US,en;g=0.5. . Rccept—Znceding
0114 | 32 20 &7 7A €3 70 2C 20 €4 65 €5 &C 61 74 €5 0D OR 52 65 &6 €5 72 &5 72 3A 20 €8 74 74 70 3A 2F 2F 77 77 77 2E 70 &F 73 €D 65 74 72 &F 70 | : gzmip, deflate..Referex: http://wwW. posmetrop
014z | 72 €1 &2 75 ZE €3 &F D IF OD OA 43 &F GZ &E &5 &3 74 €3 &F 6E 3A 20 B €5 €5 70 2D 61 &C &3 76 &5 0D OA 0D OR rabu.com/..Connection: keep-alive....

2. Facebook.com

Absolute Time  Source Destination Protocol Size Decode Summary
19:57:54.280760 | 192.168.43.87:61253 31.13.78.42:443 HTTPS 66 Seq=1284402346,,
19:57:54.540001 | 192.168.43.87:61255 31.13.78.42:443 HTTPS 66 Seq=1279129820,,
19:57:54.573523 | 31.13.78.42:443 192.168.43.87:61253 HTTPS 66 Seq=2388625468,,
19:57:54.573680 | 192.168.43.87:61253 31.13.78.42:443 HTTPS 54 Seq=1284402347,
19:57:54.574153  192.168.43.87:61253 31.13.78.42:443 HTTPS 244 Seq=1284402347,
19:57:54.748119 | 31.13.78.42.443 192.168.43.87:61255 HTTPS 66 Seq=2263582517,

18:57:54.748213 | 192.168.43.87:61255 31.13.78.42:443 HTTPS 54 Seq=1279129821,,
v

1MLET.64 TETNET | 107 160 A2 0T.61168 2113 70 47,442 uTTRC € 17701700071
<

=~ Packet Info:

[ Packet Number: 1,313

.28 Packet Length: 244

2P Captured Length: 244

{% Timestamp: 2017/02/15 19:57:54.574153
- Ethernet Type II [0/14]
! stination Address: 02:08:22:86:9E:0C [0/6]

Source Rddress: 4N:FN:2F:49:4R221 [6/61

os 2z SE 00 00 E& 4D 52 40 213
EF 45 BE 01 01 07 35 00 00 03 01
BL &4 BO 3C FE B3 C3 Iz EB
co 00 33 00 2ZF 00 35 01
ag ZE &3 &F 8D FF 01 ag
[ul] z 00 00 00 10 00 17 0z
31 01 00 00 00 00 1s
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Perangkat yang memiliki ip 192.168.43.87 yaitu laptop yang sedang menjalankan
Mozilla/5.0 (Windows NT 6.3; rv:43.0) Gecko/20100101 Firefox/43.0 mengakses
web.facebook.com yang memiliki ip 31.13.78.42.

Setelah mengakses halaman facebook,user menerima pesan yang masuk ke
messenger,messenger ini merupakan bagian dari facebook sendiri yang berfungsi
untuk menyimpan obrolan. Dapat terlihat pada kolom 1406,source dengan ip
31.13.78.42 yaitu facebook.com mengirim sesuatu ke ip 192.168.43.87 yaitu pemakai.

MRS @ G- Ee-
No. Absolute Time  Source Destination Protocol Size  Decode Summary ~
1366 19:57:54.748213 | 192.168.43.87:61235 31127242443 HTTPS 34 40
1374 19:57:54.757062 | 192.168.43.87:61255 31.13.78.42:443 HTTPS 244 | 230
1403 19:57:54.850040 ' 31.13.78.42:443 192.168.43.87:61253 HTTPS 54 40
1404 19:57:54.857739 | 31.13.78.42:443 192.168.43.87:61253 HTTPS 1454 1440
1405 1 54.857807 | 192.168.42.87:61253 31.12.72.42:443 HTTPS 66 | 52 2344 & 23469,
1406 19:57:54.863792  31.13.78.42:443 192.168.43.87:61253 HTTPS 1,454 1440 1388625469, Ack= 1284402537,
1407 19:57:54.864005 | 192.168.43.87:61253 31.13.78.42:443 HTTPS 54 40
1408 19:57:54.865614 | 31.13.78.42:443 192.168.43.87:61253 HTTPS 742 | 728

" Packet Info: ~
1,406

1,454

1,454

2017/02/15 19:57:54.863792

107141

¥~ IP - Internet Protocol

0000 0000

01Cz |13 06 07 Zi 56 45 CZ 3D 0Z DL 06 08 2% 56 45 CZ 3D 03 01 07 03 42 00 04 A0 FL &C XF A7 35 &5 &2 58 13 56 OZ 15 15 B4 A7 45 EF 18 €7 5
01ZF | 85 3C 2B 04 D4 ©5 8A 31 3L 22 EA A3 92 ED 64 SD BA ©5 81 E3 BE 12 76 D2 B3 0B 45 FL FF 0A 28 14 9C 4F DC 73 AS B3 4% 2D AQ 76 D3 A3 82
021C | 05 4R 30 B2 03 46 30 LT 06 03 55 1D 23 04 15 30 18 50 14 51 66 FF 90 XF 0Z 07 75 3C CC D3 &5 &4 62 A2 12 B& 53 72 3B 30 1D 06 03 55 1D
0249 | 0E 04 15 04 14 CB 98 28 8C AL 72 E7 22 32 A% A 30 F2 0D AL 81 56 A1 LA 8B 30 81 C7 06 03 $5 LD 11 04 81 BF 30 81 BC 82 OE 2A 2E &% 61
0276 | 63 65 62 & GF 6B 2E &3 GF 6D 82 OF 2 25 &6 G 63 65 62 6T GF 6B 2E GZ 65 74 82 08 2 25 &6 G2 25 63 6F &D B2 0B 2A IZ 66 62 63 44 6% .
0223 | 2E SE €5 74 82 0B 2A ZE 66 62 73 62 78 2% €3 €F 6D 82 10 ZA 2E SD 2E €6 6L §3 5 62 GF GF 6B ZE 63 SF 6D 82 OF 2A 2E €D €5 73 73 €5 GE | .net..*.fhsbx.com.
02D0 | &7 &5 72 ZZ 63 6F &D B2 O 2R 2E 78 78 25 &6 G2 63 64 6% ZZ G 65 74 B2 O 2R 2E 78 73 25 &6 G2 63 64 % ZE G5 &5 74 B2 O 2R 25 78 7A | ger.com._*.sxx.fbcdn.net._+ xy.Zbcdn.net. +.xz
02FD | 2E 66 62 €3 64 SE 2E 6E 65 74 82 OC 66 Sl §3 €5 62 SF F 6B 2E ©3 F €D 82 06 65 62 2E ©3 F €D 82 0D 6D €5 73 73 5 €E &7 65 72 2E €3 | .fbod facen: fo.com.

0323 | 6F 6D 30 OZ 06 03 35 LD OF 01 01 5T 04 04 03 02 07 50 30 1D 0& 03 55 LD 25 04 16 30 14 06 03 ZB 06 0L 05 05 07 03 01 0& 08 25 06 01 05 o

0357 | 05 07 03 02 30 75 0% 03 55 1D 1F 04 G 30 C 30 34 A0 32 A0 30 86 2E €8 74 74 70 3A 2F 2F 3 72 6C 33 2E €4 69 ©7 €9 €3 65 72 74 2E 63 | ....0u..U...n0104.2.0..htT
0384 | 67 6D 2F 73 68 61 32 2D 68 61 2D 73 65 72 76 &5 72 2D &7 35 I 63 72 &C 30 34 AD 32 A0 30 86 2% 68 74 74 70 3 IF 2F 63 72 6C 34 2% 64 | om/sha2-ha-server—gS.crl04 2.0 hty
03B1 | 69 7 €9 €3 65 72 74 2E 63 ©F €D 2F 73 ©8 €1 32 2D ©8 €1 2D 73 5 72 76 65 72 2D &7 35 2E €3 72 6C 30 4C 06 03 55 1D 20 04 45 30 43 30 | igicert.com/sha2-ha-server-gs.crloL
03DE | 37 06 05 &0 55 45 01 86 FD &C 01 0L 30 2A 30 23 06 05 2B 0& OL 05 05 07 0Z 01 16 LC 68 74 74 70 73 3A 2F ZF 77 77 77 ZZ 64 63 &7 43 &3 _htips
040B | 65 72 74 ZE 63 SF €D ZF 43 50 $3 30 08 06 0% €7 8L 0C 01 02 0Z 30 81 83 06 08 2B 0§ OL 05 05 07 OL 01 04 77 30 75 30 24 06 08 2B 0% 0L
0435 | 05 05 07 30 0L 56 15 &2 74 74 70 3 2F 2F &F &3 73 70 2T G4 63 67 &3 63 65 72 74 ZZ 63 6F 4D 30 4D 06 03 ZB 06 01 05 05 07 30 02 &6 4L | ...0
0465 | 68 78 74 70 3 2F 2F €3 6L 3 €5 72 74 73 ZE €4 69 §7 €9 €3 65 72 74 ZE 63 SF €D ZF &4 ©9 €7 €9 43 ©5 72 74 53 48 41 32 48 69 §7 €3 41

.0 ..
http://ocsp.digicers. comOM.
zs.a cam/] v

Absolute Time = Source Destination Protocol Size Decode Summary
19:57:50.815666 | 192.168.43.87:61214 74.125.130.191:443 HTTPS 66 | Nurn=427 Length=66 Seq=2430019241,
19:57:30.815870 | 192.168.43.87:61215 74.125.130.191:443 HTTPS B0 | Num=428 Length=66 Seq=1331330331,
19:57:51.072350 | 192.168.43.87:61220 74.125.130.191:443 HTTPS 66 | Num=509 Length=66

19:57:51.072736 | 192.168.43.87:61221 74.125.130.191:443 HTTPS 66 | Num=510 Length=66 S

19:37:51.628652 | 74.125.130.191:443 192,168.43.87:61214 HTTPS 66 | Mum=619 Length=66 Seq=0822302557,
19:57:51.628882 | 192.168.43.87:61214 74.125.130.191:443 HTTPS 54 | Num=620 Length=54

19:57:51.629373 | 192.168.43.87:61214 74.125.130.191:443 HTTPS 243 | Mum=621 Length=243 | Seq=2430019242,

10.57.54 A21&NT | 74 175 190 101,442 107 140 42 0TA1ME uTTNne &8 | Klen 877 1 bl BE 1 | Cemo 7330507100

<

=¥ Packet Info:
l% Packet HNumber: 621
243
243
2017/02/15 19:57:51.629373

02:08:22:86:9E:0C
AN:FN:2F:49:4R:21

E5 64 4D

c4 46 00

6B SC C2

00 2F 00
FF 01 - - -
00 17 __hZ_spdy/3_
00 00
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Perangkat yang memiliki ip 192.168.43.87 yaitu laptop yang sedang menjalankan
Mozilla/5.0 (Windows NT 6.3; rv:43.0) Gecko/20100101 Firefox/43.0
www.blogger.com yang memiliki ip 74.125.130.191.

Jika beberapa data ip conversation diatas dibandingkan dengan matrix,data yang
diperoleh dari ip source ke destination sama saja,hanya tampilan pada matrix yang
membuatnya beda,tampilan pada matrix membuat lebih mudah dimengerti. Dengan
Tampilan pada matrix dapat dilihat seperti ini :

V7 NI | 3 Analysis Project 1 - Full Analysis - Colasoft Capsa 7 Free
==/ | Analysis system Tools View
2 E == [a=} ]|
=0 LF D il :Kﬂ ) ! Vé: s
File | Filter | Start General Network Name Alarm || Analysis Packet Displa
Gr e Settings | Object  Buffer
Replay Ne aly
Node Explorer x Dashhboard | Summary | Diagnosis | Protocol | Physical En
=N 4 Select Matrix ~ | My~ & 2~
A& Full Analysis H % Top100 IPv4 Node(Full Analysis)

“If" Protacol Explorer (1)
T Physical Explorer (3]
53 1P Explorer (3)

Top100 IPv4 Node

User Hidden nodes(0)

205.180.87.169(1)

Invisible Nodes (0)

IP source terletak disebelah kiri paling tengah,dengan tampilan matrix ini,kita tidak
hanya dapat melihat traffic yang sedang berjalan pada jaringan yang sedang
dipakai,tetapi juga bisa disimpulkan bahwa satu ip,dapat mengakses banyak
destination dengan ip yang berbeda-beda.


http://www.blogger.com/

