ANALISIS KOMUNIKASI DATA DAN  JARINGAN KOMPUTER MENGGUNAKAN TOOL 
COLASOFT CAPSA 9


[image: D:\Locker\Rizky\UNSRI\Data\LOGO UNIVERSITAS SRIWIJAYA.png]


Disusun Oleh:
Ikhda Uswatun Khasanah     (09031281520096)

Mata Kuliah	: 	Komunikasi Data dan Jaringan Komputer
Dosen Pengampuh	:	Deris Stiawan, M.T., Ph.D.


SISTEM INFORMASI
FAKULTAS ILMU KOMPUTER
UNIVERSITAS SRIWIJAYA
2017
ANALISIS IP CONVERTATION PADA COLASOFT CAPSA 9
[image: ]
Pada pembahasan ini , saya akan melakukan analisis terhadap domain suaramereka.com dengan menggunakan colasoft capsa 9. 
Gambar di atas adalah sebagian gambar dari hasil pengoperasian analisis dengan colasoft dimana hasil pada IP convertation diperoleh sebanyak 84 IP. Disini , saya hanya akan melakukan analisis terhadap 10 IP saya sebagaimana yang terlihat pada gambar diatas. 
Adapun  ruang lingkup analisis yang saya lakukan itu hanya pada IP Convertation dan Matriks saja. Berikut adalah hasil analisis saya di IP Convertation :
1. Hasil analisis pada colasoft bagian IP Convertation diketahui bahwa IP 10.179.16.32 melakukan destination atau request ke IP  52.89.48.161  dengan durasi perjalanan 00:00:11.277815 dengan tingkat kecepatan request 272.00 bytes yang membawa packet data sebanyak 5 dan kecepatan replay dari IP 52.89.48.161 sama yaitu 272.00 bytes dengan bawa paket data 4. Dengan rincian analisis ,yaitu :
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2. Dilanjutkan dengan domain selanjutnya yaitu su.ff.avast.com ke IP 10.179.16.32 dengan durasi request dan replay selama 00:00:07.439554 dan total kecepatan 974.00 bytes dimana untuk masing-masing kecepatan request dan replay adalah 854.00 bytes dan 120.00 bytes yang membawa packet data 4 dan 2. Dengan rincian analisis ,yaitu :
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3. Selanjutnya IP 10.179.16.32 . sebelum menganalisis jika kita lihat IP ini memiliki beberapa destinasi. Untuk tahap ini request akan ditujukan ke IP 35.163.182.235 dengan kecepatan request 1.44 B dan replay 300.00B dengan jumlah paket yang dibawa adalah 13 data. Dengan rincian analisis ,yaitu :
[image: ]
4. IP 10.179.16.66 ke IP 224.0.0.2 kecepatan akses request adalah 46.00 B dengan 1 paket data yang dibawa . Disini tak terjadi proses replay. Dengan rincian analisis ,yaitu :
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5. IP 204.79.197.200 ke 10.179.16.32 pada router ini memiliki tingkat kecepatan request 240 B dan 4 paket data yang dibawa. Disini juga tak terjadinya replay. Dengan rincian analisis ,yaitu :
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6. IP 10.179.16.32 ke IP detecportal.firefox kecepatan akses request 1.41 KB dan replay 5.20 KB dengan masing-masing 10 dan 15 paket data. Dengan rincian analisis ,yaitu :
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7. IP 10. 179.16.32 ke IP su.ff.avast.com dengan durasi 00:00:55.340262 dengan total kecepatan 5.91 KB dan total paket yang dibawa adalah 13. Dengan rincian analisis ,yaitu :[image: ]
8. IP 10.179.16.25 ke IP 10.179.16.225 dengan durasi request 276.00 B yang membawa 3 paket dengan tidak adanya replay. Dengan rincian analisis ,yaitu :[image: ]
9.  IP 10.179.16.25 ke IP 224.00.252 dengan durasi 00:02:59.512246 dan kecetepaan request 247.oo B yang membawa 4 paket data. Dengan rincian analisis ,yaitu :[image: ]
10. IP 10.179.16.32 ke IP rtax.critte.com dengan durasi 00:00:08.400593 dengan kecepatan request 3.72 KB dan replay 3.84 KB dan jumlah paket masing-masing 14 dan 11. Dengan rincian analisis ,yaitu :[image: ]  
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Diatas adalah matriks analisis dari domain suaramerdeka.com dengan TOP 100 IPv4 Convertation sebagai acuan analisis. Penganalisisan hanya dilakukan terhadap 10 IP saja. Berikut hasil analisis yang saya lakukan :
1. IP 255.255.255.255 melakukan proses pengaksesan terhadap 2 IP lain yaitu 10.179.16.32 dan 10.179.16.1 dengan packet received 35 dan bytes received 5.97 KB.  [image: ]
2. IP 224.0.0.2 melakukan proses pengaksesan ke 2 IP yaitu 10.179.16.32 dan IP 10.179.16.66 dengan packet received 3 dan bytes received 138 B KB.
3. IP 10.179.16.66 melakukan proses pengaksesan ke 3 IP yaitu 224.0.0.2, 239.255.255.250 dan IP 224.0.0.25 dengan packet sent 13 dan bytes sent 778B.
4. IP 10.179.16.255melakukan proses pengaksesan ke 3 IP yaitu 10.179.16.32, 10.179.16.41 dan IP 10.179.16.25 dengan packet received 39 dan bytes received 4.55KB.
5. IP 0.0.0.0 melakukan proses pengaksesan ke 1 IP yaitu 224.0.0.1 dengan packet received 4 dan bytes received 184 B.
6. IP 103.241.4.2 melakukan proses pengaksesan ke 1 IP yaitu 10.179.16.32 dengan packet received 106 dan bytes received 8,45 KB.
7. Domain www.qstatic.com melakukan proses pengaksesan ke 1 IP yaitu 10.179.16.32 dengan packet received 12 dan bytes received 1,61 KB .
8. IP 223.0.0.253 melakukan proses pengaksesan ke 1 IP yaitu 10.179.16.103 dengan packet received 3 dan bytes received 138 B.
9. IP 103.241.4.11 melakukan proses pengaksesan ke 1 IP yaitu 10.179.16.32 dengan packet received 76 dan bytes received 6,16 B.
10. IP 118.98.92.67 melakukan proses pengaksesan ke 1 IP yaitu 10.179.16.32 dengan packet received 37 dan bytes received 6,69 KB.
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112 210114436592 | 10.179.16.3265474 detectportal firefox.com:80 cp 66 [SYN] Seq=3991988854, Ack=0000000000,L.
14 detectportal firefox.com@0 10.170.16.3265474 Tcp 6 [SYN, ACK] Seq=0055802607, Ack=399198¢.
115 10.170.16.3265474 detectportal firefox.com:80 Tcp s [ACK] Seq=3991988855, Ack=0055802608,L.
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122 detectportal fircfox.com:80 10.170.16.3265474 Tcp ) [ACK] Seq=0055802608, Ack=3991989147.L.
127 detectportal firefox.com@0 10.170.16.32:65474 Tcp 6 [Dup ACK] [ACK] Seq=0055802608, Ack=39,
133 detectportal firefox.com80 10.170.16.3265474 HTTP_TEXT 690 ' HTTP/1.0 200 OK; Content-Type: text/pla.
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2 detectportal firefox.com80 10.170.16.32:65474 HTTP_TEXT 690 [Retransmission] 5: HTTP/1.0 200 OK; Cont.
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355 210215616628  10.179.1632:65477 detectportal firefox.com80 HTTP_GET 34 C: GET /success.bt HTTP/1.1
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362 210216085370 10.179.1632:65477 detectportal firefox.com80 Tcp 4 [RST, ACK] Seq=0152970293,A¢

363 210216141482  detectportal firefox.com0 10.170.16.32:65477 Tcp ) [ACK] Seq=3053871436 AcH

an 21:02:48.914593 | detectportalfirefox.com:2 10.170.16.32:65474 HTTP_TEXT 590 [Retransmission] 5: HTTP/1.0 200 OK; Cont.




image9.png
Absolute Time

suff.avast.com0

10.170.16.32:65478

Tcp.

34119480, Ack=0320622.

21:03:06.286336

10.179.16.3265478

suff.avast.com0

Tce

[ACK] Seq=0320622926 Ack=0434119431,L.

21:03:06.286572

10.170.16.32:65478

suff.avast.com@0

HTTP_APPLICATI

C: GET /R/A24KIDIaZmUAZ)VhOTEOZTQAY.

21:03:06311312

suffavast.com0

10.170.16.32:65478

Tce

[ACK] Seq=0434119481, Ack=0320623216,L.

21:0401.385237

suff.avast.com@0

10.170.16.3265478

HTTP_APPLICATI

5 HITP/10200 OK: Content-Type: applica

21:0401.385241

suff.avast.com@0

10.170.16.32:65478

HTTP_APPLICATI

S: HTTP packet, 122 bytes payload data

suff.avast.com0

10.170.16.32:65478

HTTP_APPLICATI,

S: HTTP packet, 1460 bytes payload data

513 suff.avast.com80 10.179.16.32:6478 HTTP_APPLICATI 1514 S: HTTP packet, 1460 bytes payload data
54| 210401385250 | suff.avast.comD 10.179.16.32:65478 HTTP_APPLICAT! 77 5: HTTP packet, 523 bytes payload data
515 210401385547 | 10.179.16.32:65478 suffavast.com8D e ] TACK] Seq=0320623216 Ack=

516 21:0401386041 | 10.179.16.32:65478 suffavast.com80 T s [FIN, ACK] Seq=0320623216,Ad

518 210401607346 | suff.avast.comD 10.179.16.32:65478 T E) TACK] Seq=0434124507 Ack=0320623217,.





image10.png
« v Blawe-v-3
Absolute Time
210408316816

21:0410.248824
21:0410.553417

Source.
10.170.1625:137
10.170.1625:137
10.170.1625:137

Destination
10.170.16.255:137
10.170.16.255:137
10.170.16.255:137

Protocol
NENS
NBNS
NBNS

Summary

CiNAME=ACER"PC <205
C: NAME=ACER-PC <20>
C: NAME=ACER-PC <20>




image11.png
21:0408.881664 | 10.179.16.25:55963 224002525355
21:0408.881665 | 10.179.16.25:55063 224002525355
414968482 | 10.179,16.25:55570 224002525355





image12.png
IR EEERE S

No. Absolute Time ' Source

681 210415210845 | 10.179.16.3265487
06 taxcriteo.com:20
73 10.170.16.32:65485
718 10.170.16.32:65485
719 10.170.16.32:65485
70 10.170.16.32:65485
) rtaxcriteo.com:20
724 10.170.16.32:65487
754 rtaxcriteo.com:20
755 rtaxcriteo.com:20
756 rtaxcriteo.com:20
75 rtaxcriteo.com:20
m rtaxcriteo.com:20
8 rtaxcriteo.com:20
73 10.170.16.32:65485
25 X 10.170.16.32:65485
26 116310459 10.179.16.32:65485
827 210416310479 10.179.1632:65485
%02 taxcriteo.com:20
1198 10.170.16.32:65487
1223 10.170.16.32:65487
1300 taxcriteo.com:20

1316 21:0423.144992 | 10.179.1632:65487
423352538 | rtaxcriteo.com:20

Destination

taxcriteo.com:20
10.170.16.32:65485
rtaxcriteo.com:20
tax.criteo.com:20
rtaxcriteo.com:20
rtaxcriteo.com:B0
10.170.16.32:65487
tax.criteo.com:20
10.170.16.32:65485
10.170.16.32:65485
10.170.16.32:65485
10.170.16.32:65485
10.170.16.32:65485
10.170.16.32:65485
rtaxcriteo.com:20
rtaxcriteo.com:20
taxcriteo.com:20
tax.criteo.com:20
10.170.16.32:65485
taxcriteo.com:g0
rtax.criteo.com:20
10.170.16.32:65487
taxcriteo.com:20
10.170.16.32:65487

Protocol Size Decode

cp 66
Tcp 6
Tcp s
HTTP_GET 1514
HTTP_GET 1514
HTTP_GET 162
Tcp 6
Tcp s
Tcp )
Tcp )
Tcp )
HTTP_TEXT 1514
HTTP_TEXT 1514
HTTP_TEXT an
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp
Tcp

fXBLEBREYY

[SYN, ACK] Seq=2099882025,A
TACK] Seq=1087677516,Ack=2999882026 .
C: GET /delvery/ta/rta js7netid=3%638coo.
C: HTTP packet, 1460 bytes payload date
C: HTTP packet, 108 bytes payload data
[SYN, ACK] Seq=2039755593.A
TACK] Seq=1891126439 Ac
[ACK] Seq=2999882026,Ac
TACK] Seq=2999882026,Ac
TACK] Seq=2999882026 Ack=1087680544,L..
5: HTTP/1.0 200 OK; Content-Type: tetjav.
5: HTTP packet, 1460 bytes payload data

5: HTTP packet, 357 bytes payload data
TACK] Seq= 108768054 Ac
[ACK] Seq=
[FIN, ACK] Seq= 1087680544 Ac
RST, ACK] Seq=1087680545, Ack=2999883..
TACK] Seq=29%9885304 Ad
[FIN, ACK] Seq=1891126439 Ac
[Retransmission] [FIN, ACK] Sea:
[FIN, ACK] Seq=2039755394 Ack=18911264...
TACK] Seq=1891126440 Ack=2039755595,.
TACK] Seq=2039755595 Ack=1891126440..





image13.png
@ seectvatic - M- [ 2

ExX3 ] 35.163.182235(1

Top100 MAC Conversation

% pagead..doubleclick.net(1)
Top100 MAC Node as.innity.com(1)_ g

255.255.255.255(2)

103.241.4.11(1) 103.241.4.2(1)
% dthcecs.doudtront neti) io.sint, geoadnus.com
.gig50.cloudfront.net(1)

sea-uopenknet(1)
Top100 IPv4 Node 2 suaramerdeka.com(1)

dartLdoubleclick.ne|

oglesyndication.comi(1) m.g.doubleclck.nel
10.175.16.32(66) adradplus.co.id(1]
gleapis...google.com(1] ‘www.google.com(1)

User Hidden Nodes (0) dlients...google.com(1)
ruwdz.cloudfront.net(1)
m.adnxs.com{1)

es31.p akamaiedge.r
€3973.d.akamaiedge.
pixp.as.crteo.net(1)

ib.adns.com(1) 1898926701
ssl.gstaticcomi(1) pagead-googlchosted.|
10.179.16.4 239.255.255,250(5)
10.179.16.25( — 10.179.16.103¢
224002528) —— A
0 ——
10.175.16.603) 2240025165)

224,00253(1) Y
ot jp.as.citeo co)
servedby.opemmarketasiall
gum.citeo.com(1)
sint-ib.adnks.com(1)

Invisible Nodes (0)

- o p s e comt)
static.eu.criteo.net(1)
s5p,adskomicom(1)

350.62.3kamainet(1)
S Bidswitchret(l) |





image14.png
nooivc ) IR @ Hep~
@ > U 9 &0 ETL B e b e
S Clear.
Fle | St Pause Stop | Generl Node Name | Amalysis View | Packet Copture Packet Conversation| Log  Log
Group Table | Object Display Buffer Fiter Output  Fiter  View Output s Lock
Replay Network Profle Settings Analysis Proie Settngs Utization (0%) pps @1) Trafic hart(ops) Packet Buffer 80MB

Dashboara | Summary | Protocol | MAC Endpoit 1 Endpoint | MAC Converaton | P Conversation | TGP Converstion | UDP Converstion | Po” Mati | Packe | Log | Report
Ject Matrx < | B~ (| @

%y %= 35.163.12.235()

Top100 MAC Conversation

s

Top100 MAC Node

224.00111)
2240020)

W, gstatic.com(1) transiate.googleapis.co)

103.241.4.1(1)

103.241.4.2(1)
> cthcecs coudtrontnet(t) §) ib.sint goadnus.com
.gig50.cloudfront.net(1) sea-u.openx.net(1)
Top100 Py Node 2 susramerdeka.comi1) dart.doublecickne
oglesyndication.com) am.g doublecick nel
adr.adplus.co.id(1)
gleapis.l.google.com(1). ‘www.google.com(1),
clients.l.google.com(1) €881.p.akamaiedge.r
iz doudront net() 3973 d akamaiedge.
m.adnxs.com(1) pixjp.as.criteo.net(1)
ib.adnxs.com(1) 118.98.92.67(1)
sl gstatic.com(1) pagead-googichosted.|
10.179.16.4° e —— ————— 1239.255.255.250(5)
10.179.16. = — 7
224.0.025214)
10.175.16.66
Invisible Nodes (0) 22 nrpsn)
«at jp.as.criteo.com(1].
servedby.openxmarket.asia(1)
gum.criteo.com(1)

User Hidden Nodes (0)





image1.png
MU ALaT pENGABD




image2.png
Duration

Bytes

Packets ->

<~ Packets First Time Sent

& suff.avastcom
= 101791632
= 10179.16.66
5 204.79.197.200
= 101791632
= 101791632
= 101791625
= 101791625
= 101791632
= 101791632
5 10.79.0632

2 10179.1632

0 35163.182.235

5 224002

2 10179.1632

B detectportlireor
5 suffavast.com
107816255

5 2400252

5 rtax.criteo.com
S cloudfront-labs.ama.
B remajasuaramerdek.

00:00:07.439554
00:01:17.784792
00:00:00.000000
00:01:03.182828
00:01:34.478001
00:00:55.340262
00:00:01.636601
00:02:59.512246
00:00:08.400593
00:00:09.633007
00:03:56.180073

974008
173K8
46008

240008
651KB
591K

276008

247008
7.56KB
2178

39247KB.

854008
144K8
46008

240008
1418

512008

276008,

247008
3m2K8
117K
650KB.

120008
300008
0008
0008
5208
535K
0008
0008
3848
1021.008.
385.97KB.

10

“
1"
104

2017/02/15 2101:17
2017/02/15 21:00:39

Blo|=|8]o|sja|o]o|w |~

2017/02/15 21:01:56
2017/02/15 210217
2017/02/1521:02:31
2017/02/15 21:02:48
2017/02/15 21:0401
2017/02/15 21:04:10
2017/02/15 210414
2017/02/15 210423
2017/02/15 21:04:28
2017/02/15 21:04:34




image3.png
S e s (Blafu)e e

Absolute Time ' Source

21:00:42.416780 | 52.89.48.161:443
2100:52417318 | 10.179.16.3265457
21:00:52.671868 | 52.89.48.161:443
21:00:52.722566 | 10.179.16.32:65457
21:00:52.724675 | 10.179.16.32:65457
21:00:53.234221 | 52.89.48.161:443
21:00:53.234220 | 52.89.48.161:443
10.170.16.32:65457

SERIEIEIEIEN-

Destination

10.170.16.32:65457
52.89.48.161:443
10.170.16.32:65457
52.89.48.161:443
528948161443
10.170.16.32:65457
10.170.16.32:65457
52.89.48.161:443

Protocol

cp
HTTPS
HTTPS
Tcp
Tcp
Tcp
Tcp
Tcp

Size Decode

EBRXEBERS

Summary

(ACK] Seq=1897790372,Ack=1557497847)
[TCP Keep-Alive] HTTPS strearm, 1 bytes pa
Encrypted Alert

(ACK] Seq=1557497647,Ack=1897792403)
FIN, ACK] Seq=1557497847 Ack=18977924
(ACK] Seq=1897792403, Ack=1557497647,
FIN, ACK] Seq=1897792403, Ack=155T4STS
ACK] Seq=1557497648, Ack=1897792404,





image4.png
131
140
144
153
155

v v BlElale- v @

Absolute Time

Source.
suff.avast.com®0
suff.avast.com80
suff.avast.com80
10.170.16.3265462
10.170.16.32:65462
suff.avast.com80

Destination
10.179.16.32:65462
10.170.16.32:65462
10.170.16.32:65462
suff.avast.com80
suff.avast.com80
10.170.16.3265462

Protocol

HTTP_APPLICATL...

Tcp
HTTP_APPLICATI
Tcp
Tcp
Tcp

Size Decode
367

3

ERAEIIE

Summary
5:HITP/10200 OK; Content-Type: appli
(AN, ACK] ck=275242
Retransmission] S; HTTP/1,0 200 OK; Cont.
ACK] Seq=2752421434 Ack=D L
N
(ACK





image5.png
IR EEERE S

No.
9| 21005954470 10.179.16.3265461 35.163.162235:443 HTTPS s71 [Retransmission] Client Hello

% 2 10.179.16.32:65461 35.163.162235:443 HTTPS 55 [TCP ZeroWindowProbe] HTTPS stream, 1
w2 10.179.16.32:65461 35.163.182235:443 HTTPS 55 [TCP ZeroWindowProbe] HTTPS stream, 1
m & 35.163.162235:443 10.179.16.32:65461 TP E) TACK] Seq=2065539148 Ack=0259967408 ...
01 2 10.179.16.32:65461 35.163.162235:443 HTTPS 55 [Retransmission] HTTPS stream, 1 bytes pa.
195 on 35.163.162235:443 10.179.16.32:65461 TP E) [Dup ACKI [ACK] Seq=2065539148 Ack=02
w 10.179.1632:65461 35.163.162235:443 HTTPS s7 [Retransmission] Client Hello

nm 35.163.182235:443 10.179.16.32:65461 TP E) RST, ACK] Seq=2065539149 A

E) 10.179.16.32:65461 35.163.182235:443 TP s [ACK] 5eq=0259967926 Ack=2065539148 ...
wm 10.179.16.32:65461 35.163.162235:443 HTTPS 55 [Retransmission] HTTPS stream, 1 bytes pa.
W 35.163.182235:443 10.179.16.32:65461 TP E) [TCP ZeroWindowProbeAck] [RST] Seg=20.
212 2101:56812615 | 35.163.182.235:443 10.170.16.32:65461 Tcp ) [ACK] Seq=2065539148 Ack=025096 7408 L.





