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PERTANYAAN :

Lakukan reconnaissance pada user, dengan mencari informasi dan ip addressnya lalu analisa

Online and Offline
Foot Printing
Gathering Info

Google Hacking

RECONNAISSANCE

A\

Maping Enviroment

JAWABAN :

1. Reconnaissance dari domain www.pusri.co.id
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http://www.pusri.co.id/

Pada domain PT. PUSRI ini dapat dilihat memilki IP address 222.124.4.120, IP location di
sumatera selatan — palembang, server type Apache/ 2.2.16 (Debian), dan informasi yang

lainnya

Whois Record ( last updated on 2017-02-15)

Domain ID:PANDI-DO152371

Domain Name:PUSRI.CO.ID

Created On:81-Jan-1998 13:28:47 UTC

Last Updated On:@7-Feb-2817 14:27:83 UTC
Expiration Date:81-Sep-2818 23:59:59 UTC
Status:clientTransferProhibited
Status:serverTransferProhibited

Registrant ID:MRG58933e915b2ba

Registrant Name:muhammad nur hidayat
Registrant Organization:PT. Pupuk Sriwidjaja Palembang
Registrant Streetl:Jl. Mayor Zen Sei-Selayur
Registrant City:Palembang

Registrant State/Province:Sumatera Selatan
Registrant Postal Code:3@118

Registrant Country:ID

Registrant Phone:+62.871171222232

Registrant FAX:+62.871171222232

Registrant Email: nurhidayat@pusrico.id

Admin ID:MRG58933e8e5b@es

Admin Name:muhammad nur hidayat

Admin Organization:PT. Pupuk Sriwidjaja Palembang
Admin Streetl:J1. Mayor Zen Sei-Selayur
Admin City:Palembang

Admin State/Province:Sumatera Selatan
Admin Postal Code:38118

Admin Country:ID

Admin Phone:+62.871171222232

Admin FAX:462.871171222232

Admin Email: nurhidayat@pusri.co.id

Tech ID:MRG58933e8cch45a

Tech ID:MRG58933e8ccb45a

Tech Name:muhammad nur hidayat

Tech Organization:PT. Pupuk Sriwidjaja Palembang
Tech Streetl:]11. Mayor Zen Sei-Selayur
Tech City:Palembang

Tech State/Province:Sumatera Selatan
Tech Postal Code:38118

Tech Country:ID

Tech Phone:+62.871171222232

Tech FAX:+62.871171222232

Tech Email: nurhidayat@pusrico.id

Billing ID:MRG58933e8fd9fa7?

Billing Name:muhammad nur hidayat

Billing Organization:PT. Pupuk Sriwidjaja Palembang
Billing Streetl:Jl. Mayor Zen Sei-Selayur
Billing City:Palembang

Billing State/Province:Sumatera Selatan
Billing Postal Code:3@118

Billing Country:ID

Billing Phone:+62.871171222232

Billing FAX:+62.871171222232

Billing Email: nurhidayat@pusrico.id

Sponsoring Registrar ID:jogjacamp

Sponsoring Registrar Organization:Reseller.co.id
Sponsoring Registrar Postal Code:55161
Sponsoring Registrar Country:ID

Sponsoring Registrar Phone:@274415585

Name Server:NS1.PUSRI.ORG

Name Serwver:N52.PUSRI.ORG

Name Serwver:N53.PUSRI.ORG

DMSSEC:Unsigned



2. Reconnaissance dari domain www.ptba.co.id
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Pada domain PT. Bukit Asam ini dapat dilihat memilki IP address 202.158.49.50, IP location

di Jakarta, server type Apache/2.2.14 (ubuntu), dan informasi yang lainnya.

Whois Record ( |ast updated on 2017-02-15)

Domain ID:PANDI-D0151723

Domain Name:PTBA.CO.ID

Created On:@4-Nov-2889 13:28:45 UTC

Last Updated On:11-Oct-2816 11:57:86 UTC
Expiration Date:@5-Nov-2818 23:59:59 UTC
Status:ok

Registrant ID:88tlombl

Registrant Name:Suharno

Registrant Organization:PT. Tambang Batubara Bukit Asam Thk.
Registrant Streetl:Menara Kadin Lt. 15
Registrant Street2:11. H.R. Rasuna Said Kav. 2-3
Registrant Street3:Kuningan

Registrant City:Jakarta Selatan

Registrant State/Province:DKI Jakarta

Registrant Postal Code:12956

Registrant Country:ID

Registrant Phone:+62.215254814

Registrant Email: flombe@bukitasam.co.id

Admin ID:@8domaid2

Admin Name:Cyberindo Primatama

Admin Organization:PT Cyberindo Primatama
Admin Streetl:Cyber 2 Tower 33rd Floor
Admin Street2:J1.HR Rasuna Said X5 No.13
Admin City:Jakarta Selatan

Admin State/Province:DKI Jakarta

Admin Postal Code:12958

Admin Country:ID

Admin Phone:+462.299649088

Admin FAX:+62.5742481

Admin Email: domainhosting@cyberprimatama.co.id

Tech ID:@8domai42


http://www.ptba.co.id/

Tech Organization:PT Cyberindo Primatama
Tech Streetl:Cyber 2 Tower 33rd Floor
Tech Street2:J1.HR Rasuna Said X5 No.13
Tech City:Jakarta Selatan

Tech State/Province:DKI Jakarta

Tech Postal Code:1295@

Tech Country:ID

Tech Phone:+62.29964986

Tech FAX:+62.5742481

Tech Email: domainhosting@cyberprimatama.co.id

Billing ID:@8domai42

Billing Name:Cyberindo Primatama

Billing Organization:PT Cyberindo Primatama
Billing Streetl:Cyber 2 Tower 33rd Floor
Billing Street2:J1.HR Rasuna Said X5 No.13
Billing City:Jakarta Selatan

Billing State/Province:DKI Jakarta

Billing Postal Code:12950

Billing Country:ID

Billing Phone:+62.29964960

Billing FAX:+62.5742481

Billing Email: domainhosting@cyberprimatama.co.id

Sponsoring Registrar ID:cyberindo

Sponsoring Registrar Organization:CBN Registrar
Sponsoring Registrar City:Jakarta

Sponsoring Registrar State/Province:DKI Jakarta
Sponsoring Registrar Postal Code:1295@
Sponsoring Registrar Country:ID

Sponsoring Registrar Phone:®2129664966
Sponsoring Registrar FAX:8215742481

Sponsoring Registrar Website:rhttp://www.cbn-registrar.co.id
Name Server:NS1.CBN.NET.ID

Name Server:N52.CBN.NET.ID

DNSSEC:Unsigned

3. Reconnaissance dari domain www.pln.co.id
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Pada domain PT. PLN ini dapat dilihat memilki IP address 119.252.170.162, IP location di
Jawa Barat - depok, server type Apache/2.4.10 (win32) Open SSL/ 1.0.1i PHP/ 5.6.3, dan
informasi yang lainnya.


http://www.pln.co.id/

Whioks Record | last wpduted s 2017 0218 )

Dowalin I1DIPANDI -DOZES? 77

Dosain Wame 1PN, CO.I0

Created OniBd-Mpy- 1000 2310420 UTC

Last Lpdated Oni37-Aug 3038 82137012 UTC
Exphration Datei01-0ct-3037 231581998 VIC
Statusinh

feglintrant IDInlsted

fegistrant NameiSistelinde Mastmaster
Neglatrant Orgunization PT Slatelinde nitealintes
fegistrant Straetl 0d.Dane Penalun Telkom (2.8
hrpdl kntiend S.Pnrman Kav. 54

Negisteant Streetd Od, Dane Fensiun Telkom iv.5
hradl. ietiond 5. Parman Kae. 3%

feglistrant Cltyidakarts

Negistrant State/FrovinceiON! Jakarts
Hegiatrant Postel Codelitale

Reglstrant Coantry:10

Neglatrant Mhone 1 462.022153670022

Negistrant fasll: domam@sisisando som

Aduin ID(03d0mnlmmrtahe is

Admin Weee)Ouenin Hosteaster

Adnln Organizntion:PT Sistelinde mitralintay

Aduin Strestiiledung Onne Pensiun Telkom ORATINA  Sth Flscr
Admin Streat2idd, Letyend. S, Parean Cav. 86, Slipt
Adwin Cltyidnkarta

Aduin Stute/Pravinceidekarta

Mwin Poytel Codeilianm

Adwin Cauntryilt

Adnin Phone 1 +00. 0000090

Admin FAKL+00. 00000000

Admin Eesils domain@sistesndo com

Tech 0 82dcmsinerdant i3

Tech Gane:Domein Mostasster

Tech Orgenizetion T Siatelinde Mitralintes

Tech Strestiiedung Dons Fensivm Telhow SRATINA Sth Flowr
Teeh Streatdidl. Letfend. 5. Parmas Cav. 54, Slipl
Tech City:Jekarta

Toeh State/Pravisce: Jabherts

Tech Postal Codeilleln

Tach Country 1D

Tech Fhoss) «00 . 000000908

Teth FAKI+00. 00000000

Tech fwail; domangguiveando som

Billing IDI0Musalnerdshtys

Billing tase iDosalin Mestmaster

Silling Organdzetion P Skatelinde Aitrelintes
Rilliag Streetld Gedung Dana Fenzius Telhse QRATIEA 5Sth Floer
Silling Strestd X Letiand. 5. Parsan Cav 34, Siipl
Biiling Cityitakarta

Billing State/Province: Jakarts

Billing Postal Code:llale

®illing Country 10

Rilling Phone| +80. 00000000

BLlling FAN: «00. M000ee00

Billing tmeil; Gomainguateliods com

Spenses datrer 102
b.ﬂu:: =ltv~a m:nulln.c‘.u
Spensoring Segistrar Pustsl Code:3518)

Spensaring Reglatrar Country:lo
Spensoring Reglstrar Fhone| BI74413508%
Mone Server (ONSL SISTELINDD . MET. 1D
Nose Serwer:ONS] SISTELINDO MET. 1D
Bane Sarver W5, COT-U NET

Name SerweriN3).COZ-u. NET
ONSSEC | Ums Laned



4. Reconnaissance dari domain www.telkom.co.id
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Pada domain TELKOM - PT. Telekomunikasi Indonesia Tbk ini, dapat dilihat memilki IP
address 202.134.0.219, IP location di Jakarta, server type Apache/2.2.15 (Red hat), dan

informasi yang lainnya.

Whois Record ( last updated on 2017-02-15)

Domain ID:PANDI-DO46576

Domain Name:TELKOM.CO.ID

Created On:18-May-1995 13:23:14 UTC

Last Updated On:17-0ct-2816 86:86:34 UTC
Expiration Date:@l-Sep-2017 23:59:59 UTC
Status:ok

Registrant ID:@16@8838mr

Registrant Name:PT. Telekomunikasi Indonesia
Registrant Organization:PT. Telekomunikasi Indonesia
Registrant Streetl:]1l. Kebon Sirih No. 12
Registrant City:DKI Jakarta

Registrant State/Province:Jakarta

Registrant Postal Code:183480

Registrant Country:ID

Registrant Phone:+62.2138@8888

Registrant Email: idc@telkom.co.id

Admin ID:@16@888mr

Admin Name:PT. Telekomunikasi Indonesia

Admin Organization:PT. Telekomunikasi Indonesia
Admin Streetl:J1. Kebon Sirih No. 12

Admin City:DKI Jakarta

Admin State/Province:Jakarta

Admin Postal Code:18346

Admin Country:ID

Admin Phone:+462.2138058588

Admin Email: idc@telkom.co.id

Tech ID:8168888mr

Tech Name:PT. Telekomunikasi Indonesia

Tech Organization:PT. Telekomunikasi Indonesia
Tech Streetl:J1. Kebon Sirih Neo. 12

Tech City:DKI Jakarta


http://www.telkom.co.id/

Tech City:DKI Jakarta

Tech State/Province:Jakarta
Tech Postal Code:18348

Tech Country:ID

Tech Phone:+62.2138088888
Tech Email: idc@telkom.co.id

Billing ID:@16@888mr

Billing Name:PT. Telekomunikasi Indonesia

Billing Organization:PT. Telekomunikasi Indonesia
Billing Streetl:11. Kebon Sirih No. 12

Billing City:DKI Jakarta

Billing State/Province:Jakarta

Billing Postal Code:18348

Billing Country:ID

Billing Phone:+62.213508888

Billing Email: idcg@telkom.co.id

Spensoring Registrar ID:digitalreg
Sponsoring Registrar Organization:Digital Registra
Spoensoring Registrar Postal Code:55281
Sponsoring Registrar Country:ID
Spensoring Registrar Phone:@8274882257
Name Server:NS1.TELKOM.NET.ID

Name Server:NS3.TELKOM.NET.ID

Name Server:DNS2.TELKOM.NET.ID

Name Server:NS2.TELKOM.NET.ID

Name Server:DNS1.TELKOM.NET.ID
DNSSEC:Unsigned

5. Reconnaissance dari domain www.kereta-api.co.id
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ini, dapat dilihat memilki IP address

103.54.225.20, IP location di Jawa Barat — Margahayukencana, dan informasi yang lainnya.


http://www.kereta-api.co.id/

Whois Record ( last updated on 2017-02-15)

Domain ID:PANDI-DO26388

Domain Name:KERETA-API.CO.ID

Created On:@3-Nov-2869 13:22:11 UTC

Last Updated On:15-Sep-2@815 @7:27:82 UTC
Expiration Date:84-Nov-2817 23:59:59 UTC
Status:ok

Registrant ID:@4domaié

Registrant Name:Admin Domain KAI

Registrant Organization:PT. Kereta Api Indonesia (Persero)
Registrant Streetl:J1l. Perintis Kemerdekaan No. 1
Registrant City:Bandung

Registrant State/Province:Jawa Barat

Registrant Postal Code:4@117

Registrant Country:ID

Registrant Phone:+62.224284798x1234

Registrant FAX:+62.224283342

Registrant Email: domainkai@kereta-api.coid

Admin ID:@4adidil

Admin Name:Adidin Adi Wibowo

Admin Organization:PT Kereta Api Indonesia (Persero)
Admin Streetl:Jln Perintis Kemerdekaan No 1 Bandung
Admin City:Bandung

Admin State/Province:Jawa Barat

Admin Postal Code:4@117

Admin Country:ID

Admin Phone:+62.4214121x1234

Admin FAX:+62.4214121

Admin Email: adidin@kereta-apico.id

Tech ID:@4adidil
Tech Name:Adidin Adi Wibowo
Tech Organization:PT Kereta Api Indonesia (Perserc)

Tech Organization:PT Kereta Api Indonesia (Persero)
Tech Streetl:J1n Perintis Kemerdekaan No 1 Bandung
Tech City:Bandung

Tech State/Province:Jawa Barat

Tech Postal Code:48117

Tech Country:ID

Tech Phone:+62.4214121x1234

Tech FAX:+62.4214121

Tech Email: adidin@kereta-api.co.id

Billing ID:@4domai6

Billing Name:Admin Domain KATI

Billing Organization:PT. Kereta Api Indonesia (Persero)
Billing Streetl:J1. Perintis Kemerdekaan No. 1
Billing City:Bandung

Billing State/Province:Jawa Barat

Billing Postal Code:48117

Billing Country:ID

Billing Phone:+62.224284798x1234

Billing FAX:462.224283342

Billing Email: domainkai@kereta-api.co.id

Sponsoring Registrar ID:indoreg
Sponsoring Registrar Organization:INDOREG
Sponsoring Registrar City:Jakarta
Sponsoring Registrar Postal Code:11528
Sponsoring Registrar Country:ID
Sponsoring Registrar Phone:®215821567
Name Server:NSL1.KERETA-API.CO.ID

Name Server:NS2.KERETA-API.CO.ID
DNSSEC:Unsigned



6. Reconnaissance dari domain www.posindonesia.co.id
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Pada domain PT. Pos Indonesia (Persero) ini, dapat dilihat memilki IP address 36.66.84.229,

IP location di Banten, server type Litespeed, dan informasi yang lainnya.

Whois Record ( last updated on 2017-02-15)

Domain ID:PANDI-DO3736@

Domain MName:POSINDONESIA.CO.ID

Created On:21-Jul-2000 13:22:42 UTC

Last Updated On:38-Jul-2816 83:42:84 UTC
Expiration Date:81-0ct-2818 23:59:53 UTC

Status:ok

Registrant ID:@4bayutl

Registrant Name:Bayu Teguh Prakoso

Registrant Organization:PT Pos Indonesia (Persero)
Registrant Streetl:Graha Pos Indonesia, Blok B, Lt 3, Bagian Jartekinfe, J1. Banda 3@ Bandung
Registrant City:Bandung

Registrant State/Province:Jawa Barat

Registrant Postal Code:46115

Registrant Country:ID

Registrant Phone:+62.224213125x1234

Registrant Email: teguh@posindonesia.co.id

Admin ID:84bayutl

Admin Name:Bayu Teguh Prakoso

Admin Organization:PT Pos Indonesia (Persero)

Admin Streetl:Graha Pos Indonesia, Blok B, Lt 3, Bagian Jartekinfo, J1. Banda 3@ Bandung
Admin City:Bandung

Admin State/Province:Jawa Barat

Admin Postal Code:48115

Admin Country:ID

Admin Phone:+62.224213125x1234

Admin Email: teguh@posindonesia.co.id

Tech ID:@4arifi4

Tech Name:Arifisal

Tech Organization:PT Pos Indonesia (Persero)

Tech Streetl:Graha Pos Indonesia, Blok B, Lt 3, Bagian Jartekinfo, J1. Banda 3@ Bandung
Tech City:Bandung


http://www.posindonesia.co.id/

Tech City:Bandung

Tech State/Province:Jawa Barat

Tech Postal Code:48115

Tech Country:ID

Tech Phone:+62.224213125x1234

Tech Email: arifisal@posindonesia.co.id

Billing ID:@4indri4

Billing Name:Indrian Wahyudi

Billing Organization:PT Pos Indonesia (Persera)
Billing Streetl:Graha Pos Indonesia, Blok B, Lt 3, Bagian Jartekinfo, J1. Banda 38 Bandung
Billing City:Bandung

Billing State/Province:Jlawa Barat

Billing Postal Code:4@115

Billing Country:ID

Billing Phone:+62.224213125x1234

Billing Email: indrian@posindonesia.co.id

Sponsoring Registrar ID:indoreg
Sponsoring Registrar Organization:INDOREG
Sponsoring Registrar City:Jakarta
Sponsoring Registrar Postal Code:11528
Sponsoring Registrar Country:ID
Sponsoring Registrar Phone:8215821567
Name Server:N51.POSINDONESIA.CO.ID

Name Server:N52.POSINDONESIA.CO.ID
DNSSEC:Unsigned

7. Reconnaissance dari domain www.pertamina.com
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Pada domain PT. Pertamina (Persero) ini, dapat dilihat memilki IP address 219.83.125.163, IP
location di Jakarta, dan informasi yang lainnya.


http://www.pertamina.com/

Whois Server whois.enom.com

= Website
Website Title g* Pertamina

Response Code 200

SEO Score 77%

Terms 301 (Unigue: 211, Linked: 189)
Images 5 {Alt tags missing: 5)

Links 71 (Internal: 59, Outbound: &)

Whois Record ( last updated on 2017-02-15)

Domain Name: PERTAMINA.COM

Registry Domain ID: 218616 DOMAIN_COM-WRSN
Registrar WHOIS Server: whois.enom.com
Registrar URL: www.enom.com

Updated Date:

Creation Date: 1996-81-26T85:00:06.007

Registrar Registration Expiration Date: 2818-81-27T85:80:00.80Z

Registrar: ENOM, INC.
Registrar IANA ID: 48

Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited

Registry Registrant ID:
Registrant Mame: ISA ANTARIKSA

Registrant Organization: PT. PERTAMINA (PERSERO)

Registrant Street: JL. MEDAN MERDEKA TIMUR 1A
Registrant City: JAKARTA

Registrant City: JAKARTA

Registrant State/Province: DKI JAKARTA
Registrant Postal Code: 16110
Registrant Country: ID

Registrant Phone: +62.213816886
Registrant Phone Ext:

Registrant Fax: +62.213583968
Registrant Fax Ext

Registrant Email: antariksa@pertamina.com

Registry Admin ID:

Admin Name: ISA ANTARIKSA

Admin Organization: PT. PERTAMINA (PERSERO)
Admin Street: JL. MEDAN MERDEKA TIMUR 1A
Admin City: JAKARTA

Admin State/Province: DKI JAKARTA

Admin Postal Code: 18118

Admin Country: ID

Admin Phone: +62.213816886

Admin Phone Ext:

Admin Fax: +62.213583968

Admin Fax Ext:

Admin Email: antariksa@pertamina.com

Registry Tech ID:

Tech Name: JAVANIC SERVER
Tech Organization: JAVANIC
Tech Street: TEBET BARAT
Tech City: JAKARTA

Tech State/Province: DKI JAKARTA
Tech Postal Code: 12916
Tech Country: ID

Tech Phone: +62.2183784316
Tech Phone Ext:

Tech Fax: +62.2183784316
Tech Fax Ext:

Tech Fax Ext:

Tech Email: host@javanic.com

Name Server: NSI1.JAVANIC.COM

Name Server: NS2.JAVANIC.COM

DNSSEC: unSigned

Registrar Abuse Contact Email: abuse@enom.com

Registrar Abuse Contact Phone: +1.4252982646

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/



8. Reconnaissance dari domain www.angkasapura?2.co.id
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Pada domain PT. Angkasa Pura Il (Persero) ini, dapat dilihat memilki IP address
222.124.141.254, IP location di Jawa Barat - Bekasi, server type Apache, dan informasi yang
lainnya.

Whois Record ( last updated on 2017-02-15)

Domain ID:PANDI-D0121771

Domain Name: ANGKASAPURAZ.CO.ID

Created On:87-Aug-1998 13:27:14 UTC

Last Updated On:86-0ct-2815 82:57:84 UTC

Expiration Date:@1-0ct-2817 23:59:59 UTC

Status:ok

Registrant ID:@4eddypl

Registrant Name:PT. Angkasa Pura II (Persero)
Registrant Organization:PT. Angkasa Pura II (Persero)
Registrant Streetl:Bandara Internasional Soekarno-Hatta
Registrant Street2:Kantor Pusat. Gd. 68@8. Lt. Basement
Registrant City:Tangerang

Registrant State/Province:Banten

Registrant Postal Code:1912@

Registrant Country:ID

Registrant Phone:+62.8215585528x1234

Registrant Email: edi.supra@anakasapura.co.id

Admin ID:@4eddypl

Admin Name:PT. Angkasa Pura II (Perserc)

Admin Organization:PT. Angkasa Pura II (Persero)
Admin Streetl:Bandara Internasional Soekarno-Hatta
Admin Street2:Kantor Pusat. Gd. 6@8. Lt. Basement
Admin City:Tangerang

Admin State/Province:Banten

Admin Postal Code:19128

Admin Country:ID

Admin Phone:+62.8215585528x1234

Admin Email: edi.supra@anokasapura.co.id

Tech ID:84eddypl
Tech Name:PT. Angkasa Pura II (Persero)
Tech Organization:PT. Angkasa Pura II (Perserc)


http://www.angkasapura2.co.id/

Tech Organization:PT. Angkasa Pura II (Persero)
Tech Streetl:Bandara Internasional Soekarnoc-Hatta
Tech Street2:Kantor Pusat. Gd. 6@@. Lt. Basement
Tech City:Tangerang

Tech State/Province:Banten

Tech Postal Code:1912&

Tech Country:ID

Tech Phone:+62.8215585528x1234
Tech Email: edisupra@angkasapura.co.id

Billing
Billing
Billing
Billing
Billing
Billing
Billing
Billing
Billing
Billing
Billing

ID:@4eddypl
Name:PT. Angkasa Pura II (Perserc)

Organization:PT. Angkasa Pura II (Persero)
Streetl:Bandara Internasional Soekarno-Hatta

Street2:Kantor Pusat. Gd. 6@8@. Lt.
City:Tangerang
State/Province:Banten

Postal Code:19128

Country:ID
Phone:+62.82155085528x1234

Email: edisupra@angkasapuraZ.co.id

Sponsoring Registrar ID:indoreg
Sponscring Registrar Organization:INDOREG
Sponscring Registrar City:Jakarta
Sponsoring Registrar Postal Code:11528
Sponscring Registrar Country:ID
Sponscoring Registrar Phone:©215821567
Name Server:ASTINA.ANGKASAPURAZ.CO.ID
Name Server:NS1.ANGKASAPURAZ.CO.ID
DNSSEC:Unsigned

Basement

9. Reconnaissance dari domain www.semenpadang.co.id
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Pada domain PT. Semen Padang ini dapat dilihat memilki IP address 2023.130.192.100, IP
location di Jambi - Sungaipenuh, dan informasi yang lainnya.


http://www.semenpadang.co.id/

Whois Record ( last updated on 2017-02-15)

Domain ID:PANDI-D0271723

Domain Name : SEMENPADANG.CO.ID

Created On:14-Aug-2882 13:34:36 UTC

Last Updated On:24-Aug-2016 @1:27:83 UTC
Expiration Date:@l-Sep-2@018 23:59:59 UTC
Status:ok

Registrant ID:81151598wo%

Registrant Name:desramon desramon
Registrant Organizaticon:PT Semen Padang
Registrant Streetl:]1 Raya Indarung
Registrant City:Padang

Registrant State/Province:Sumatera Barat
Registrant Postal Code:25237

Registrant Country:ID

Registrant Phone:+62.81363494064
Registrant Email: desramon@semenpadang.co.id

Admin ID:81151598wo9%0

Admin Name:desramon desramon

Admin Organization:PT Semen Padang
Admin Streetl:J1 Raya Indarung
Admin City:Padang

Admin State/Province:Sumatera Barat
Admin Postal Code:25237

Admin Country:ID

Admin Phone:+62.81363494864

Admin Email: desramon@semenpadang.co.id

Tech ID:81151598wo9%0

Tech Name:desramon desramon

Tech Organization:PT Semen Padang
Tech Streetl:J1 Raya Indarung
Tech City:Padang

Tech City:Padang

Tech State/Province:Sumatera Barat
Tech Postal Code:25237

Tech Country:ID

Tech Phone:+62.813634940864

Tech Email: desramon@semenpacdang.co.id

Billing ID:81151598wo%0

Billing Name:desramon desramon
Billing Organization:PT Semen Padang
Billing Streetl:J1 Raya Indarung
Billing City:Padang

Billing State/Province:Sumatera Barat
Billing Postal Code:25237

Billing Country:ID

Billing Phone:+62.81363494864

Billing Email: desramon@semenpadang.co.id

Spansoring Registrar ID:digitalreg

Spansoring Registrar Organization:Digital Registra
Sponsoring Registrar Postal Code:55281

Spansoring Registrar Country:ID

Sponsoring Registrar Phone:@274882257

Name Server:NS1.TELKOMHOSTING.COM

Name Server:NS2.TELKOMHOSTING.COM

DNSSEC:Unsigned



10. Reconnaissance dari domain www.detik.com
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Pada domain Detik.com ini, dapat dilihat memilki IP address 103.49.221.211, IP location di
Jakarta, server type nginx/ id18, dan informasi yang lainnya.

= Website
Website Title @) detikcom - Informasi Berita Terupdate Hari Ini ~”
Server Type nginx/id18

Response Code 200

SEQ Score 64%

Terms 2205 (Unique: 922, Linked: 1322)
Images 1464 {Alt tags missing: &)

Links 291 (Internal: 194, Qutbound: 9)

Whois Record ( last updated on 2017-02-15)

Domain Name: DETIK.COM

Registry Domain ID: 1348781_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.networksolutions.com
Registrar URL: http://networksolutions.com

Updated Date: 20816-@85-28T88:46:297

Creation Date: 1998-85-29T784:00:007

Registrar Registration Expiration Date: 2815-85-28T@4:08:807
Registrar: NETWORK SOLUTIONS, LLC.

Registrar IANA ID: 2

Registrar Abuse Contact Email: abuse@web.com

Registrar Abuse Contact Phone: +1.888333763@

Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: Siberkom, PT. Agranet Multicitra


http://www.detik.com/

Registrant Name: Siberkom, PT. Agranet Multicitra
Registrant Organization:

Registrant Street: Aldevco Octagon Building 1t 2
Registrant City: Jakarta

Registrant State/Province: DKI Jakarta
Registrant Postal Code: 12748

Registrant Country: IN

Registrant Phone: +62.217941177

Registrant Phone Ext:

Registrant Fax: +62.217941176

Registrant Fax Ext:

Registrant Email: sarwani@detik.com

Registry Admin ID:

Admin Name: Siberkom, PT. Agranet Multicitra
Admin Organization:

Admin Street: Aldevco Octagon Building 1t 2
Admin City: Jakarta

Admin State/Province: DKI Jakarta

Admin Postal Code: 12748

Admin Country: IN

Admin Phone: +62.217941177

Admin Phone Ext:

Admin Fax: +62.217941176

Admin Fax Ext:

Admin Email: sarwani@detikcom

Registry Tech ID:

Tech Name: Siberkom, PT. Agranet Multicitra
Tech Organization:

Tech Street: Aldevco Octagon Building 1t 2
Tech City: Jakarta

Tech State/Province: DKI Jakarta

Tech Postal Code: 12748

Tech Country: IN

Tech Phone: +62.217941177

Admin Phone: +62.217941177

Admin Phone Ext:

Admin Fax: +62.217941176

Admin Fax Ext:

Admin Email: samwani@detikcom

Registry Tech ID:

Tech Name: Siberkom, PT. Agranet Multicitra
Tech Organization

Tech Street: Aldevco Octagon Building 1t 2
Tech City: Jakarta

Tech State/Province: DKI Jakarta

Tech Postal Code: 12748

Tech Country: IN

Tech Phone: +62.217941177

Tech Phone Ext:

Tech Fax: +62.217941176

Tech Fax Ext:

Tech Email: sarwani@detik.com

Name Serwver: NS.DETIK.NET.ID

Name Serwver: NS1.DETIK.NET.ID

Name Server: NS.DETIK.COM

Name Serwver: NS1.DETIK.COM

DNSSEC: Unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/

https://www.icann.org/resources/pages/epp-status-codes-2814-86-16-en.

Dalam keamanan jaringan komputer,ada banyak cara yang dapat dilakukan

serangan terhadap jaringan komputer. Biasanya seorang attacker/hacker

untuk melakukan

akan melakukan

langkah-langkah dasar yang sama yaitu : Reconnaissance, Scanning, Mendapatkan Akses,

Escalation, Membuat backdoor dakn menyembunyikan jejak.

Dari me - reconnaissance pada 10 domain diatas banyak informasi yang kita dapat dimana

reconnaisance adalah teknik paling awal sekali yang dilakukan oleh seorang hacker sebelum

serangan dilakukan. Dengan cara ini seorang penyerang akan memperoleh informasi awal



seperti, IP, DNS Server, Domain, Tabel Routing, Sistem Operasi, dan profil yang lengkap dari
organisasi atau jaringan yang akan diserang. Intinya dari kegiatan ini adalah mendapatkan
informasi detail sebanyak-banyaknya sebagai persiapan untuk melakukan langkah berikutnya.
Pada proses ini ada beberapa langkah yang dilakukan, yaitu :

a. Menentukan ruang lingkup aktifitas. Pada proses ini kita akan mendapatkan sebanyak
mungkin informasi yang berkaitan dengan lokasi, perusahaan, berita, alamat, email
address, kebijakan, dll.

b. Network Enumeration, dilakukan untuk melihat domain yang digunakan oleh sebuah
organisasi. Dengan menggunakan tools “whois” kita dapat melakukan kegiatan ini.

c. Mengetahui DNS record, setelah kita mengetahui domain yang berkaitan dengan
organisasi sasaran, selanjutnya kita perlu mencek hubungan alamat IP (IP address) &
domain / hostname yang digunakan. Cara ini dapat dilakukan dengan menggunakan tools
“See DNS Record” yang terdapat pada who.is.

d. d. Mengintai Jaringan, setelah mengetahui daftar alamat IP (IP address) dari berbagai host
yang ada di target anda. Langkah selanjutnya adalah memetakan topologi jaringan, baik
yang menuju ke target sasaran maupun konfigurasi internal jaringan target. Biasanya kita
mengunakan software seperti traceroute (Linux / UNIX), tracert (Windows), atau
menggunakan tools yang sudah di sediakan oleh who.is untuk melakukan pemetaan

jaringan.

Setelah kita melakukan langkah-langkah diatas, maka kita sudah mempunyai informasi dasar

yang akan diperlukan untuk mendukung kegiatan selanjutnya.






