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Tugas :

Lakukanlah reconnaisance dengan mencari alamat domain untuk melihat user aktif !

Reconnaissance adalah suatu tahap persiapan dimana hacker atau pihak yang akan melakukan
“serangan” berusaha mencari informasi sebanyak - banyaknya mengenai target atau sasaran
sistem yang ingin diserang sebelum rangkaian proses penyerangan dilaksanakan. Dengan
cara ini seorang penyerang akan memperoleh informasi awal seperti, IP, DNS Server,
Domain, Tabel Routing, Sistem Operasi, dan profil yang lengkap dari organisasi atau
jaringan yang akan diserang.

Berikut adalah informasi dari alamat domain www.kompas.com dan www.detik.com

www.kompas.com

'@ DOMAINTOOLS PROFILE = CONNECT = MONITOR = ACQUIRE = SUPPORT

— Whois & Quick Stats

Email domainabuse@tucows.com is associated with ~8.918,410 domains
admin@pic.com is associated with ~128 domains
hostmaster@vic.com is associated with ~112 domains

Registrar TUCOWS DOMAINS INC

Registrar Status ok

Dates Created on 1995-12-18 - Expires on 2017-12-17 - Updated on 2017-01-
27

Name Server(s)] NS1 KIDSKLIK.COM (has 18 domains}
NS2 KIDSKLIK.COM (has 18 domains)

IP Address 202.146.4.100 - 2 other sites hosted on this server

IP Location [ - Jakarta Raya - Jakarta - Gramedia Pt

ASN ™ AS18365 GRAMEDIA-ID GRAMEDIA, PT,, ID (registered Aug 13, 2002)

Domain Status  Registered And Active Website

Whois History 2,801 records have been archived since 2002-09-13

IP History 41 changes on 7 unique IP addresses over 12 years

Registrar 1 registrar

History

Hosting History 1 change on 2 unique name servers over O year

Whois Server whois tucows. com
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= Website
Website Title {3 Kompas.com - Rayakan Perbedaan
Server Type Apache

Response Code 200

SEO Score £8%
Terms 880 (Unique: 514, Linked: 705)
Images 51 (Alt tags missing: 15}

Links 240 (Internal: 213, Outbound: 23)
Whois Record ( last updated on 2017-02-15)

Domain Name: KOMPA

trar URL: http://tucow
Updated Date: 2017-81-27T14:
Creation Date: 1995-12-18T85:80:0@07

istrar Registration Expiration Date: 2017-12-17T65:60:00Z
INC.
: 69
buse Contact Email: domainabuse@tucows com

buse Contact Phone: +1.4165350123
Reseller: Virtual Interactive Center

Domain Status: ok https://icann.org/epp#ok
Regis Registrant ID:

Registrant Name: Internet Division
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General TLDs  Country TLDs

The following domains are available through our
preferred partners. Select domains below for more
information. {3rd party site}
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Registrant Organization: PT Kompas Cyber Media
Registrant Street: Jalan Palmerah Selatan 26-28
Registrant City: Jakarta

Registrant State/Province: Jakarta
Registrant Postal Code: 18278

Registrant Country: ID

Registrant Phone: +62.18883118681

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: admin@viccom

Registry Admin ID:

Admin Name: Internet Division

Admin Organization: PT Kompas Media Nusantara
Admin Street: Jalan Palmerah Selatan 26-28
Admin City: Jakarta

Admin State/Province: Jakarta

Admin Postal Code: 10278

Admin Country:

Admin Phone: +62.18888118681

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: admin@vic.com

Registry Tech ID:

Tech Name: VIC DNS Administration

Tech Organization: virtual Interactive Center
Tech Street: P.0. Box 31571

Tech City: Knoxville

Tech State/Province: TH

Tech Postal Code: 37938

Tech Country: US

Tech Phone: +1.8654787851

Tech Phone Ext:
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Registry Tech ID:

Tech Name: VIC DNS Administration

Tech Organization: Virtual Interactive Center
Tech Street: P.0. Box 31571

Tech City: Knoxville

Tech State/Province: TH

Tech Postal Code: 37938

Tech Country: US

Tech Phone: +1.8654787851

Tech Phone Ext:

Tech Fax: +1.8654707369

Tech Fax Ext:

Tech Emai

hostmaster@vic.com

Name Server: NS1.KIDSKLIK.COM

Name Server: NS2.KIDSKLIK.COM

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/

"For more information on Whois status codes, please visit https://icann.org/epp”
Registration Service Provider:

virtual Interactive Center, admin@vic.com

865 524 8388
865 524 0740 (fax)

Please contact us for domain login/passwords, DNS/Nameserver changes,
and general domain support questions.

www.detik.com
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~ Whois & Quick Seats

Email sarwani@detik.com is associated with ~72 domains [ad
abuse@web.com Is associated with ~8.926,574 domains

Registrant Org  Siberkom, PT. Agranet Multicitra is associated with ~60 other domains ad
Registrar NETWORK SOLUTIONS, LLC

Registrar Status clientTransferProhibited

Dates Created on 1998-05-29 - Expires on 2018-05-28 - Updated on 2016-05- ~

20
Name Server(s) NS.DETIK.COM NS.DETIK.NET.ID (has 105 domains) ~

NS1.DETIK.COM NS1.DETIK.NET.ID (has 105 domains}
IP Address 103.49.221.211 - 15 other sites hosted on this server ~
IP Location ™ - Jakarta Raya - Jakarta - Pt. Detik Ini Juga . )
ASN ™9 AS24211 DETIK-AS-ID PT. Detik Ini JUga, ID (registered Aug 26, 2004)
Whois History 3,863 records have been archived since 2002-11-03 e Available TLDs
IP History 11 changes on 9 unique IP addresses over 13 years ~

General TLDs ~ Country TLDs

Registrar 2 registrars ~
History The following domains are available through our
Hosting History 2 changes on 3 unique name servers over 7 years - preferred partners. Select domains below for mare

information. (3rd party site)
‘Whois Server whaois.networksolutions.com B Teken domain
B Available domain


http://www.detik.com/
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W AVETIEDTE auTEn

— Website [l Deleted previously owned domain

‘Website Title @ detikcom - Informasi Berita Terupdate Hari Ini [ad Detik com View Whois
Server Type nginx/id18 View Whols
Response Code 200 View Whols
SEO Score 64% [Datitinio | View Wnos
Terms 2205 (Unique: 922, Linked: 1322) View Whois
Images 164 (Alt tags missing: 6) View Whois
Links 291 (Internal: 196, Outbound: 9}

Domain names with FREE...

‘Whois Record ( Iast updated on 2017-02-15)

Domain Name: DETIK.COM

Registry Domain ID: 1346781_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.networksolutions.com
Registrar URL: http://networksolutions.com

Updated Date: 2816-85-20T83:46:297

Creation Date: 1998-85-29T84:80:007

Registrar Registration Expiration Date: 2018-@5-28T€4:00:00Z
Registrar: NETWORK SOLUTIONS, LLC.

Registrar IANA ID: 2

Registrar Abuse Contact Email: abuse@web.com

Registrar Abuse Contact Phone: +1.8803337680

Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#iclientTransferProhibited
Registry Registrant ID:

Registrant Name: Siberkom, PT. Agranet Multicitra
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Registrant Name: Siberkom, PT. Agranet Multicitra
Registrant Organization:

Registrant Street: Aldevco Octagon Building 1t 2
Registrant City: Jakarta

Registrant State/Province: DKI Jakarta
Registrant Postal Code: 12748

Registrant Country: IN

Registrant Phone: +62.217941177

Registrant Phone Ext:

Registrant Fax: +62.217941176

Registrant Fax Ext:

Registrant Email: sarwani@detik.com

Registry Admin ID:

Admin Name: Siberkom, PT. Agranet Multicitra
Admin Organization:

Admin Street: Aldevco Octagen Building 1t 2
Admin City: Jakarta

Admin State/Province: DKI Jakarta

Admin Postal Code: 1274@

Admin Country: IN

Admin Phone: +62.217941177

Admin Phone Ext:

Admin Fax: +62.217941176

Admin Fax Ext:

Admin Email: sarwani@detik.com

Registry Tech ID:

Tech Name: Siberkom, PT. Agranet Multicitra
Tech Organization:

Tech Street: Aldevco Octagon Building 1t 2
Tech City: Jakarta

Tech State/Province: DKI Jakarta

Tech Postal Code: 12748

Tech Country: IN

Tech Phone: +62.217941177
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Admin Name: Siberkom, PT. Agranet Multicitra
Admin Organization:

Admin Street: Aldeveo Octagon Building 1t 2
Admin City: Jakarta

Admin State/Province: DKI Jakarta

Admin Postal Code: 12748

Admin Country:

Admin Phone: +62.217941177

Admin Phone Ext:

Admin Fax: +62.217941176

Admin Fax Ext:
Admin Email: sawani@detikcom

Registry Tech ID:

Tech Name: Siberkom, PT. Agranet Multicitra
Tech Organization:

Tech Street: Aldevco Octagon Building lt 2
Tech City: Jakarta

Tech State/Province: DKI Jakarta

Tech Postal Code: 12740

Tech Country: IN

Tech Phone: +62.217941177

Tech Phone Ext:

Tech Fax: +62.217941176

Tech Fax Ext:

Tech Email: sawani@detik.com

Name Server: NS.DETIK.MET.ID

Name Server: NS1.DETIK.NET.ID

Name Server: NS.DETIK.COM

Name Server: NS1.DETIK.COM

DNSSEC: Unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/

https://www.icann.org/resources/pages/epp-status-codes-2014-06-16-&n.



Dari kedua alamat domain diatas yaitu www.kompas.com dan www.detik.com kita dapat
melihat apakah alamat domain tersebut benar — benar sah atau tidak, serta kita dapat
mengetahui informasi kontak dari kedua alamat domain tersebut seperti email, registrar,
registrar status, dates, name server, ip address, ip location, dan lain sebagainya. Pada tahap
ini, keberhasilan seorang hacker ditentukan bagaimana ketelitian dalam mempelajari semua
tentang jaringan korban yang akan diincar dengan mencari informasi sebanyak-banyaknya.

Ada 2 bentuk aktivitas reconnaisance, antara lain passive reconnaisance dan active
reconnaisance. Passive Reconnaissance adalah kegiatan memonitor data melalui jaringan
komputer, menganalisa dan menarik kesimpulan dari informasi yang didapat tanpa merubah
paket data. Contohnya Sniffing, dan Information Gathering. Sedangkan Active
Reconnaisance adalah kegiatan untuk mendapatkan akses kepada sistem informasi jaringan
dengan menelusuri sistem target. Biasanya melibatkan port scanning, firewall maupun router.
Proses pemanfaatan sistem kemudian dilakukan setelah hacker telah menemukan cara untuk
mengakses sistem. Contohnya Mengakses host, mencari port-port, letak router, dan detail OS
yang digunakan.


http://www.kompas.com/
http://www.detik.com/

