KOMUNIKASI DATA DAN JARINGAN KOMPUTER

TUGAS 2

DISUSUN OLEH

NAMA : SELLY INDRIYANI
NIM :09031181520116
KELAS :SIREG 4B

DOSEN PENGAMPUH : DERIS STIAWAN, PH.D

FAKULTAS ILMU KOMPUTER
JURUSAN SISTEM INFORMASI
UNIVERSITAS SRIWIJAYA
2017



MENGANALISA TRAFIC PADA IP CONVERSATION DAN MATRIX

Untuk membandingkan Trafic pada IP Conversation dan Matrix kita terlebih dahulu
mencari trafic dari client ke destination pada Wireshark dalam hal ini saya menggunakan
web server Indonesia yaitu Telkomsel.com.

IP Conversation

IP Conversation merupakan percakapan yang menunjukkan statistik komunikasi
jaringan antara dua alamat IP.

Berikut adalah 10 IP Address yang saya analisis berdasarkan destination
www.telkomsel.com :

1.10.178.18.23 <-> 74.125.200.97
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260
i mp : 2017/02/15 02:51:1%8.612811
- ¥ Ethernet Type IT [0/14]
; Des d E4:8D:8C:21:90:18
50:B7:C3:D7:3E:B9 .y LID [6/6] v
= R -
< >
00000000 | E4 8D 8C 21 90 18 50 B7 C3 D7 3E B9 08 00 45 00 00 F& 41 &9 40 00 &80 06 88 F1 QR B2 12 17 42 7D
00000020 (C8 €1 F5 95 01 BB 25 19 AD A0 98 FF 37 &4 50 1& 01 02 15 BD 00 00 16 03 01 00 C9 01 0O 00 C5 03
00000040 | 03 6B €E 20 TF BB 31 98 DF &F 31 30 87 50 Bl &% BA OF 3% EL1 AT BO 55 FD FC 85 86 9E 39 D7 1A 3B - .7
00000060 (BB 00 00 1R CO 2B C0 2F CC A9 CC ARS8 CO OA CO 0% CO 13 CO 14 00 33 00 39 00 2ZF 00 35 00 OR 0L 00 | wueww Y T 3.9./.5...
00000080 | 00 82 00 00 00 1D 00 1B 00 00 1& 77 77 77 2ZE &7 &F &F &7 &C 65 74 61 &7 6D 61 BE 61 67 65 72 2E | ceneennnn.. WiWW . googletagmanager.
000000RO | 63 6F €D 00 17 00 00 FF 01 00 01 00 00 OA 00 02 00 06 00 17 OO0 18 0O 19 00 OB 00 02 01 0O 0O 23 COMe e svsnenennnnanansansnnananen #
000000CO | 00 00 33 74 00 00 00 10 00 17 00 15 02 &8 32 08 73 70 &4 79 2F 33 2E 31 08 &8 74 74 70 2F 31 ZE PR | h2.spdy/3.1.http/1
000000ED | 31 00 05 00 05 01 00 00 00 00 00 OD 00 16 00 14 04 01 05 01 06 01 02 01 04 03 05 03 06 03 02 03 leseeesnansassnsnsassnsnsasannns

00000100 04 02 02 02

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 10.178.18.23 dengan IP
Address 74.125.200.97 menunjukkan bahwa sedang mengakses alamat web
www.googletagmanager.com



http://www.telkomsel.com/
http://www.googletagmanager.com/

2.74.125.200.97 <-> 10.178.18.23
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View View
Settings
©-4 Packet Info: ~
[ Number: 162
P Packet Length: 902
&P Capture Length: 902
% Timestamp: 2017/02/15 02:51:19.659772
g% Ethernet Type II [0/14]
~Hf} Destination Rddress: 50:B7:C3:D7:3E:B% {Samsung Electronics C0., LID) [0/&]
- Hg Source Address: E4:8D:8C:21:90:18 (Routerboard.com) [6/6]
&P Protocol: 0x0800 {Internet IF(IPw [12/2]
I . - IO

000000BA | 62 F9 2B D2 B2 95 D7 47 D8 23 20 10 4F 33 92 90 9F D4 30 1D 06 03 55 1D OE 04 16 04 14 CO TR
00000009 | 98 &8 BD 289 FB BB 05 64 0C 11 7D BA 7D 65 B2 CR CC 4E 30 OF 06 03 55 1D 13 01 01 FF 04 05 30
000000F8 | 03 01 01 FF 30 OE 06 03 55 1D OF 01 01 FF 04 04 03 02 01 06 30 3R 06 03 55 1D 1F 04 33 30 31
00000117 | 30 2F RO 2D RO 2B 86 29 68 74 74 70 3R 2F 2F 63 72 6C 2E &7 65 6F 74 72 75 73 74 2E &3 &F &D
00000136 | 2F 63 72 6C 73 2F 73 65 63 75 72 65 63 61 2E 63 72 6C 30 4E 06 03 55 1D 20 04 47 30 45 30 43 ferla/secureca.crlON..U. .GOEOC
00000155 | 06 04 55 1D 20 00 30 3B 30 39 06 08 2B 06 01 05 05 07 02 01 16 2D 68 74 74 70 73 3R 2F 2F 77 .00 L0709 4.l -https://w
00000174 | 77 77 2E &7 &5 6F 74 72 75 73 74 2E 63 6F 6D 2F 72 65 73 &F 75 72 63 65 73 2F 72 65 70 &F 73 wW.geotrust.com/ resources/repos

00000193 | 69 74 6F 72 79 30 0D 06 09 2R 86 48 86 F7 0D 01 01 05 05 00 03 81 81 00 76 E1 12 6E 4E 4B 16 ve..V. . ONE.
000001B2 |12 86 30 06 B2 81 08 CF FO 08 C7 C7 71 T7E &6 EE C2 ED D4 3B 1F FF F0O F0O C2 4E D& 43 38 BO B9 | ..0......c.og~funnio... N.CB..
00000101 | 30 7D 18 DO 55 83 B2 6R CB 36 11 9C EB 48 &6 R3 6D TF B2 13 D4 47 FE 8B 5R 5C 73 FC AE D9 1B U..j.6...HE.m....G..Z\3....

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 74.125.200.97 dengan IP
Address 10.178.18.23 menunjukkan bahwa sedang mengakses alamat web
www.geotrust.com

3.103.241.4.11 <->10.178.18.23

=N
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Settings
B-T Packet Info: ~
& number: 1,457
ZF Packst Length: 283
&P Capture Length: 283
% Timestamp: 2017/02/15 02:51:55.490514
% Ethernet Type II [0/14]
Ef) Destination Address: 50:B7:C3:D7:3E:B9 {Samsung Electronics CO., LID} [0/&]
H &f) Source Address: E4:8D:8C:21:90:18 {Routerboard. com) [6/4a] ]
< >

00000000 | 50 B7 C3 D7 3E B9 E4 8D 8C 21 90 18 08 00 45 00 01 0D 54 0D 00 00 40 11 9D OE &7 F1 04 0B 0A B2
00000020 (12 17 00 35 DS BB 00 F9 F& AD Rl 36 21 20 00 01 00 00 00 04 00 01 2R 70 &% 70 &5 &C &9 &E &5 2D ...*pipeline-
00000040 (74 &5 &5 2D 6E 2D &5 &C 62 2D 31 &6 34 €5 34 73 61 78 71 70 74 78 70 2D 32 38 35 31 37 32 32 34 tee-n-elb-1fdedsjugptxp-28517224
00000060 [ 36 09 75 73 2D 77 65 73 74 2D 32 03 65 &6C 62 09 61 6D 61 7R €F 6E 61 77 73 03 &3 &F 6D 00 00 1C G.us-west-2.elb.amazonaws.com. . .

00000080 00 01 CO 37 00 02 00 01 00 00 Q0 RRA 00 19 O7 6E 73 2D 31 37 36 39 09 61 77 73 64 6E 73 2D 32 39 [ ns-1769.awsdna-239
000000RO [ 02 63 &F 02 75 6B 00 CO 37 00 02 00 01 OO0 OO OO0 BR 00 13 06 6E 73 2D 33 33 32 09 &1 77 73 64 6E oo 0 ) e ns-332.awsdn
000000C0 (73 2D 34 31 CO0 4F CO 37 00 02 00 01 00 OO0 OO AR 00 16 06 €E 73 2D 35 36 30 09 &1 77 73 &4 &E 73 3-41.0.7 n3-560.awsdns
000000EQ 2D 30 36 03 6E &5 74 00 CO 37 00 02 00 01 OO0 OO0 00 AR 00 17 07 6E 73 2D 31 34 37 35 09 &1 77 73 —06.net..Teeenannanas na-1475.aws
00000100 | 64 6E 73 2D 35 36 03 &F 72 &7 00 CO 89 00 01 00 O1 00 01 EF 2D 00 04 CD FB Cl 4C dn3-56.0Gcccannnnan “eaaan L

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 103.241.4.11 dengan IP
Address 10.178.18.23 menunjukkan bahwa sedang mengakses alamat web
WWW.amazonaws.com



http://www.geotrust.com/
http://www.amazonaws.com/

4.74.125.200.97 <->10.178.18.23

BT Packet Info: ~
& turber: 160
acket Length: .
&P Packet L h 1,484
&P Capture Length: 1,484
E Timestanp: 2017/02/15 02:51:19.659763
2% Bthernet Type II [0/14]
: HY) Destination Address: 50:B7:C3:D7:3E:B9
Source Address: sED:EC: 2190 {Routerboard.com)
Hy s Add. E4:8D:8C:21:90:18 Ri board

= - - PR P e e

€ >

[0/6]

0000041E ( 6F 6D 2F &F €3 73 70 30 1D 06 03 55 1D OE 04 16 04 14 BLl FO 72 52 D1 8E C5 OC 71 4C 9F 80 AF
00000430 ( 64 €9 92 E7 F2 02 3D 30 0OC 06 03 55 1D 13 01 01 FF 04 02 30 00 30 1F 06 03 55 1D 23 04 18 30
0000045C ( 16 280 14 42 DD 06 16 1B BC F& &8 BS 76 F5 81 B& BB &2 1A BA 5A 81 2F 30 21 06 03 55 1D 20 04
00000478 ( 12 30 18 30 OC 06 0A 2B 06 01 04 01 D& 79 02 05 01 30 08 06 06 &7 &1 OC 01 02 02 30 30 0O& 03
00000492 55 1D 1F 04 29 30 27 30 25 A0 23 A0 21 86 1F 68 74 74 70 3h 2F 2F 70 6B 69 2E &7 &F &F 67 6C | U...)0"0%.%.!..http://pki.googl
000004B9 | 65 2E €3 €F €D 2F 47 49 41 47 32 2E €3 72 &C 30 0D 06 09 2A 86 48 86 F7 0D 01 01 OB 05 00 03 e.com/GIAG2.crll...*.H
000004D8 (82 01 01 00 1B ES BO 15 9B A7 AB OA F3 D& 10 4C 23 1E 5F 6F A5 C6 3B 21 3B 6Ah 99 59 9E CF AE
000004F7 | CF EB 57 67 44 F8 C7 29 95 C3 D6 EC 95 1B 45 E2 AD B4 10 18 FB 31 BD C9 CB 72 E0 6E CE 71 99
00000516 ( BE D4 BF 53 01 C6 C6 6D 72 14 SE 2D 57 DO 65 47 17 62 D7 70 0D 31 EB 16 48 25 F3 6B 59 77 E2
00000535 | 1E 79 59 DC 81 76 &E 39 40 8B C0 B9 C5 45 37 56 R4 AF 8C CO OA 20 D9 92 &R 3B F7 7F 08 D4 79 L¥Y..vn9@. . ETV. ... . 1H

00000554 R0 FS A5 &C €D 3E E4 33 38 2D 20 26 &8 76 37 Al 7E F2 6E &8 98 58 6A FB D7 SF BAR 31 91 53 77 we.lm> 38—, ehvT.~.oh.X].._.1.5w ™

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 74.125.200.97 dengan IP
Address 10.178.18.23 menunjukkan bahwa sedang mengakses alamat web
www.pki.google.com

5.103.241.4.11 <->10.178.18.23
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View View
Settings
=~ Packet Info: ~
i) Mumber: 23

2P Packet Length: 268

&P Capture Length: 268

{% Timestamp: 2017702715 02:51:17.833106
=% Ethernet Type IT [0/14]

HY Destination Lddress: 50:B7:C3:D7:3E:B9 {Samsung Electronics CO., LTD) [0/§]

=R rce Rddress: E4:8D:8C:21:90:18 {Routerboard.com) [6/4]

&P Protocol: 0x0800 {Internet IF({IBvd)) [12/2] o

—

00000000 | S0 B7 C3 D7 3E B9 E4 &D &8C 21 90 18 08 00 45 00 00 FE 57 75 00 00 40 11 99 B5 &7 F1 04 OB OR B2 E..
00000020 | 12 17 00 35 F2 3F 00 EA 7C 05 EQ 58 81 80 00 01 00 02 00 04 00 04 05 &6 &F 6E 74 73 OR &7 &F &F eeeDa
00000040 | 67 6C 65 61 70 69 73 03 63 6F 6D 00 00 01 00 01 CO OC 00 05 00 0L 00 00 OR 07 00 18 OC 67 6F 6F | gleapiS.COoMeecvsasssrsrsnnans
00000060 | 67 6C 65 61 64 61 70 69 73 01 6C 06 &7 6F &F 67 6C 65 CO 1D CO 32 00 01 00 01 00 00 00 ES 00 04 gleadapis.l.google...2
00000080 | 4R 7D 44 5F CO 12 00 02 00 01 00 01 EB RD 00 06 03 6E 73 33 C0 41 CO 12 00 02 00 01 00 O1 BE RD J1D_.

000000R0 | 00 06 03 &E 73 34 CO 41 C0 12 00 02 00 01 00 O1 BB AD 00 06 03 &E 73 32 CO 41 C0 12 00 02 00 01 ...n3d L

000000C0 | 00 01 BB AD 00 0& 03 &E 73 31 CO 41 CO &6 00 01 00 01 00 01 BR 9B 00 04 D& EF 24 OR CO 78 00 01 | .......

000000ED | 00 01 00 01 BA 9B 00 04 DE EF 26 OR CO 2R 00 01 00 01 00 01 BA 9B 00 04 D28 EF 22 0R CO 9C 00 01 | cenevnnnnn - T
00000100 |00 0L OO OL BASB OO O4 DEEF2002 [ ieaeeaean .

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 103.241.4.11 dengan IP
Address 10.178.18.23 menunjukkan bahwa sedang mengakses alamat web
www.fonts.googleapis.com



http://www.pki.google.com/
http://www.fonts.googleapis.com/

6. 23.15.155.27 <->10.178.18.23
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Settings

B--qf Packet Info: ~

& Murber: 405

2P Packet Length: 1,514

&P Capture Length: 1,514

[ Timestamp: 2017/02/15 02:51:21.254373

00000000 | 50 B7 €3 D7 3E B9 E4 8D 8C 21 90 18 02 00 45 00 05 DC 04 9D 40 00 3E 06 €3 8C 17 OF 9B 1B 0A | PuuudeeenlewenBEaun.. Bu>Cunannn ~
0000001F | B2 12 17 00 50 FS 9D E3 C6 90 9B EE 3& E1 73 50 10 00 36 CA 7F 00 00 48 54 54 50 2F 31 2E 30 |....P.......:.5P..6....HITE/L.0

0000003E | 20 32 30 30 20 4F 4B 0D 0A 53 65 72 76 65 72 3R 20 6E 67 €9 6E 78 2F 31 2E 31 30 2E 32 0D OR 200 OE..Server: nginx/1.10.2..
00000050 ( 43 6F 6E 74 €5 €E 74 2D 54 79 70 65 3R 20 61 70 70 &C 69 €3 61 74 69 &F 6E 2F 6F 63 73 70 2D Contenc-Type: application/ocsp-
0000007C [ 72 65 73 70 6F 6E 73 65 0D OB 43 &F 6E 74 65 6E 74 2D 4C &5 6E &7 74 68 3R 20 31 34 31 39 0D response..Content-Length: 1419.
0000009 | OB 63 €F €E 74 €5 6E 74 2D 74 72 61 €E 73 &6 65 72 2D &5 6E €3 6F 64 69 &E &7 3h 20 &2 &9 6E .content-transfer-encoding: bin
000000BA | 61 72 79 OD OR 43 61 63 68 65 2D 43 &F 6E 74 72 &F &C 3k 20 €D 61 7& 2D &1 &7 &5 3D 34 36 36 ary..Cache-Control: max-age=466
000000D9 32 35 30 2C 20 70 75 62 &6C 69 63 2C 20 6E 6F 2D 74 72 61 6E 73 66 &F 72 &D 2C 20 6D 75 73 74 250, public, no-transform, must
(000000FE | 2D 72 65 76 €1 6C 69 64 61 74 65 0D OR 4C 61 73 74 2D 4D 6F 64 69 66 69 65 G4 3h 20 4D 6F 6E -revalidate..Last-Modified: Mon
00000117 [ 2C 20 31 33 20 46 65 62 20 32 30 31 37 20 30 35 3R 32 31 3A 35 34 20 47 4D 54 0D OA 45 78 70 , 13 Feb 2017 05:21:54 GMI..Exp
00000136 | 89 72 €5 73 3R 20 4D &F 6E 2C 20 32 30 20 4& &5 62 20 32 30 31 37 20 30 35 3R 32 31 32 35 34 ires: Mon, 20 Feb 2017 05:21:54
00000155 (20 47 4D 54 0D OR 44 61 74 &5 3R 20 54 75 &5 2C 20 31 34 20 46 65 &2 20 32 30 31 37 20 31 39 GMT..Date: Tue, 14 Feb 2017 19
00000174 [ 32 35 31 3R 32 32 20 47 4D 54 0D OR 58 2D 43 &1 &3 &8 65 3A 20 4D 49 53 53 20 &6 72 &F &D 20 :51:22 GMT..X-Cache: MISS from
00000193 ( 6D 61 €9 6C 2E 75 6E 73 72 69 2E 61 €3 2E 69 &4 0D OA 58 2D 43 61 &3 &8 &5 2D 4C &F &F 6B 75 mail.unsri.ac.id..X-Cache-Locku
000001B2 ( 70 3R 20 4D 49 53 53 20 &6 72 6F 6D 20 6D 61 69 &C 2E 75 €E 73 72 &9 2E 61 63 2E 69 64 3R 33 p: MISS from mail.unsri.ac.id:3
000001D1 31 32 38 OD OR 56 69 61 3R 20 31 2E 30 20 6D 61 69 &C 2E 75 6E 73 72 69 2E 61 63 2E 69 64 3R 128..Via: 1.0 mail.unsri.ac.id:

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 23.15.155.27 dengan IP
Address 10.178.18.23 menunjukkan bahwa sedang mengakses alamat web
www.mail.unsri.ac.id

7.10.178.18.23 <-> 151.101.8.207
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A
362
&P Packet Length: 257
2P Capture Length: 257

l% Timestamp: 2017/02/15 02:51:20.520428
¥ Bthernst Type II [0/14]
stination Address: E4:8D:8C:21:90:18
e Address: 50:B7:C3:D7:3E:B9 [&/a] v

Awncnn

00000000 | E4 8D 8C 21 90 18 50 B7 C3 D7 3E B9 08 00 45 00 00 F3 30 92 40 00 &0 06 OC 76 OR B2 12 17 97 &5 ..
00000020 (08 CF FS SA 01 BB 89 7E FE 95 29 CC 81 73 50 18 01 00 02 64 00 00 16 03 01 00 Ce O1 00 00 €2 03 .. «s)..8E..
00000040 ( 03 B9 EE 1A 0B ES 91 35 93 45 2D 44 EF 4B &1 F0O 34 3B 06 E0 51 BF 86 1B BO 9R 18 0OC 76 26 41 97 | ..eeens 5.E-D.K..47;..Q

00000060 ( 1R 00 00 1A CO 2B CO 2F CC R9 CC 8 CO OR CO 09 CO 13 CO 14 00 33 00 39 00 2F 00 35 00 OA OL 00 - +of 3.9.7.5...
00000080 (00 7F 00 00 00 1R 00 18 00 00 15 6R 73 2D 61 67 65 6E 74 2E 6E 65 77 72 65 6C 69 63 2E 63 6F 6D . js-agent.newrelic.com
000000RO ( 00 17 00 00 FF 01 00 01 00 00 OR 00 O& OO0 O& 00 17 00 18 00 19 00 OB 00 02 01 00 00 23 00 00 33 e $#..3
000000C0 (74 00 00 OO 10 00 17 00 15 02 &8 32 02 73 70 &4 79 2F 33 2E 31 0B 68 74 74 70 2F 31 2E 31 00 05 h2.spdy/3.1.http/l.1..
000000ED (00 05 01 00 00 OO0 00 00 OD 00 16 OO0 14 04 01 05 01 06 01 02 01 04 03 05 03 06 03 02 03 04 02 02 sesessaressassaressararraraarany
00000100 | 02 .

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 10.178.18.23 dengan IP
Address 151.101.8.207 menunjukkan bahwa sedang mengakses alamat web
www.newrelic.com



http://www.mail.unsri.ac.id/
http://www.newrelic.com/

8.10.178.18.23 <->52.43.25.167

=il
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Settings
=~ Packet Info: ~
] Mumber: 1,461
&P Packet Length: 266
&P Capture Length: 266

{% Timestamp:

W Ethernet Type II

B Destination Address:
B3 Source Address:

<

00000000 | E4 8D 8C 21 90 18 50 BT C3 D7 3E B9 08 00 45
00000020 |19 A7 F5 B6 01 BB 56 A2 FO ER 22 3D A5 76 50
00000040 |03 CR 09 DD BC B3 51 D9 ED 55 29 05 B8 17 BB
00000060 | F2 00 00 1A CO 2B CO 2F CC R9 CC RE CO OA CO
00000080 | 00 88 00 00 00 23 00 21 00 00 1E &9 GE &3 &F
000000RD | 7R 69 &C 6C 61 2E &F 72 &7 00 17 00 00 FF O1
000000CO |00 02 01 00 00 23 00 00 33 74 00 00 00 10 0O
000000ED |74 74 70 2F 31 2E 31 00 05 00 05 01 00 00 00
00000100 |05 03 06 03 02 03 04 02 02 02

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 10.178.18.23 dengan IP
Address 52.43.25.167 menunjukkan bahwa sedang mengakses alamat web
www.mozilla.org

9.151.101.8.207 <->10.178.18.23

Settings

.&8 FPacket Length: 1,514 -
&P Capture Length: 1,514
{% Timestamp: 2017/02/15 02:51:20.596999
=-%" Ethernet Type II [os14]
HQ Destination Address: 50:B7:C3:D7:3E:B9 {Samsung Elec
. H Source Address: E4:8D:8C:21:90:18 {Routerboard.
...&F Protocol: 0x0800 {Internet

ronics C0., LTD) [oss]
1) [6/&]
) r12/2] v

000003R2 | C4 45 AD 6E 2B 63 B 92 6B €1 OR 4D 20 ED 73 BA 7C CE FE 16 BS DB 9F &0 F0O D6 8B &C D9 08 79
000003C1 | 42 4F 78 &5 DA 82 BC BE 35 F3 B3 C4 F9 27 80 4E FF 96 52 E& 02 20 E1 07 73 E9 5D 2B BD BZ F1
000003ED (02 03 01 00 01 A3 82 01 25 30 82 01 21 30 OE 06 03 55 1D OF 01 01 FF 04 04 03 02 01 06 30 12
D00003FF | 06 03 55 1D 13 01 01 FF 04 08 30 06 01 01 FF 02 01 00 30 1D 06 03 55 1D OE 04 16 04 14 96 DE
0000041E | 61 F1 BD 1C 16 29 53 1C €O CC 7D 3B &3 00 40 E6 1A 7C 30 47 06 03 55 1D 20 04 40 30 3E 30 3C L 106..T. .@0>0<
00000430 ( 06 04 55 1D 20 00 30 34 30 32 06 08 2B 06 01 05 05 07 02 01 16 26 &3 74 74 70 73 3R 2F 2F 77 [ ..U. .0402..4+euuuuuas shoops: /W
0000045C | 77 77 2ZE &7 &C 6F €2 €1 &C 73 €9 &7 6E 2E &3 &F 6D 2F 72 &5 70 &F 73 &3 74 &F 72 79 2F 30 33 om/repository/03
00000478 | 06 03 55 1D 1F 04 2C 30 2R 30 28 RO 26 R0 24 86 22 &8 74 74 70 3R 2F 2F &3 72 &C 2E &7 6&C &F oUen.,0%0(.&. 5. "heotp: //crl.glo
00000492 | 62 61 6C 73 69 &7 6E 2E 6E 65 74 2F 72 &F &F 74 2E &3 72 &C 30 3D 0& 08 2B 0& 01 05 05 07 01 balsign.net/root.crll=..+......
000004BS | 01 04 31 30 2F 30 2D 06 08 2B 06 01 05 05 07 30 01 26 21 €3 74 74 70 3A 2F 2F &F 63 73 70 2E ..10/0-..+.....0..!http://ocsp.
00000408 | 67 6C 6F €2 €1 6C 73 €9 €7 €E 2E 63 6F &D 2F 72 &F &F 74 72 31 30 1F 06 03 55 1D 23 04 18 30 glebalsign.com/rootrl0...U.4..0
000004F7 | 16 80 14 60 7B 66 1R 45 0D 87 CR 835 50 2F 7D 04 CD 34 A28 FF FC FD 4B 30 0D 06 09 2A 26 48 86 PO PP (P N -
00000516 | F7 0D 01 01 OB 05 00 03 82 01 01 00 46 2R EE SE BD AE 01 &0 37 31 11 86 71 74 B6 46 49 Cg 10
00000535 | 16 FE 2F &2 23 17 BB 1F 87 F8 82 ED CA DF OE 2C DF &4 75 8E E5 18 72 A7 8C 3& 8B C9 AC a5 77
00000554 | 50 F7 EF 9E A4 E0 A0 &F 14 57 A3 2R 5F EC 7E 6D 10 E6 BA &D BO 08 87 76 OE 4C B2 D9 51 BB 11
00000573 | 02 F2 5C DD 1C BD F3 55 96 OF D4 06 CO FC E2 23 84 24 70 D3 BB FO 79 1& A7 &1 70 83 84 AF 0&
00000592 | C5 20 DE R1 63 DO 6C RE 4F 32 D7 RE 7C 18 45 75 05 29 77 DF 42 40 &4 &4 26 BE 2A 76 09 31 &F . ..c.l.02..].Eu.)w.B@dd..*v.lo
(000005B1 | 1D 24 F4 93 DO 85 FE F2 21 08 F9 C6 F6 F1 DO 59 ED D& 56 3C 08 28 03 67 BA FO F3 F1 30 14 47 Ee e awaans FouVeo (vTenena .G

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 151.101.8.207 dengan IP
Address 10.178.18.23 menunjukkan bahwa sedang mengakses alamat web
www.globalsign.com



http://www.mozilla.org/
http://www.globalsign.com/

10. 10.178.18.23 <-> 202.3.208.158
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O-¥ Packet Info:

. %Nu.nber:

&7 Packet Length:

&P Capture Length:

{% Timestamp:

% Bthernet Type II

BJ Destination Address:
) Source Address:

<

55
459
459

2017/02/15 02:51:17.835097

[0/14]
E4:8D:8C:21:90:18
50:B7:C3:D7:3E:B9

00000000 | E4 8D 8C 21 90 18 50 B7 C3 D7 3E B9 08 00 45 00 01 BD 50 1B 40 00 80 06 F1 B4 OA BZ 12 17 CR

0000001F ( 03 DO 9E F5 8B 00 50 AC CE B3 72 6D C2 OF €4 50 18 01 00 38 21 00 00 47 45 54 20 2F 20 48 54 E...rm..dP...8'..GET / HT
0000003E [ 54 S0 2F 31 2E 31 0D OR 48 6F 73 74 3R 20 74 &5 &C 6B &F 6D 73 &5 &C 2E 63 &F &D 0D 0R 55 73 TP/1.1..Host: telkemsel.com..Us
00000050 | 65 72 2D 41 67 65 6E 74 3A 20 4D &F TR €9 €C 6C 61 2F 35 2E 30 20 28 57 69 &E &4 &F 77 73 20 er-Agent: Mozilla/5.0 (Windows

0000007C [ 4E 54 20 36 2E 33 3B 20 57 4F 57 36 34 3B 20 72 76 3R 34 38 2E 30 29 20 47 &5 &3 6B €F 2F 32 NI €.3; WOWE4; rv:48.0) Gecko/2
0000009 30 31 30 30 31 30 31 20 46 €9 72 65 66 €F 78 2F 34 38 2E 30 0D OR 41 &3 63 &5 70 74 3R 20 74 0100101 Firefox/48.0..Rccept: ©
000000BR [ 65 78 74 2F 68 74 6D 6C 2C 61 70 70 6C 69 €3 61 74 €9 6F GE 2F 78 &8 T4 6D &C 2B 78 6D &C 2C ext/html, application/xhtml+xml

000000D9 [ 61 70 70 &C 69 63 61 74 &9 6F 6E 2F 78 6D €C 3B 71 3D 30 2E 39 2C 2A 2F 2R 3B 71 3D 30 ZE 38 application/xml;g=0.9,*/*;q=0.8
000000FE | OD OR 41 63 63 65 70 74 2D 4C 61 6E 67 75 €1 &7 65 3R 20 65 6E 2D 55 53 2C 65 6E 3B 71 3D 30 . .Accept-Language: en-U5,en;g=0
00000117 [ 2E 35 0D OR 41 63 63 65 70 74 2D 45 6E 63 €F 64 69 6E 67 3R 20 &7 TA 69 70 2C 20 64 65 €6 6C .5..Rccept-Encoding: gzip, defl
00000136 | 61 74 65 0D OR 43 6F 6F 6B €9 €5 34 20 5F &7 61 3D 47 41 31 2E 32 2E 31 31 31 31 36 36 37 30 ate..Cookie: _ga=GR1.2.11116670
00000155 [ 34 36 2E 31 34 38 37 31 30 31 35 36 34 3B 20 5F 64 63 5F &7 74 &0 5F 55 41 2D 31 37 37 38 38 46.1487101564; _dc_gtm UR-17788
00000174 (32 32 31 2D 31 3D 31 3B 20 5F &7 &1 74 SF 55 41 2D 31 37 37 38 38 32 32 31 2D 31 3D 31 0D 02 221-1=1; _gat UR-17788221-1=1..
00000193 | 43 6F 6E 6E 65 63 74 69 &F 6E 3A 20 €B €5 €5 70 2D &1 &C &9 76 &5 0D OA 55 70 &7 72 €1 64 &5 Connection: keep-alive..Upgrade

Hasil Analisis :

Berdasarkan tampilan diatas hasil komunikasi antara IP Address 10.178.18.23 dengan IP
Address 202.3.208.158 menunjukkan bahwa sedang mengakses alamat web

www.telkomsel.com



http://www.telkomsel.com/

Matrix

Matrix menunjukkan representasi grafis dari semua percakapan yang ditangkap
sepanjang sesi. Hal ini memungkinkan pemantauan percakapan endpoint dan secara
otomatis akan menyelesaikan endpoint bila memungkinkan. Matrix terdiri dari panel kiri
dan matriks yang elips merapat dengan node dan garis menghubungkan node, node adalah
alamat MAC / IP dan garis mengindikasikan komunikasi antara alamat. Jumlah setelah node
mewakili jumlah rekan host.
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Hasil Analisis :

Berdasarkan tampilan diatas IP Address 10.178.18.23(23) menampilkan semua informasi
yang relevan tentang komunikasi antara beberapa alamat/host. Diantaranya :

1.10.178.18.23(23) <-> 74.125.200.100(1)
mengakses alamat web www.google-analytics.com

2.10.178.18.23(23) <-> 74.125.200.97(1)
mengakses alamat web www.googletagmanager.com

3.10.178.18.23(23) <-> 103.241.4.11(1)
mengakses alamat web www.fonts.googleapis.com

4.10.178.18.23(23) <-> 52.43.25.167(1)
mengakses alamat web www.mozilla.org



http://www.google-analytics.com/
http://www.googletagmanager.com/
http://www.fonts.googleapis.com/
http://www.mozilla.org/

5.10.178.18.23(23) <-> 23.15.155.27(1)
mengakses alamat web www.gn.symcd.com

6.10.178.18.23(23) <-> 162.247.242.20(1)
mengakses alamat web www.nr-data.net

7.10.178.18.23(23) <->151.101.8.207(1)
mengakses alamat web www.newrelic.com

8.10.178.18.23(23) <-> 10.178.18.23(1)
mengakses alamat web www.telkomsel.com



http://www.gn.symcd.com/
http://www.nr-data.net/
http://www.newrelic.com/
http://www.telkomsel.com/

