CYBER KILL CHAIN
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Identification, Selection
and Profiling of Target

WEAPONIZATION

Coupling of Remote Access Trojan with an
Exploit into a deliverable payload called as
Cyber Weapon

Transmission of the cyber
weapon to the targeted
environment

EXPLOITATION

Triggering the attacker’s payload
on the target system
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INSTALLATION

Installation of backdoor and
maintaining persistence

COMMAND & CONTROL (C2)

Outbound internet controller servers to
communicate with compromised host

ACTIONS ON DBJECTIVES

Data Exfiltration, Network Spreading,

System Disruption
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