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Cara Meretas User Password Pada Ubuntu Server 18.04.3 LTS, dengan menggunakan tools John The Reaper

1. Langkah Pertama, silahkan install John The Reaper “$ sudo apt install john”
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2. Tambah user baru untuk di retas “root@doez$ adduser user1” dengan password “root@doez$ passwd”
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3. Kemudian, jalankan John The Reaper dengan menguji apakah telah berjalan “john –test”
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4. Kemudian copy beberapa data dari user1 dengan command “cp /etc/shadow ./” dan untuk passwordnya “cp /etc/passwd ./”
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5. Setelah itu tutup file adi dengan command “ ./unshadow passwd shadow > passwords”
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6. Kemudian, jalankan John The Reaper, maka john the reaper akan mereview semua password yang tersimpan pada file tersebut “john passwords”
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Cracking Password Windows 10 Menggunakan PwDump hash John The Reaper
1. Pertama download file pwdump7 di browser anda, kemudian jalankan dengan run as administrator pada windows 10. Jalankan PwDump7.exe dengan file hash.txt seperti gambar dibawah ini.
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2. Kemudian, download file John The Reaper dari browser anda. Kemudian jalankan John The Reaper dengan command “john –format=LM d:/hash.txt”. Setelah itu john the reaper akan mereview password dari akun windows 10 anda
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John:bash
Fle Edit View Bookmarks Settings Help
rootabt : /pentest /passwords/john# . /unshadow passwd shadow passwords
Usage: unshadow PASSWORD-FILE SHADOW-FILE

rootabt : /pentest /passwords,/john# . /unshadow passwd shadow > passwords
rootabt : /pentest /passwords/johne [
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rootabt ; /pertest /passwords/john# cp /etc/shadow ./

Irootabt : /pentest /passwords/johm# cp /etc/passwd ./

rootabt : /pentest /passwords/joh# . /unshadow passwd shadow > passwords

rootabt : /pentest /passords/John# john passwords

Warning: detected hash type "shaSlacrypt”, but the string is also recognized as “crypt*
Use the "--format=crypt” option to force loading these as.that type instead

Loaded 3 password hashes with 3 different salts (shaslzcrypt [64/641)

Renaining 1 password hash

Flover (user1)

quesses: 1 time: 0:00:00:05 DONE (Thu May 30 16:34:27 2013) c/s: 209 trying: Flower
Use the "--show" option to display all of the cracked passwords reliably

rootabt : /pertest /passwords/j ohii





image8.png
icrosoft Windows [Version 10.6.16241.1661]
(c) 2617 Microsoft Corporation. All rights reserved.

+ \WINDOWS\system32>d:
D:\>cd D:\demo\pudump?

D: \demo\pudump7>Pubump7 .exe > d:\hash. txt
Pudump v7.1 - raw password extractor
Author: Andres Tarasco Acuna

url: http://wiw.514.es

D: \demo\pudump7>





image9.png
D: \demo\pudump7>cd D: \demo\john179w2\john179\run

demo\john179w2\john179\run>john --formatsLh d:\hash.txt
1 [main] john 2080 Find_fast_cud: WARNING: Couldn't compute FAST_CWD

pointer. Please report this problem to
he public mailing list cygwin@cygwin.com
cyguin warning:

HS-DOS style path detected: d:\hash.txt

Preferred POSIX equivalent is: /cygdrive/d/hash.txt

CYGWIN environment variable option "nodosfilewarning” turns off this warn|
ing.
Consult the user’s guide for more details about POSIX paths:
http://cygwin. con/Cyguin-ug-net/using. html#using-pathnames
Loaded 2 password hashes with no different salts (LW DES [128/128 BS SSE2])

(pcunlocker)

:00: c/s: 82268 trying: 123456 - KAREN
show” option to display all of the cracked passwords reliably

2 \demo\ john179u2\ john179\run>.
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nal' at Sat, 30 Nov 2019 I 03 +0000. Up 63.46 seconds
r

64.206086] cloud-init[1164]: Cloud-init v. 19.1-1-ghaa47854-0ubuntul™18.04.1 finished at Sat, 30
Nov 2019 13:54:04 +0000. Datasource DataSourceNoCloud [seed=/var1ib/cloud/seed/nocloud-net] [dsmode
=net]. Up 64.15 seconds

Ubuntu 18.04.3 LTS doez ttyl

doez login: doez

Passuard

Last login: Sat Nov 30 13:16:58 UTC 2019 on ttyl

Helcome to Ubuntu 18.04.3 LTS (GNU/Linux ¢.15.0-70-generic x86_64)
* Documentation:  https://help.ubuntu.com

* Management : https://landscape. canonical.com
* Support: https://ubuntu.con/advantage

System information disabled due to load higher than 1.0
* Overheard at KubeCon: 'microkes.status just blew my mind"
https:s/microk8s. io/docs/commands#microkss . status

68 packages can be updated.
0 updates are security updates.

doez@doez: ™

doez@doez: ~$ sudo apt install john

[sudo] passuord for doez:

Reading package lists... Done

Building dependency tree

Reading state information... Done

john is already the newest version (1.8.0-2build1)

0 upgraded, 0 newly installed, 0 to remove and 68 not upgraded.
doez@doez: ¢
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Last login: Sat Nov 30 1 58 UTC 2013 on ttyl

fielcone to Ubuntu 18.04.3 LTS (BNU/Linux 4.15.0-70-generic x86_64)

* Documentation:  https://help.ubuntu.com
* Management : https://landscape. canonical.com
* Support: https://ubuntu.con/advantage

System information disabled due to load higher than 1.0
% Dverheard at KuheCon: "microkgs.status just blew my mind"
https:s/microk8s. io/docs/commands#microkss . status

68 packages can be updated.
0 updates are security updates.

doez@doez: ™5

doezedoez: ™% sudo apt install john

[sudo] password for doez:

Reading package lists... Dane

Building dependency tree

Reading state information... Done

John is already the newest version (1.8.0-2buildl)

0 upgraded, 0 newly installed, 0 to remove and 68 not upgraded
doez@doez: s adduser userl

adduser: Only root may add a user or group to the sustem.
doezadoez: s su

Passuord:

rootadoez: /home/doez# adduser useri

adduser: The user "userl' already exists

rootedoez: /home/doez# passud userl

Enter new UNTX passuord:

Retupe new UNIX passuord:

passud: password updated successfully

rootadoez: /home/doez _
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ront@doez: /home/doez# passud userd

Enter new UNIX password:

Retupe new UNIX passuord:

passud: password updated successfully
root@doez: /home/doez# john -test
Benchmarking: descrupt, traditional crupt(3) [DES 128/128 SSE2-16]..
Many salts: 438041 c/s real, 439800 c/s virtual

Only one salt: 639385 c/s real, 641953 c/s virtual

DONE

Benchmarking: bsdicrypt, BSDI crypt(3) ("_J9..", 725 iterations) [DES 128/128 SSE2-16]... DONE
Many salts: 23142 c/s real, 23188 c/s virtual
Only one salt: 23296 c/s real, 23383 c/s virtual

Benchmarking: mdScrypt [MDS 32/64 X2]... DONE
Raw: 2382 c/s real, 2391 c/s virtual

Benchmarking: borupt ('$2a$05", 32 iterations) [Blowfish 32/64 X2]... DONE
Raw: 156 c/s real, 157 c/s virtual

Benchmarking: LM [DES 126/128 SSE2-16]... DONE
Raw:  B453K c/s real, 8504K c/s virtual

Benchmarking: AFS, Kerberos AFS [DES 48/64 4K]... DONE
Short: 84172 c/s real, 84341 c/s virtual
Long: 252313 c/s real, 253326 c/s virtual

Benchmarking: tripcode [DES 128/128 SSE2-16]... DONE
Raw: 565248 c/s real, 566380 c/s virtual

Benchmarking: dummy [N/A]... DONE
Raw:  20348K c/s real, 20423K c/s virtual

Benchmarking: crypt, generic crypt(3) [?/64]... DONE
Many salts: 80627 c/s real, 60392 c/s virtual
Only one salt: 56140 c/s real, 56366 c/s virtual

root@doez: /home/doez#
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g John - bash
Fle Edit View Bookmarks Settings Help

Benchnarking: Tripcode DES [128/128 BS SSE2-16]... DONE
Rawi  1687K c/s real, 1703 c/s virtual

Benchnarking: SSH RSA/DSA (one 2048-bit RSA and one 1024-bit DsA key) [32/64
Raw: 20982 ¢/s real, 21193 c/s virtual

Benchnarking: POF DS RC4 132/64]... DONE
Raw: 25184 /5 real, 26509 c/s virtual

Benchnarking: WPA-PSK PEKDF2-HHAC-SHA-1 [32/641... DONE
Rav: 186 c/s real, 193 ¢/s virtual

Benchnarking: RAR3 SHA-1 AES (4 characters) [32/64]... DONE
Raw:  32.6 c/s real, 33.0 c/s virtual

Benchnarking: WinZip/PEKDF2-HHACSSHACL (33/6af’ .. DONE
Raw: 393 c/5 reat, 393,c/s virtial

Benchnarking: dumny [N/Al,.. DONE
Raw:  71910K c/s real, 73363 c/s virtual

rootabt : /pentest /passwords/johi# cp /etc/shadow ./
rootabt : /pentest /passwords,/joh# cp /etc/passvd ./
rootabt : /pentest /passwords/johnz I

john : bash

DONE




