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1. Penjelasan MITM ( Man-In-The-Middle)

MITM adalah Sebuah serangan MITM adalah jenis serangan cyber di mana seseorang
berbahaya mendaftarkan dirinya sendiri dalam sebuah percakapan antara dua pihak,
impersonates kedua belah pihak dan memperoleh akses terhadap informasi bahwa
kedua pihak sedang berusaha untuk mengirim satu sama lain.

MITM memungkinkan seseorang berbahaya untuk mencegat, mengirim, dan
menerima data dimaksudkan untuk orang lain, atau tidak dimaksudkan untuk dikirim
sama sekali, tanpa baik di luar pihak mengetahui sampai terlambat. Serangan Man in
the Middle Attack dapat disingkat dalam banyak cara termasuk, MITM, MitM, Mim,
atau MIM

MITM adalah jenis serangan menguping yang terjadi ketika seseorang berbahaya
menyisipkan dirinya sebagai relay / proxy ke sesi komunikasi antara orang atau
sistem. Sebuah serangan MITM memanfaatkan pengolahan real time transaksi,
percakapan, atau transfer data lainnya.

Sebuah serangan Man-in-the-Middle memungkinkan penyerang untuk mencegat,
mengirim, dan menerima data tidak pernah dimaksudkan untuk menjadi bagi
mereka tanpa mengetahui baik di luar partai sampai terlambat.

Normal Flow | Man-in-the-Middle Flow
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http://ahmadrijal-blog.blogspot.com/2014/06/apa-itu-man-in-middle-attack-mitm.html

Pada gambar di atas Anda akan melihat bahwa penyerang yang dimasukkan-nya, di-
antara arus lalu lintas antara klien dan server. Sekarang bahwa penyerang telah
memasuki komunikasi antara dua endpoint, ia dapat menyuntikkan informasi palsu
dan mencegat data yang ditransfer antara mereka.

2. Software Yang Di Gunakan Untuk MITM

- 3 Laptop

- Software Wireshark

- Software Cain and Able

- Software Aplikasi Chatting Sederhana
- Software Xampp

3. Percobaan

1. Koneksikan Client dan Server dan Attacker dalam satu Jaringan yang sama,
matikan firewall agar hasil dapat maksimal. Siapkan masing-masing satu
komputer satu peran

Server ( Komputer 1)

Hiny

B




Client( Komputer 2)

E—l HAMPP Control Panel v3.2.2 [ Compiled: Mov 12th 2015 ] ¥

Minilyrics

XAMPP Control Panel v3.2.2 &~ Cenfig

Modules Y
o) Metstat
Service Module  PID(s) Port(s) Actions o el

3634
Apache = 80,443 Stop Config B Shel

MySaL 2116 3306 Stop Config Explorer
FileZilla Start dmin Config B Services
Mercury Start dmin Config £ Help

Tomcat Start d Config ] out

Host: 132
[main] Initializing Modules

Dio: Kirim Test |10 1 [main] Starting Check-Timer
B!”' E"!m P"m 10 VI [main]  Contral Panel Ready
D:g: K::m T::: 1 [Apache] Attempting to start Apache app...
Dic: Kirim Test | |1 [Apache] Status change detected: running
Dio: Kiim Test | |1 [mysql]  Attempting to start MySQL app...
Dio: Kirim Test | |10-03-06 AM [mysql]  Status change detected: running
Dio: Kirim Text
Kito: test

Diio: Kirim Text
Diia: Kirim Text

|test

2. Sniffing yang dilakukan pada Komputer 3 ( Attacker)
menggunakan Software Cain and Able juga wireshark

Pertama konfigurasikan dialog cain and able dalam range IP dari Client dan Server

AR e HBES |+ BB Om O#%nr @¢ 0

[& Decoders | @ Network |29 sniffer [ Cracker [ Traceroute [MA cCOU [ Wircless |5 Query |

IP address | MAC address | OUI fingerprint | Host name [g Tr Tga [a [nanlanlnal

192.168.200.2 80A58932DFSF Configuration Dialog
1921632003 BE73FAQ01385  Hon Hai Precision Ind. Co,L...
Chalenge Spoofing | Fitersandpois | HTTP Fields |
Tracerote | Certficate Spoofing | Cettficates Callector |
Snffer | APR(Am Poison Routing) |  APR-SSLOptions |

Adapter [ 1P address [ Subnet Mask
il \Device \NPF_{B7C3945... 0.0.0.0 0000

levice \NPF_{7EC3945... 0.0.00 0000
i | 192.168.200.1 255.255.255.0
Device \NPF_{02C2820.. 0.0.0.0 0000
& \Devics\NPF_{DBS6BA... 0.0.00 0.0.0.0
< >

Winpcap Version
4.1.02080

Current: Network Adapter
Device\NPF_{5241AB12-0345-4781-A4B6-FBA29EFBBB60}

WARNING 11l Only sthemet adapters supported

Options
I™ Start Snifferonstatup [~ Dont use Promiscuous mode
™ Start APR on startup

oK Cancel Help

| Hosts [ APR [ Routing [5% Passwords | s VolP |

hitp:/ fwww.oxid. it




Selanjutnya klik start Sniffing dan scan MAC Address

- | =TeT=]

Fil: View Configure Tools Help
B eHBEE +v B LD FEEEICEN Y
[& Decoders | @ Metwork |6 sniffer [&f Cracker | R Traceroute |HA ccDU [’ Wireless [T Query |
1P address MAC address | OUI fingerprint | Host name [ 8. | 8. [B8 [Gr [ mo[m1[m3]

1921682002 8DAS8932DF9F
MAC Address Scanner ﬂ

192.168.200.3 B8763FA01385 Hen Hai Precision Ind. Co,,L...

[~ Target
@ Allhosts in my subnet
" Range
Fiom
192 . 168 . 200 . 1
To

192 . 168 . 200 . 254

F Mode Scanner
[~ ARP Test (Broadcast 31-bit)
[~ AR Test [Broadcast 16-bi)
[~ ARP Test [Broadcast 8bit)
[~ ARP Test [Group bit)

[~ ARF Test [Multicast gioup 0]
[ ARP Test (Multicast group 1]
[™ ARP Test (Multicast group 31
[~ #lTests

Cancel

| = Hosts [@ apr [ Routing T4 Passwords [ volP

Lost packets: 0%

u File View Configure Tools Help

[owenmm2|+v = s um CEEEICEEES
[& Decoders | @ Network [#8 sniffer [&f Cracker | € Traceroute [N ccpu [’ Wireless |Z Query |

P address | MAC address | QUI fingerprint | Host name [B.. | B.. [B8 [Gr [ mo[ M| m3]

192.168.200.2 ‘80A58932DFOF
192.168.200.3 B8763FA01385 Hen Hai Precision Ind. Co.,L...

|2 Hosts [@ APR [P Routing [ T4 Passwords | 43 volp

Lost packets: 0%




Setelah IP Client dan Server detect, maka klik ARP untuk membelokkan Komunikasi ke Attacker

e hwrd |+y eymEEe0®R? (@2 0

[& Decoders | @ Network [E Sniffer [ oF Cracker | €4 Traceroute [N ccDU [9 Wireless |Fh Query |

B APR Status P address MAC address | Packets-> | <- Packets | MAC address | IP address |

[ APR-Cert
w3, APR-DNS
. B8 APR-SSH-1(0)
By APR-HTTPS (0) New ARP Poison Routing H
By APR-ProxyHTTPS (0]

& APR-RDP (1) ANING 1!

B APR-FTPS(0) [APF: enables you to hijack IP Walfic between the selected hast an the left it and al selected hosts an the fight st in both
B APRPOP3S (1) directions. If 2 selected host has rauting capabilties WA Waffic wil be intercepted as well Please nate tha since your

rnaching has not the same performance of a touter you could causs Do if you set APR between your Defaul Gateway and
B APR-IMAPS (0) Status IP address all ather hasts on your LAN.

&) APR-LDAPS (0)
&) APR-SIPS ()

[[1P address [ mac [ Hostname IP address [ MaC [ Hesstname
2

1921682002  BOABEI3ZDFSF
|

Cancel

< 5 | Configuration / Routed Packets |

=) Hosts | (%) 4PR [ Routing [T Passwords [ VolP

Lost packets: 0%

Tentukan Client atau Server yang akan di belokkan

[awenmmd +v/ssvmEEe0®n 02 0

Decoders Metwork Sniffer Cracker Traceroute CCDU |4 Wireless Query
& El E7 i -] m @ 50

T APR Status IP address MAC address Packets -> | <- Packets | MAC address IP address

(& APR-Cert 192.168.200.3 | B8763FAD1385 58032DF9F | 192,168.200.2

-2 APR-DNS

.. APR-55H-1(0)

3y APR-HTTPS (0)
&) APR-ProxyHTTPS (0)
.5 APR-RDP (0)

-y APR-FTPS (0)

-5y APR-POP3S (0)

é APR-IMAPS (0) Status IP address MAC address Packets -> | <- Packets | MAC address IP address

&) APR-LDAPS (0)
&) APR-SIPS (0)

Selanjutnya buka Wireshark dan lihat isi komunikasi yang dilakukan oleh Client dan Server



a4 Capturing from Wi-Fi [Wireshark 1.127 (v1.12.7-0-g7#c8978 from master-1.12)] - o lEl
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

CEH LM I  BERE NeDD WEmx a8

Filter: | tep.stream eq 4 v | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

2455 1354.55403 192.168.200.2 192.168 TCI 54 9999-56319
— - - - - TTcp 0

[FIN, K] St

2460 1354. 5572 g ===
Mark Packet (toggle)

Ignore Packet (toggle)
(© Set Time Reference (toggle)
© Time Shift...

Edit Packet

il Packet Comment...
Manually Resolve Address
Apply as Filter

Prepare a Filter
Frame 2460: 54
Ethernet II, Sr
Internet Protog
Transmission C¢

bytes captured (432 bits) on interface 0

3f:a0:13:85), Dst: HonHaiPr_15:8d:9f (34:68:95:15:8d:9F)
00.2 (192.168.200.3), Dst: 192.168.200.2 (192.168.200.2)
319 (56319), Dst Port: 9999 (9999), Seq: 1, Ack: 65, Len: O

Conversation Filter
Colorize Conversation
SCTP

Follow TCP Stream
Follow UDP Stream
Follow S5L Stream

BEBEB®

Copy v
Protocol Preferences v
3 Decode As..
& Print...
Show Packet in New Window

0000 34 68 95 15 8d 9f b8 76 3f a0 13 85 08 00 45 00 4h.....
0010 00 28 5d 14 40 00 80 06 8c 64 cO a§ c& 03 c0 ag .(J.e
0020 8 02 db ff 27 Of f9 Oc 7e 87 99 36 <O be 50 10 .

0030 f9 9c d0 47 00 00

@ ™ |wi-Fi <live capture in progress> File

Use... | Packets: 2508 - Displayed: 128 (5,1%) Profile: Default

Hasil Sniffing

o@EmMI | BE RS Bl aaapn 2B % B

Filter: | tcp.stream eq 4 | Expression... ( M Follow TCP Stream (tcp.stream eq 4) - B

No. Time Source Destination Protocol Len
2455 1354.55403192.168.200.2 192.168.200.3 TCP

Stream Content:

atikhkaatikhkaatikhkaatikhkaedi dedi dedi dedi dedi dedi dedi df

Frame 2460: 54 bytes on wire (432 bits), 54 bytes captured (432
Ethernet II, src: HonHaipr_a0:13:85 (b8:76:3f:a0:13:85), Dst: H
Internet Protocol version 4, src: 192.168.200.3 (192.168.200.3)
Transmission control protocol, src Port: 56319 (56319), Dst Por

Entire conversation (63 bytes) v
Find Save As print (O AsCll ) EBCDIC © HexDump O CAmays ® Raw
Help Filter Out This Stream

0000 34 68 95 15 8d 9f b8 76 3f a0 13 85 08 00 45 00 4h..
0010 00 28 5d 14 40 00 80 06 8c 64 cO ag <& 03 c0 ag .(].e
0020 c8 02 db ff 27 Of f9 Oc 7e &7 99 36 O be 50 10 .

0030 f9 9c d0 47 00 00

@ ™7 \Wi-Fi: <live capture in progress> File: C:\Use... | Packets: 2538 - Displayed: 128 (5,0%) Profile: Default




