Nama : Rizky Soufi Gustiawan

Nim :09011281520111

TUGAS KEAMANAN JARINGAN KOMPUTER
SCANNING
Menggunakan nmap

http://www.kemdikbud.go.id

= Zenmap = R

Scan Tools Profile Help

Target: | 118.98.227.101 E Profile: Cancel

Command: | nmap -s5118.98.227.101

Hosts || Services | | Nmap Output | Parts/ Hosts| Topology | Host Details | scans|

05 4 Host « |nmap-s511898.227.101 -]

Starting Nmap 7.78 ( https://nmap.org ) at 2019-62-13 08:42 SE Asia Standard Time
Note: Host seems down. I it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 28.57 seconds

“r=- FZenmap

m Scan JTools Profile Help

Target: | 118.98.227.101 [-] Profile:

Command: nmap -s5118.98.227.101

[ Hests ][ services | Nmap Output | Ports / Hosts | Topology | Host Details | scans |

05 4 Host - nmap -s5118.98.227.101

& 118.98.227.101 41511/tcp open unknown
42518/tcp open caerpc
L 182.23.103.155 44176/ tcp open umnknown

44442 /tcp open coldfusion-auth
44581/tcp open unknown
45188/tcp open unknown
49153 /tcp open umnknown
49156/ tcp open unknown
49159/tcp open unknown
49168 tcp open unknown
49163 /tcp open LU K O
49165/tcp open unknown
49175/tcp open unknown
49176/ tcp open umnknown
49999tcp open L K o
Seaaastcp open ibm-db2
sSaaal1s/tcp open unknown
S@ea2/tcp open iidimsF
Se3Ieestcp open unknown
Saz89stcp open unknown
saagaastcp open unknown
S1493/tcp open umnknown
S52822/,tcp open unknown
52848/tcp open unknown
52869/tcp open unknown
S54328/tcp open L K o
55855/tcp open unknown
55688 /tcp open unknown
S8737/tcp open umnknown
S6e738/tcp open unknown
S¥F9¥stcp open unknown
eaazastcp open unknown
62878/ tcp open iphone-sync
63331/,tcp open unknown
eSeaastcp open unknown
65389/tcp open unknown
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' Zenmap

(l Scan Tools Profile Help

Target: |118.98.227.101 [=] Profile:
Command: | nmap -55118.98.227.101
[ Hests ][ sewices | | mmap output| Ports 7 Hosts | Topolegy | Host Details | scans |
o [ - 4 Port 4 Protocol 4 State 4 Service 4 Version
W 11808237101 @ 3 top open  compressnet
& 18223102155 @® 6 tep open  unknown
e 7 tcp open echo
@ o tep open  discard
@ 17 tep open  gotd
@ 19 tep open  chargen
® 2 tep filtered ftp
® == tep filtered ssh
® 24 tep open  priv-mail
& 25 tcp filtered smtp
® =0 tcp open  unknown
® 33 tep open  dsp
® a3 tep open  whois
® 53 tep filtered domain
® =0 tep open  http
® =2 tep open  xfer
® =4 tep open  ctf
@ o0 tcp open  dnsix
® o9 tep open  metagram
® 100 tcp open  newacct
@ 106  tcp open  pop3pw
® 109 tcp open  pop2
@® 113 tcp filtered ident
[l ® 119 tcp open  nntp
http://www.cnn.com
= Zenmap

IIchn Tools  Profile Help
Target: | 1511011767 | profile

Command: | nmap -s5151.101.17.67

[ Hosts ” Services Nmap CQutput Ports,-‘Hostsl Topologyl Host Detailsl Scans|
05 4 Host a nmap -55151.101.17.67
1511011767 Starting Mmap 7.7@ ( https://nmap.crg ) at 2019-02-15 18:57 SE Asia Standard Time

Nmap scan report for 151.181.17.67
Host is up (8.28=s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE

8@/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 43.11 seconds
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= fenmap

I]_chn Tools Profile Help

Target: | 1511011767

Command: | nmap -s5151.101.17.67

[ Hosts _” Services ] |Nmap0utput PnrtsfHu:usts|Topology|HostDetails|5cans|

05 4 Host
W 151.10117.67

- 1 Port 14 Protocol 4 State 4 Service 1 Version
@ a0 tep open  http
8 M3 tep open  https

= Zenmap

I]_’chn Tools  Profile Help

Target: | 151.101.17.67

IZI Profile:

Command: | nmap -sV 15110117 67|

Hosts Services

05 4 Host -
W 1511011767

Mmap Output | Ports / Hosts | Topologyl Host Detailsl Scans|

nmap -s¥ 151.101.17 67

Starting Nmap 7.7@ ( https://nmap.org ) at 2019-82-15 18:59 SE Asia Standard Time
Nmap scan report for 151.181.17.67

Host is up (@.28s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE VERSION

443/tcp open ssl/http-proxy Varnish

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 66.47 seconds



+- Zenmap

I]chn Tools Profile Help

Target: | 151.10117.67 EI Profile
Command: | nmap -sW 151.101.17.67
[ Hosts ” Services ] | MNrmap Qutput| Ports / Hosts |Topo|ogy| Host D'etailsl Scans|
05 4 Host - 1 Port 1 Protocol 4 State 1 Service 1 Version
W 1511011767 O M43 tcp open  http-proxy Varnish
£ Zenmap

I]chn Tools Profile Help

Target: | 151.101.17.67

EI Profile:

Command: | nmap -sU151.101.17.67

[ Hosts ” Services

P put Ports[HostslTopoIogyl Host Detailsl Scans|

05 4 Host - nmap -sU 151.10117 .67

B 1511011767 Starting Nmap 7.78 ( https://nmap.org ) at 2819-82-15 19:86 SE Asia Standard Time
Nmap scan report for 151.101.17.67
W 182.23103155 Host is up (©.24=z latency).

All 1882 scanned ports on 151.101.17.67 are open|filtered

Nmap done: 1 IP address (1 host up) scanned in 38.74 seconds




- fenmap

I]chn Tools Profile Help
Target: | 151.101.17.67 [=] Pprofile:

Command: | nmap -sU151.101.17.67

[ Hosts ][ Services ] |Nmap0utput Ports / Hosts | Topology HostDetaiIsIScans|

05 4 Host - 4 Port 4 Protocol 4 State 4 Service 4 Version

1511011767 @ 443 tcp open http-proxy Varnish

W 182.23.103.155

http://www.palembang.go.id

Zenmap

(S:gn Tools Profile Help
Target: | 182.23103.155 El Profile:

Command: | |hmap -sS 182.22.102.155

[ Hests ][ Services ] Mmap Output | Ports Hostsl Topologyl Host Detallsl Scans
OS 4 Host - nrmap -s5 182.23.103.155
W 182.23.3103155 Starting Mmap 7.7@ ( https:s/nmap.org ) at 2019-82-18 12:19 SE Asia Standard Time

Mmap scan report for 182.23.183.155
Host is up (@.863s latency).
Mot shown: 912 Filtered perts, 78 cleosed perts

PORT STATE SERVICE
2i/tcp open Fftp
22/tcp open ssh
se/stcp open http

118/tcp open pop3
143/tcp open imap
aa3/tcp open https
S87/tcp open submission
993/tcp open imaps
995/tcp open pop3s
33@6/tcp open mysql

Mmap done: 1 IP address (1 host up) scanned in 155.@4 seconds

Scan Tools Profile Help

Target: | 18223103155 [=] profile:

Command: |nmap -s5182.23103.155

[ Hosts ” Services ] | Mmap Output i Ports / Hosts Topeology | Host Detailsl Scans|
05 4 Host - 4 Port 1 Protocol 4 State 1 Service 4 Version
W 18223103155 @ A e open  ftp

e 22 tcp open  ssh

@ &0 tcp open  http

@ 110 tcp open  pop3

o 143 tcp ocpen  imap

@ 443 tcp open  https

@ 587 tcp open  submission

@ 993 tcp open  imaps

@ 995 tcp open  pop3s

@ 3306 tcp open  mysql
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Menggunakan free ip scanner

http://www.palembang.go.id

ﬁ Free IP Scanner (S] |-

File Edit View Help

~u - = o |

P F | SR DE T

IP Range From |182. 23 _103_155 To |182. 23 .103.255

[ Customize IP List [] Hide Dead Hosts

i IP &ddress | Woork Group Mame | Host Mame | Uszer MAC Addrezs Port it

18223103185 N/S MAS M5 M5 i

19223103156 MN/S MHAS M5 M5 3

18223103157 MN/S MHAS M5 M5

182231031858 NS MAS M5 M5

19223103153 M/ MHAS M5 M5

18223103160  MN/S MHAS M5 M5

18223103181 M5 MAS M5 M5

19223103162 M/ MHAS M5 M5

18223103162 MN/S MHAS M5 M5

18223103164 N/S MAS M5 M5

182231031685 N/S MAS M5 M5

& 18223103166 MAA M A M AR, M A

18223103167 MN/S MHAS M5 M5

182231031688 N/S MAS M5 M5

19223103169 M/ MHAS M5 M5

18223103170 MN/S MHAS M5 M5

1822310317 M5 MAS M5 M5

19223103172 M/ M5 M5 M5 =
Scan Finish!

http://www.kemdikbud.go.id

ﬁ Free IP Scanner e

File Edit WView Help

> | = =2 %% | = Eoa | @

IP Range From |118. 98 .227.101 To |118. 98 .227.255

[] Customize IP List [l Hide Dead Hosts

i' IFP &ddress | wlorkGroup Mame | Host Mame =er bASC Sddress Fort

& 112.92.227.101 M A, A M A, A =

3¢ 112.92.227.102 MsS MAS M4S MAS

3¢ 11292227102 MsS MAS M4S MAS

3 112.92.227.104 MsS MAS M4S MAS

3 112.92.227.106 MsS MAS M4S MAS

3 11292227106 MJS MAS M4S MAS

3 112.92.227.107 MsS MAS M4S MAS

& 11892227108 M A A, A

$ 11892227109 MNS MAS M4S MAS

¢ 11892227110 MsS MAS MAS MAS

3 11895227111 MAS MAS MAS MAS

11892227112 MsS MAS MAS MAS

11892227113 MsS MAS MAS MAS

11892227114 NS MAS MAS MAS

3 11892227115 M5 MAS M4S MAS

3 11892227116 NS MAS M4S MAS

3 11595227117 M5 MAS M5 MAS

3 115952271168 M5 MAS M5 MAS -
Scan Finish!
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A Free IP Scanner

File Edit WView Help

b | SRR e B2 oal e

IF Fange From |151- 101. 17 - &7

To [151.101. 17 .255

[] Customize IP List Add Mew [P [ Hide Dead Hosts
# IF Address | Wwoork Group Mame | Host Mame | Lger MAC Address Faort Sl
" 151.101.17. 67 [RPE R [RPE A, |E|
«* 151.101.17. 62 S E A, S E A, B
«* 151.101.17.69 A A, A A,
3 151.101.17.70 /S M5 /S M#S
5110117 A MAS MAS MAS MAS
1511011772 A A, A A,
« 151.101.17.73 [RPE R [RPE A,
% 1511011774 S E A, S E A,
3 151.101.17.75 MAS M5 MAS M5
w151, 101.17.76 [RPE [RE) [RPE [RE)
w 1511011777 A A, A I A,
3 151.101.17.78 MAS M5 MAS M5
151, 101.17.79 [P [RF) [P [REF)
¥ 151.101.17.80 A A, A I A,
¥ 151.101.17.81 R [REY R [REY
« 151.101.17.82 [P [RF) [P [REF)
¥ 151.101.17.82 A A, A I A,
«# 151.101.17.84 A R A R ) &
Scan Finish!
Menggunakan Advanced IP Scanner
http://www.kemdikbud.go.id
3 Advanced IP Scanner 't 22
[
’ Scan _fP c = —
11898.227.101 -118.98.227.255 Exampler 192.168.0.1-100, 192168.0.200 | | Search g
Results Favorites
Status MNarme P Manufacturer MAC address el
(= 118.98.227.149 118.98.227.149 o
L] 118.98.227.194 118.98.227.194
(= 118.98.227.192 118.98.227.192
L] 118.98.227 162 118.98.227.162
> ([ 118.98.227.148 118.98.227.148
> 118.98.227 165 118.98.227.165
L1 118.98.227 177 118.98.227177
L] 118.98.227.159 118.98.227.159
> [ 118.98.227.139 118.98.227.139
L] 118.98.227 187 118.98.227.187
L] 118.98.227.163 118.98.227.163 i
4 | mn

137 alive, 0 dead, 18 unknown
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@ Advanced IP Scanner ——

File View Settings Help

s 1l P C BE-

182.23.103.155-182.23.103.255

Results Favorites

Example: 192168.0.1-100, 192.168.0.200  Search

Status Mame P Manufacturer MAC address
[> @ 182.23.103.195 18223103195
[> @ 182.23.103.155 182.23.103.155
[> @ 182.23.103.235 182,23.103.235
< | m
3 alive, 0 dead, 98 unknown
http://www.cnn.com
i 7 Advanced IP Scanner ——— Lilﬂg
File VWiew  Settings Help
s 11 |IP C T=E-
151.101.17.67-151.101.17.255 Example: 192.168.0.1-100, 192.168.0.200  Search
Mame P Manufacturer MAC address
151.101.17.70 151.101.17.70
151.101.17.90 151.101.17.90

1511011782
15110117133
151.101.17.74
151.101.17.86
151.101.17.80
151.101.17.92
151.101.17.72
151.101.17.76
15110117158

CEE ERCECECEOE B

151.101.17.82
15110117133
151.101.17.74
151.101.17.86
151.101.17.80
151.101.17.92
151.101.17.72
151.101.17.76
151.101.17.158

o

LU

189 alive, 0 dead, 0 unknown
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