KEAMANAN JARINGAN KOMPUTER
Man-in-the-middel attacks (MITM)
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John the Ripper

Decypte md5
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Cain and Abel

Hacking Password Website http
Penggunaan cain and abel pada website yang belum di enkripsi (http) untuk mendapatkan user dan password, yang dimana website yang belum di enkripsi lebih rentan datanya dicuri daripada website yang sudah di enkripsi (https). 
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Hacking Password Website https
Untk meretas user dan password pada website yang telah dienkripsi (https) membutuhkan keahlian tingkat lanjut, sehingga penulis tidak bisa melakukannya karena kurangnya kemampuan untuk memahami seluk beluk https.

Tor Browser 

Tapping tor browser menggunakan wireshark

Website Pemerintah : ristedikti.go.id
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Website Dalam Negeri : Jurntalotaku.com
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Website Luar Negeri : fitgirl-repacks.site
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Pada saat tor browser digunakan alamat ip akan disembunyikan dengan cara menggunakan ip komputer lain sehingga ip yang asli tidak akan terdeteksi. Tor browser juga tidak langsung mengkases website yang dicari melainkan menggunakan aplication data dengan protokol Tlsv1.2.
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Length Info
54 https(443) » 6156 [ACK] Seq-1 Ack=1630 Win=3642 Len=p
597 Application Data
54 https(443) » 6156 [ACK] Seq=l Ack=2173 Win=3642 Len=p

597 Application Data
597 Application Data

54 https(443) » 6156 [ACK] Seq=544 Ack=2716 Win=3642 Len=p
597 Application Data

597 Application Data

597 Application Data

54 https(443) » 6156 [ACK] Seq=1087 Ack=3302 Win=3642 Len=p
208 M-SEARCH * HTTP/1.1

597 Application Data

597 Application Data

597 Application Data

597 Application Data

54 https(443) » 6156 [ACK] Seq=2173 Ack=4333 Win=3642 Len=p
597 Application Data

54 6156 » https(443) [ACK] Seqm=4333 Ack=2716 Win=65204 Len=p
597 Application Data
1111 Application Data

54 https(443) » 6156 [ACK] Seq=3259 Ack=5945 Win=3642 Len=p
1506 https(443) » 6156 [ACK] Seq=3259 Ack=5945 Win=3642 Len=1452 [TCP segment of a reassembled PDU]
687 Application Data

54 6156 > https(443) [ACK] Seq=5945 Ack=5344 Win=65340 Len=p
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Time Source. Destination Protocol _ Length Info
158 22719819 192.168.1.3 ip61.1p-167-114-219.net  TLsvi.2 597 Application Data
155 23.004005  ip6l.ip-167-114-219.net  192.168.1.3 T 54 https(443) > 5702 [ACK] Seq=1087 Ack=1087 Win:

156 23.770914  fedo::dlc2:fac2:adec:oadl ffo2: LR 84 Standard query @xssse A wpad
157 23771902 192.168.1.3 224.0.0.252 LR 64 Standard query @xsese A wpad

155 23.301400  192.163.1.3 ip61.1p-167-114-219.net  TLSv1.2 597 Application Data

159 23.874827  fed0::Blc2:fac2:adeci9adl ffe2::l:3 LR 84 Standard query exssse A wpad

160 23.875139  192.168.1.3 224.0.0.252 LR 64 Standard query @xssse A wpad

161 24.061331  ip6l.ip-167-114-219.net  192.168.1.3 T 54 https(443) > 5702 [ACK] Seq=1087 Ack=1630 Win:

162 24.077301  192.168.1.3 192.165.1.255 uop 92 netbios-ns(137) » netbios-ns(137) Len=50

163 24.502720  ip6l.ip-167-114-219.net  192.168.1.3 Tisvi.2 597 Application Data

164 24.505555  192.163.1.3 ip61.ip-167-114-219.net  TLSv1.2 1111 Application Data

165 24.764288  ip6l.ip-167-114-219.net  192.168.1.3 T 54 https(443) > 5702 [ACK] Seq=1630 Ack=2637 Wi

166 24.841116  192.168.1.3 192.165.1.255 uop 92 netbios-ns(137) » netbios-ns(137) Len=50

167 25.202514  ip6l.ip-167-114-219.net  192.168.1.3 Tisvi.2 597 Application Data

165 25.312058  192.168.1.3 ip61.ip-167-114-219.net  TLsvi.2 597 Application Data

169 25.466565  192.163.1.3 ip61.1p-167-114-219.net  TLSv1.2 1506 Application Data

170 25.466567  192.168.1.3 ip61.ip-167-114-219.net  TLSv1.2 202 Application Data

171 25.505638  192.163.1.3 ip61.1p-167-114-219.net  TLSv1.2 1506 Application Data

172 25.505640  192.168.1.3 ip61.ip-167-114-219.net  TLSv1.2 716 Application Data

173 25.530403  192.168.1.3 ip61.1p-167-114-219.net  TCP 1506 5702 » https(443) [ACK] Seq=6944 Ack=2173 Win=65068 Len=1452 [TCP segment of a reassembled PDU]
17 25.530405  192.168.1.3 ip61.1p-167-114-219.net  TLSv1.2 173 Application Data

175 25.573668  ip6l.ip-167-114-219.net  192.168.1.3 T 54 https(443) » 5702 [ACK] Seq=2173 Ack=3230 Win=5950 Len=p

176 25.573851  192.168.1.3 ip61.1p-167-114-219.net  TLSv1.2 597 Application Data
177 25.605155  192.168.1.3 192.165.1.255 uop 92 netbios-ns(137) » netbios-ns(137) Len=50
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MD5 Encryption

Enter a word here to get its MD5 hash:

The MDS hash for Tibb is : f9be8818eddfcfl161d35377910b199cf
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Using default input encoding: UTF-8

Loaded 1 password hash (Raw-MDS [MDS 128/128 AVX 4x3])
Press 'q' or Ctrl-C to abort, almost any other key for status
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