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-Tapping Website
1. Website Http (unsecured)
a. Contoh wesite yang tidak menggunakan http

BKN

Badan Kepegawaian Negara

Pengguna tidak ditemukan

Login

Nama pengguna

Password

Username {untuk login sbg PMS) : Nip Baru 18 digit.
Password (untuk login sbg PNS) : Nama depan PMS (sebelum spasi pertama) dengan huruf

kecil.
Contoh: Untuk PMS a/n Aulia Pradipta, passwordnya adalzh "aulia®.

b. Input data ke dalam kolom username dan password (tidak masalah data valid atau
tidak).



o

3 IBKN

Badan Kepegawaian Negara

Pengguna tidak ditemukan

Login
MNama pengguna

ichaicha

Password

Username (untuk login sbg PNS) : Nip Baru 18 digit.
Password (untuk login shg PNS) @ Nama depan PNS (sebelum spasi pertama) dengan huruf
kecil.

Contoh: Untuk PMS a/n Aulia Pradipta, passwordnya adalah "aulia®.

Jalankan Capture Wireshark terlebih dahulu sebelum menekan “submit”
Lalu hentikan capture wireshark.
Lakukan analisis terhadap packet yang telah di capture. Pertama filter packet http
menggunakan “http.request.method==post”.
Source Destination Protocol
172.17.178.228 163.89.250.26 HTTP

Pada bagian info akan terdapat tulisan .login atau /login. Atau dalan kasus ini
/index.asp. Kemudian Klik kanan pada packet tersebut lalu follow > tcp stream.



Protocol  Length Info
HTTP 711 POST /login HTTR/1.1 (applic-+i~=fw seme Fomm nnlancadady
HTTP 483 HTTP/1.1 382 Mark/Unmark Packet Ctrl+M

HTTP Ignore/Unignore Packet Ctrl+D

HTTP 488 GET /css/bootstrap.min.css HT

Set/Unset Time Reference  CtrleT |

HTTP 483 GET /css/font-awesome.min.css Time Shift... Crl+ Shift+T
HTTP 791 HTTP/1.1 288 (text/css) Packet Comment... Crl+AR+C
HTTP 46@ GET /js/jquery.min.js HTTP/1.
HTTP 1254 HTTP/1.1 28@ (application/j Edit Resolved Name
HTTP 463 GET /js/bootstrap.min.js HTTP ]
HTTP 795 HTTP/1.1 208  (text/css) Apply as Fitter g
HTTP 481 GET /img/logo.png HTTP/1.1 Prepare a Filter 4
Conversation Filter 4
(5688 bits) on interface @ Colorize Conversation »
Routerbo_91:8b:89 (b8:69:T4:91:8b:89) R
.258.26 5CTP
Seq: 1, Ack: 1, Len: 657 Follow 4 TCP Stream Ctrl+Alk+Shift+T
Copy » UDP Stream Ctrl+Alt+Shift+U
SSL Stream Ctrl+Alt+5hift+5
]
Protocel Preferences HTTP Stream  Ctrl+Alt+Shift-H
Decode As...

Show Packet in New Window

Selanjutnya akan muncul window sebagai berikut. Username dan password akan
tampil dengan jelas dalam text tersebut.



POST /login HTTP/1.1

Host: ip-jasn.bkn.go.id

| [Connection: keep-alive

Content-Length: 37

| |Cache-Control: max-age=8

Origin: http://ip-jasn.bkn.go.id

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 1@.@; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/55.@.2883.87 UBro
7.8.185.1882 Safari/537.36

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml4xml,application/xml;q=8.9,image/webp,*/*;q=08.8
Referer: http://ip-jasn.bkn.go.id/login

Accept-Encoding: gzip, deflate

Accept-Language: en-U5,en;q=8.8

Cookie: JSESSIONID=1F33CAl6@8DBE22463B7EABESE1468752

username=ichaichalpassword=SitifAisyahHTTP/1.1 382
Server: nginx/1.1@.2

Date: Mon, 11 Mar 2819 86:17:47 GMT
Content-Length: @

Connection: keep-alive

X-Content-Type-Options: nosniff

X-XS5-Protection: 1; mode=block

X-Frame-Options: DENY

Cache-Control: no-cache, no-store, max-age=8, must-revalidate
Pragma: no-cache

Expires: @

Location: http://ip-jasn.bkn.go.id/login?error

GET /login?error HTTP/1.1

Host: ip-jasn.bkn.go.id

Connection: keep-alive

Cache-Control: max-age=@

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Windows NT 1@.@; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/55.@.2883.87 UBro
7.8.185.1882 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=6.9,image/webp,*/*;q=0.8

Referer: http://ip-jasn.bkn.go.id/login

2. Website Https (secured)

a. Tampilan TCP stream ketika melakukan login ke website yang terenkripsi.



M Wireshark - Follow TCP Stream (tcp.stream eq 5) - Wi-Fi = O x

GET /GTSGIAGS/ ~
MFEWTzBNMEswSTAJBgUrDgMCGEUABBT27bB] Y jKBmjX2 jXMgnQIKEaps rQQUdSK4UIpndnaxLcKGBIOgfqZ%2
BuksCECwWOhHio2faSpscsCwewRB%3D HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Microsoft-CryptoAPI/18.@

Host: ocsp.pki.goog

HTTP/1.1 280 OK

Content-Type: application/ocsp-response
Date: Mon, 11 Mar 2819 @8@:15:59 GMT
Server: ocsp_responder

Content-Length: 471

X-X55-Protection: 1; mode=block
X-Frame-Options: SAMEORIGIN
Cache-Control: public, max-age=86480
Age: 47375
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Packet 52. 2 client pkts, 2 sarver phis. 3 tums. Olick o select.
Entire conversation (1928 bytes) ~ Show and save data as | ASCII ~ | Stream El
Find: | [ Findnext |

Filter Out This Stream Print Save as... Back Close Help

Gambar 1 Data capture yang ditampilkan hanya akan nampak seperti susunan karakter yang acak, sehingga tidak
dapat dibaca oleh attacker.

-Akses Web Melalui Tor

a. Jalankan Tor Browser dan pastikan sambungan berhasil.



About Tor x

@ C | & Tor Browse Search with DuckDuckGo or enter address o -4 =

Tor Browser

@ New to Tor Browser? -
= Let's get started. 806

Explore. Privately.

You're ready for the world's most private browsing experience.

Q' Search with DuckDuckGo

Questions? Check our Tor Browser Manual »

<] Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

ofit orgenization advancing human rights and freedom sting and deploying free and cpe
eir unrestricted availability and use, and furthering the ficand popular understanding. G

b. Mulai capture packet menggunakan Wireshark.

c. Pergi ke web yang diinginkan, misalnya facebook atau google.
- facebook.com [157.240.25.35]
- google.com [216.239.38.120]
- komputer lokal [192.168.100.14]



§ Facebook - Log In or Sign Up

C | ® & https//
Gmail Bilder =%
Google-Suche Auf gut Gliick!
Osterreich
Werbeprogramme Unternehmen Uber Google Datenschutzerklarung Mutzungsbedingungen Einstellungen
Cookies helfen uns bei der Bereitstellung unserer Dienste. Durch die Nutzung unserer Dienste erklarst du dich damit einverstanden, dass wir Cookies setzen.
Mehr erfahren m

d. Analisis hasil capture.

Filter “ip.src == 192.168.100.14 && ip.dst == 157.240.25.35”
M ~wiFi

File Edit View Go

- m}
Capture  Analyze Statistics Telephony Wireless Tools  Help
dn @ PREBRs==FsEEaqaan
[ Jip.src == 192.168.100. 14 &R ip.dst == 157.240.25.35] [X] ~| Expression
Mo. Time Source Destination Protocol Length Info

@ 7 wireshark_WiFi_20190311201130_a07776.pcapng

|| Packets: 2439 - Displayed: 0 (0.0%) - Dropped: 0 (0.0%) || Profile: Default

Gambar 2 Tidak ada packet dari komputer lokal yang dikirimkan langsung ke IP facebook

Filter “ip.src == 192.168.100.14 && ip.dst == 216.239.38.120”




M ~wiFi - [m} x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

F L RRE Re=z2F 5= aqaan

[ Jip.src == 192.168.100. 14 &&ip.dst == 216.239.38.120] [X] ~| Expression.. = +
MNo. Time Source Destination Protocol Length nfo

< >
@ 7 wireshark_Wi-Fi_20190311201130_a07775.pcapng || Packets: 2439 - Displayed: 0 (0.0%) - Dropped: 0 (0.0%) || Profile: Default

Gambar 3 Begitu pula sambungan ke IP google

e. Perbandingan menggunakan browser biasa.

Filter “ip.sr

192.168.100.14 && ip.dst == 157.240.25.35”

944 12.639867 192.168.1080.14

157.248.25.35

TLSv1.2

M ~wi-Fi - m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm @ [pRREBRes=F aElEaaanm
[ Jip.src == 192.168.100. 14 &Rip.dst == 157.240,25,35] = | Expression...  +
Mo. Time Source Destination Protocol Length Info -~
935 12.609769 192.168.1080.14 157.246.25.35 TCP 66 36171 =+ 443 [SYN] Seq=0 Win=6553%
943 12.638992 192.168.108.14 157.248.25.35 TCP 54 36171 = 443 [ACK] Seq=1 Ack=1 Wir

259 client Hello

97@ 12.668712 192.168.1080.14 157.248.25.35 TCP 54 36171 + 443 [ACK] Seq=286 Ack=141
974 12.678912 192.168.1080.14 157.248.25.35 TCP 54 36171 + 443 [ACK] Seq=286 Ack=28i___
976 12.671205 192.168.1080.14 157.246.25.35 TCP 54 36171 = 443 [ACK] Seq=286 Ack=3@%
989 12.684162 192.168.108.14 157.248.25.35 TCP 54 36173 = 443 [ACK] Seq=1 Ack=1 Wirm—
992 12.684984 192.168.1080.14 157.248.25.35 TLSv1.2 255 Client Hello
1062 12.690391 192.168.160.14 157.246.25.35 TLSv1.2 18@ Client Key Exchange, Change Ciphe
1883 12.698886 192.168.108.14 157.248.25.35 TLSv1.2 141 Application Data
1lea4 12.691889 192.168.1080.14 157.248.25.35 TLSv1.2 413 Application Data
1886 12.693591 192.168.1080.14 157.248.25.35 TCP 54 36177 + 443 [ACK] Seq=1 Ack=1 Wir
1068 12.694298 192.165.160.14 157.246.25.35 TLSv1.2 252 Client Hello
1828 12.719613 192.168.108.14 157.248.25.35 TCP 54 36173 = 443 [ACK] Seq=282 Ack=141
1838 12.719842 192.168.1080.14 157.248.25.35 TCP 54 36173 + 443 [ACK] Seq=282 Ack=23: hd
< >
Frame 935: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ ~
> Ethernet II, Src: LiteonTe_9d:c6:e9 (58:8@:e3:9d:c6:e9), Dst: HuaweiTe_@2:ad:95 (c@:78:89:82:ad:95)
> Internet Protocol Version 4, Src: 192.168.188.14, Dst: 157.248.25.35 Y
Goof B 78 @9 @2 ad 95 58 8@ e3 9d c6 e9 @3 @@ 45 88 pre X -
G016 @8 34 S5e 76 4@ 0@ 38 86 c@ 83 b ad 64 @e 9d fe At - -
Go260 19 23 8d 4b @1 bb c8 T8 97 b3 @0 @0 @0 @0 80 B2 EOK =

O ) wireshark_Wi-Fi_20190311202110_a20616.pcapng

|| Packets: 2011 - Displayed: 147 (7.3%) - Dropped: 0 (0.0%) | Profile: Default

Gambar 4 Capture packet saat mengakses facebook melalui Microsoft Edge

Filter “ip.src == 192.168.100.14 && ip.dst == 216.239.38.120”




M ~wiFi - [m} x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

aAm 7@ RRE Re=z2F 5= aqaan

[ Jip.src == 192.168.100. 14 &&ip.dst == 216.239.38.120] = =] Expression...  +
Mo. Time Source Destination Protocol Length Info A
402 2.983348  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=1748 Ack=71—
403 2.983430  192.168.100.14 216.239.38.120 TLSv1.2 16@ Application Data
405 3.153985  192.168.100.14 216.239.38.120 TLSV1.2 184 Application Data
408 3.187894  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=1916 Ack=71
410 3.188064  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=1916 Ack=71
412 3.188554  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=1916 Ack=71
413 3.188758  192.168.100.14 216.239.38.120 TLSV1.2 100 Application Data ]
415 3.435824  192.168.100.14 216.239.38.120 TLSV1.2 323 Application Data
418 3.468814  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=2231 Ack=71
420 3.469383  192.168.100.14 216.239.38.120 Tcp 54 36151 + 443 [ACK] Seq=2231 Ack=71
422 3.469640  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=2231 Ack=71—
423 3.469785  192.168.100.14 216.239.38.120 TLSV1.2 16@ Application Data L
424 3.524588  192.168.100.14 216.239.38.120 TLSv1.2 595 Application Data
428 3.554897  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=2818 Ack=71
430 3.555917  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=2818 Ack=7:
432 3.555472  192.168.100.14 216.239.38.120 Tcp 54 36151 » 443 [ACK] Seq=2818 Ack=71___
433 3.556542  192.168.100.14 216.239.38.120 TLSv1.2 16@ Application Data v
< >
> Frame 433: 180 bytes on wire (88@ bits), 188 bytes captured (88@ bits) on interface @ ~
> Ethernet II, Src: LiteonTe 9d:c6:e9 (58:8@:e3:9d:c6:e9), Dst: HuaweiTe_82:ad:95 (c@:70:89:82:ad:95)
> Internet Protocol Version 4, Src: 192.168.100.14, Dst: 216.239.38.120 v
0080 c@ 7@ @9 02 ad 95 58 B0 e3 Od c6 €9 OB 0B 45 88  p- - X - E- -
0010 @@ 56 5d 24 40 B9 B0 @6 79 ST cB a8 64 Oe d8 ef  -V]3@- g
@020 26 78 Bd 37 @1 bb 97 22 ba 2e 50 18 &7 " -.[IMIEP- .
(O wireshark_Wi-Fi_20190311202110_a20616.pcapng || Packets: 2011 - Displayed: 202 (10.0%) - Dropped: 0 (0.0%) || Profile: Default

Gambar 5 Capture packet dengan mengakses google menggunakan browser yang sama, terlihat bahwa
packet akan dikirimkan langsung dari komputer lokal ke google



