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TOR BROWSER

Pengujian kali ini pada website BLIBLI.COM yaitu website jual beli barang online.
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No. Time Source Destination Protocol  Length Info
312 23.447495 46.165.250.224 192.168.1.105 Tce 1364 443 -+ 55130 [ACK] Seq=102551 Ack=B8718 Win=9971 Len=1318 [TCP segment of a reassembled PDU]
313 23.447628 b 46.165.250.224 < 54 55138 - 443 [ACK] Len=0 —
314 23.448777 192,168 Tcp 1364 443 + 55138 [ACK] Len=1316 [TCP segment of a reassembled PDU]
315 23.448780 46.165.250.224 192.168.1. TcP 1364 443 + 55130 [ACK] 52q=105171 Ack=88718 Win=9971 Len=131@ [TCP segment of a reassembled PDU]
316 23.448967 192.168.1.105 46.165.250.224 < 54 55130 + 443 [ACK] Seq=80718 Ack=186481 Win=1874 Len=8
317 23.467614 46.165.250.224 192.168.1.105 TLSv1.2 1364 Application Data, Application Data
318 23.508823 192.168.1.105 46.165.250.224 < 54 55130 » 443 [ACK] Seq=88718 Ack=187791 Win=1874 Len=0
319 23.633160 46.165.250.224 192.168.1.105 TLSv1.2 555 Application Data
320 23.642176 192.168.1.105 46.165.250.224 TLSv1.2 1111 Application Data
321 23.989140 46.165.256.224 192.168.1.105 < 54 443 + 55138 [ACK] Seq=108292 Ack=81775 Win=9971 Len=8 .
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Frame 3: 507 bytes on wire (4776 bits), 597 bytes captured (4776 bits) on interface &

Ethernet II, Src: Cisco-Li 4a:57:76 (@@:18:f8:4a:57:f6), Dst: LiteonTe 89:1b:ad (d8:53:49:69:1b:ag)
Internet Protocol Version 4, Sre: 46.165.250.224, Dst: 192.168.1.185

Transmission Control Protocol, Src Port: 443, Dst Port: 55138, Seq: 1, Ack: 1, Len: 543

Transport Layer Security

Dapat dilihat pada gambar diatas IP source yang digunakan di TOR BROWSER 46.165.250.224 dan
Destination IP (IP Local) nya 192.168.1.105.



Google Chrome
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Tapping traffic data masih menggunakan Wireshark.
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No. Time Source Destination Protocol  Length Info

i 3296 27.177079 103.229.76.153 192.168.1.165 TLSvi.2 319 Application Data

i 3297 27.181307 3.0.70.73 192.168.1.105 TcP 54 89 > 55716 [FIN, ACK] Seq=1 Ack=2 Win=27136 Len=o

| 3298 27.182294 192.168.1.185 3.8.70.73 Tce 54 55716 + 86 [ACK] Seq=2 Ack=2 Win=17488 Len=8

| 3299 27.193577 192.168.1.105 103.229.76.153 Tcp 54 55741 » 443 [ACK] Seq=2417 Ack=5088 Win=17204 Len=0
| 3300 27.193579 192.168.1.105 103.229.76.153 TCP 54 55737 > 443 [ACK] 5eq=2378 Ack=5088 Win=17204 Len=6
i 3301 27.216627 192.168.1.105 103.229.76.153 Tcp 54 55736 + 443 [ACK] Seq=4699 Ack=5353 Win-16939 Len=6
| 3302 27.249604 TCP 54 443 + 55701 [ACK] 5eq=2960 Ack=313 Win=4511 Len=0

| 3384 27.250168 192.168.1.105 162.247.242.20 TCP 54 55701 » 443 [ACK] Seq=313 Ack=2961 Win=17463 Len=
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Frame 30: 597 bytes on wire (4776 bits), 597 bytes captured (4776 bits) on interface @

Ethernet II, Src: LiteonTe_@9:1b:a9 (d@:53:49:@9:1b:a9), Dst: Cisco-Li 4a:57:f6 (80:18:f8:4a:57:f6)

Internet Protocol Version 4, Src: 192.168.1.185, Dst: 46.165.258.224

Transmission Control Protocol, Src Port: 55138, Dst Port: 443, Seq: 1, Ack: 1, Len: 543

Transport Layer Security

<

Dapat dilihat pada gambar diatas IP source yang digunakan di GOOGLE CHROME 162.247.242.20 dan
Destination IP (IP Local) nya 192.168.1.105.



