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HTTP

Website yang digunakan untuk protocol Http adalah http://aavtrain.com/index.asp.

Test Login

That User Name/Password combination is not in our database. Please try again.

Visit us at the Pilot's Toolbox for This test center is only for students who have been given access
flight training and aviation tools by CFI’s using the CF Toolbox sround schcol system.
Username: First Time Students
crosskey Register Here
Password:
| Submit | Contact your instructor
if you have forgotten
your password.

Tools yang digunakan Wireshark sebagai pemantau jaringan dan chain and able sebagai poison
(menyerang).

M crosskey.peapng — )
File Edit View Go Copture Anclyze Statistics Telephony Wircless Tools Help
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D Protocol  Length Inf

75 2.660555 192.168.43.218 192.185.11.183 TCP 54 58015 > 80 [ACK] Seq=1 Ack=1 Win=65752 Len=0

|7s 2.666556 192.168.45.218 192.185.11.183 HTTP. 761 POST /index.asp ATTP/L.1 (application/x-wmi-form-urlencoded)]
= —rorTo- —rmsrr= FRCTTsen= = = =

78 2.660713 192.168.43.218 192.185.11.183 TP 54 58018 ~ 80 [ACK] Seq=l Ack=1 Win=65792 Len=0

79 18 192. 11 18 TP 54 58 80 [ACK] S

Frame 76: 761 bytes on wire (6888 bits), 761 bytes captured (6088 bits) on interface 8

Ethernet TI, Src: LiteonTe @9:1b:ag (d8:53:49:09:1bsa9), Dst: Shenzhen 5a:5f:97 (7c:c7:09:5a:5f:97)
Internet Protocol Version 4, Src: 192.168.43.218, Dst: 192,185.11.183

Transmission Control Protocol, Src Port: 58618, Dst Port: 88, Seq: 1, Ack: 1, Len: 707

~HTHL Form URL Encoded: application/x-ww-form-urlencoded

Form item: "Subm:
~ Form item: "login®
Key: login
Value: true
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@ 7 HTML Form URL Encoded (urlencoded-form), 58 bytes || Packets: 265 - Displayed: 265 (100.0%) || Profie: Defaut

Penjelasan :

Didalam melakukan percobaan ini dibagi 2 dua kategori penyerang dan Target, Penyerang
sebagai penangkap paket data di dalam jaringan menggunakan wireshark dan chain and able sebagai
(menyerang), dan Target sebagai pengisi username dan password di website
http://aavtrain.com/index.asp, ini dilakukan di satu jaringan.



http://aavtrain.com/index.asp
http://aavtrain.com/index.asp

HTTPS

Website yang ditargetkan untuk hack password adalah Website https://akademik.unsri.ac.id.

Sistem Informasi Akademik

Fakultas llmu Komputer - Universitas Sriwijaya

Form Login Sistem Informasi Akademik - Universitas Sriwijaya

Selamat datang.
Silakan login terlebih dahulu.

Username

crosskey

Program Studi
[ TEKNIK INFORMATIKA v

Universitas Sriwijaya, Indralaya OI, Sumatera Selatan © 2008

Tools yang digunakan Chain and able.

" S

Fia View Configue Tosk el
AR hARY +V LUV EEELO¥E O N
[ Decosers [F Hetuocs [l setter [ Cracier [ Traceronte JHN coow [T§ viesiens [ @

o Protected Seouage Fressthe + bufion on the tolbar o durmg the Protected Sterage
-

9 Wvles Passwords
LT —

L) o Mad Passacnt
3 Do Passwords
[

[T ——
R ——

B Windows Vit

& Protected toage

Lowt packetss 0%

Berikut adalah hasil dari crack password tersebut.

) HTTPS-201931195429593-56070.0¢ - Notepad = X
File Edit Format View Help

pate: Mon, 11 Mar 2019 09:54:33 GMT ~
Last-Modified: Fri, 22 Aug 2008 84:03:36 GMT

Connection: keep-alive

ETag: "482¢3298-1elad”

Expires: Mon, 11 Mar 2019 10:54:33 GMT

Cache-Control: max-age=3600

[Client-side-data (826 bytes)]POST /portal@2/login/proses_login.php HTTP/1.1
Host: akademik.unsri.ac.id

Connection: keep-alive

Content-Length: 54

Cache-Control: max-age=d

Origin: https://akadenik.unsri.ac.id

Upgrade-Insecure-Requests: 1

Content-Type: application/x-wwi-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.121 Safari/537.36
Accept: text/html,application/xhtalsxnl,application/xal;q=0.9, inage/webp, inage/apng,*/*;q=0.8

Referer: https://akadenik.unsri.ac.id/portal02/login/login.php

Accept-Encoding: gzip, deflate, br

Accept-Language: 1d-ID,1d;q=0.9,en-US;q=0.8,en;q=0.7,ms;q=0.6,a;q=0.5

Cookie: _ga=GA1.3.1375105702.1552241309; _gid=GA1.3.41169025.1552241309; ESST 1 i iq;
( Pi ki _prodi=10001[Server-side-data (357 bytes)]HTTP/1.1 302 Moved Temporarily
e et T IO T (BT

Date: Mon, 11 Mar 2819 09:54:54 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check-9, pre-check-8

Pragma: no-cache

location: gagal.php

)

[Client-side-data (657 bytes)]GET /portal@2/login/gagal.php HTTP/1.1

Host: akademik.unsri.ac.id v
< >

Penjelasan :

Didalam melakukan percobaan ini dibagi 2 dua kategori penyerang dan Target, Penyerang
sebagai penangkap paket data dan menyerang di dalam jaringan menggunakan chain and able, dan
Target sebagai pengisi username dan password di website https://akademik.unsri.ac.id, ini dilakukan
di satu jaringan.
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