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Pendahuluan Tor Browser

Tor Browser adalah versi Mozilla Firefox yang termutakhir dan dioptimalkan untuk privasi. la
merupakan peramban gratis dengan perangkat lunak sumber terbuka yang memampukan anonimitas
penembusan sensor daring. Tidak seperti peramban lainnya, Tor Browser:

¢ menyediakan anonimitas daring dengan menyembunyikan alamat IP pengguna

¢ menembus sensor daring dengan memampukan pengguna untuk mengakses situs web dan/atau
halaman web yang diblokir.

o tidak memiliki fitur pelacakan daring baku

e tidak menghasilkan uang dari data pengguna

e didukung dan direkomendasikan oleh para pakar keamanan terkemuka di dunia

Jaringan Tor terdiri dari ribuan server yang dijalankan oleh relawan di seluruh dunia. Setiap kali ToR
Browser membuat koneksi baru, ia memilih tiga relay Tor dan terhubung ke Internet melaluinya. la
mengenkripsi setiap langkah perjalanan ini dengan cara tertentu sehingga relay sendiri tidak mengetahui
seluruh lintasan yang dilaluinya ketika ia mengirimkan dan menerima data.

Jika kita menggunakan browser biasa maka IP yang terdeteksi adalah IP yang tetap dan sesuai
dengan keadaan yang sebenarnya atau paling tidak mendekati. Contohnya jika menggunakan TOR
browser dan kita pergi ke website www.whatismyipaddress.com maka IP yang akan tertampil adalah

(b <« G | @ £ nttpsy//whatismyipaddress.com
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https://www.torproject.org/projects/torbrowser.html.en
https://www.schneier.com/blog/archives/2013/09/how_to_remain_s.html
http://www.whatismyipaddress.com/

Pada bagian “My IP Information” ISP,service,city, region, dan country tidak ada yang benar. Ketika
tidak menggunakan TOR browser dan membuka website www.whatismyipaddress.com maka akan
tertapil data yang benar atau paling tidak mendekati.

My IP Address Is:
Ipva: 36.76.198.50

IPvE: [Not detected

My IP Information:

ISP: PT Telkom Indonesia
City: Bandar Lampung
Region: Lampung
Country: Indonesia

Ketika kita cek di website yang lain maka akan beda lagi, contohnya seperti berikut, cek menggunakan
llipsaya”

® (& C | @Gl & https//ipsaya.com

Bagaimana cara mencari mengetahui melacak melihat dan cek IP address komputer kamu ? atau berapa alamat IP address saya ketika memakai dan menggunakan internet ? disinilah
Site ini merupakan salah satu tools network lookup untuk mengecek segala informasi yang berhubungan dengan Internet network

Tools Diagnosa Untuk Mengecek Informasi Jaringan Intemet atau Internet Network Secara Online

CekIP Saya Cek Ping  Cek Site Header Cek IP Hosting Lokasi ~ Cek DNS Records

Cek Port  Cek Alexa Rank  Whois IP Address Publik ~ Whois Domain

IP address utama yang anda gunakan :
185.220.100.255

IP address anda :

185.220.100.255

( hostname: tor-exit-4.zbau finetze de )
Browser yang digunakan :
Mozilla/6.0 (Windows NT 6.1; n-60.0) Gecko/20100101 Firefox/60.0
Menggunakan Proxy ?

Klik | DISINT! | Untuk memastikan !
CATATAN:

Jjika tidak ada perubahaan maka anda sudah dipastikan menggunakan proxy anonymous lewaf web
atau bot

Jenis Koneksi :

Tidak Diketahui

ISP AS Number :

AS205100 F3 Netze e V.

ISP :

F3 Netze e V.

Kota :

Frankfurt am Main

Negara :

== Germany

Kode Negara :

DE

Devices yang anda gunakan :

PC Desktop atau Motebook

Ketika tidak menggunakan TOR browser dan membuka website www. https://ipsaya.com/ maka
akan tertapil data yang benar atau paling tidak mendekati.



http://www.whatismyipaddress.com/
http://www.whatismyipaddress.com/

¥r Cek IP Address | IPSaya.com

IP Address yang anda gunakan sebagai berikut :

IP address utama yang anda gunakan :
36.76.198.50

IP address anda :

36.76.198.50

( hostname: Tidak ada )

Browser yang digunakan :

Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Menggunakan Proxy ?

Klik | pisiuit | Untuk memastikan |
CATATAN:

Jika tidak ada perubahaan maka anda sudah dipastikan mengqunakan proxy
anonymous lewat web atau bot

Jenis Koneksi :

Tidak Diketahui

Nama Organisasi :

PT. Telecomunikasi Indonesia

ISP :

PT Telkom Indonesia

ISP AS Number :

AS17974 PT Telekomunikasi Indonesia
Kota :

Rambai

Negara :

== Indonesia

Kode Negara :

1D

Devices yang anda gunakan :

PC Desktop atau Notebook

Ketika kita cek ip melalui cmmd dan menggunakan TOR browser maka hasil yang kita dapat adalah seperti
berikut:

IPv:

Subnet




Jika tidak menggunakan TOR browser maka akan tampil seperti berikut ini

Subnet
Default

Jika dilihat melalui wireshark, kita ambil contoh membuka tiga website yang berbeda secara bergantian,
website pertama adalah www.attahalilintarhabit.com

£ Capturing from Wi-Fi — b3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L] RE Re=>2=2FLSEQaaqaanm
(A kol tey ~ ] Expression...  +
Mo. Time Source Destination Protocol Length Info ~
.143251 13.187.4.58 192.168.238.8 TCP 1466 80 » 30891 [ACK] Seq=57233564 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.144341 13.1e7.4.50 192.168.238.8 TCP 1466 80 = 30091 [ACK] 5eq=57234976 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.144342 13.187.4.58 192.168.238.8 TCP 1466 8@ = 30091 [ ] 7236388 Ack=48724 Win=65535 segment of a reassembled PDU]
.144368 192.168.238.8 13.1087.4.58 TcP 54 38891 - 8@ [ 8724 Ack=57237888 Win-64952
.144919 13.187.4.58 192.168.238.8 TCP 1466 8@ » 30091 [PSH, ACK] Seq=5723780@ Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.144920 13.1e7.4.50 192.168.238.8 TCP 1466 80 = 30091 [ACK] 5eq=57239212 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.144928 13.187.4.58 192.168.238.8 TCP 1466 88 - 38091 [PSH, ACK] Seq=57248624 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.144943 192.168.238.8 13.187.4.58 Tcp 54 38891 -+ 88 [ACK] Se 8724 Ack=57242836 Win=64952 Lel
.145652 13.187.4.58 192.168.238.8 TCP 1466 80 » 30091 [ACK] Seq=57242036 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.145653 13.1e7.4.50 192.168.238.8 TCP 1466 80 = 30091 [ACK] 5eq=57243448 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.145667 192.168.238.8 13.187.4.58 TCP 54 38891 - 88 [ACK] Se 8724 Ack=57244868 Win=64952 Len=0
.146446 13.187.4.58 192.168.238.8 Tcp 1466 88 » 38891 [ACK] Seq=57244868 Ack=48724 Win=65535 Lei 412 [TCP segment of a reassembled PDU]
.1l46448 13.1e7.4.50 192.168.238.8 TCP 1466 80 = 30091 [ACK] 5eq=57246272 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.146448 13.187.4.58 192.168.238.8 TCP 1466 8@ = 30091 [ACK] Seq=57247684 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
+146468 192.168.238.8 13.1087.4.58 TcP 54 38891 - 8@ [A(K] Seq=48724 Ack=57249896 Win=64952 Len=0
.146975 13.187.4.58 192.168.238.8 Tcp 1466 8@ » 38891 [PSH, ACK] Seq=57249896 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.146998 192.168.238.8 13.107.4.50 TCP 54 30091 - 8@ [ACK] 5eq=48724 Ack=57250508 Win=64952 Len=0
.149882 13.187.4.58 192.168.238.8 TCP 1466 8@ = 30091 [ACK] Se 7250508 Ack=48724 Win=65535 Le 412 [TCP segment of a reassembled PDU]
.149882 13.187.4.58 192.168.238.8 TcP 1466 88 + 38891 [A(K] Seq=57251928 Ack=48724 Win=65535 Len=1412 [T(P segment of a reassembled PDLI]
. 149834 13.187.4.58 192.168.238.8 TCP 1466 80 » 30091 [PSH, ACK] Seq=57253332 Ack=48724 Win=65535 Len=1412 [TCP segment of a reassembled PDU]
.149834 13.1e7.4.50 192.168.238.8 HTTP 286 HTTP/1.1 206 Partial content
= .149113 192.168.238.8 13.187.4.58 TCP 54 38891 - 88 [ACK] Seq=48724 Ack=57254976 Win=64952 Len=8 o
Frame 1: 581 bytes on wire (4008 bits), 581 bytes captured (4008 bits) on interface @
Ethernet II, Src: Azurewav_78:65:55 (8@:a5:89:78:65:55), Dst: Routerbo_fB8:42:81 (8@:8c:42:fB:42:81)
Internet Protocol Version 4, Src: 192.168.238.8, Dst: 13.187.4.58
Transmission Control Protocol, Src Port: 38891, Dst Port: 80, Seq: 1, Ack: 1, Len: 447
Hypertext Transfer Protocol
0200 @@ oc 42 8 42 81 B0 a5 B89 73 65 55 @8 @0 EE ee BB xel E ~
@1 e7 65 a4 4@ @@ 30 @6 d3 le c@ a8 ee @8 @d &b e @ k

©4 32 75 8b @0 50 c@ b6 e 65 e db f2 71 5@ 18 2u--P e qP

Wesite kedua adalah www.foxnews.com



http://www.attahalilintarhabit.com/
http://www.foxnews.com/

£ Capturing from Wi-Fi - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L) RE &= sEEaaas
Apply a display filter .. <Cirl-f> 3 -] Expression...  +
Time Source Destination Frotocol Length Info "~
- 385.872044 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.872114 192.168.238.8 74.125.68.132 TCP 54 38786 + 443 [ACK] Seq=1185 Ack=55231 Win=66@48 Len=0
- 385.872736 74.125.68.132 192.168.238.8 TLSV1.2 1466 Appli(atiun Data [T(P segment of a reassembled PDU]
385.872762 192.1638.238.8 74.125.68.132 TCP 54 38706 -+ 443 [ACK] Seq=1185 Ack=56643 Win=66043 Len=0
. 385.873251 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.875611 74.125.68.132 192.168.238.8 TLSV1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.875613 74.125.68.132 192.168.238.8 TLSV1.2 1466 Appli(atiun Data [T(P segment of a reassembled PDU]
. 385.875613 74.125.63.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
3@85.e75614 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.875614 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.875615 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
385.875649 192.1638.238.8 74.125.68.132 TCP 54 38706 -+ 443 [ACK] Seq=1185 Ack=66527 Win=66@48 Len=0
. 385.876568 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data, Application Data
- 385.876569 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.876687 192.168.238.8 74.125.68.132 Tcp 54 38786 » 443 [ACK] Seq=1185 Ack=69351 Win=66848 Len=0
- 385.877454 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
385.877481 192.168.238.8 74.125.68.132 TCP 54 38786 + 443 [ACK] Seq=1185 Ack=78763 Win=66048 Len=0
. 385.879877 74.125.68.132 192.168.238.8 TLSV1.2 1466 Appli(atiun Data [T(P segment of a reassembled PDU]
- 385.879378 74.125.68.132 192.168.238.8 TLSV1.2 1466 Application Data [TCP segment of a reassembled PDU]
. 385.979878 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.879879 74.125.68.132 192.168.238.8 TLSV1.2 1466 Application Data [TCP segment of a reassembled PDU]
- 385.879927 192.168.238.8 74.125.68.132 TP 54 38786 =+ 443 [A(K] Seq=1185 Ack=76411 Win=66848 Len=@ o
Frame 1: 581 bytes on wire (4888 bits), 581 bytes captured (4888 bits) on interface &
Ethernet II, Src: Azurewav_78:65:55 (8@:a5:89:78:65:55), Dst: Routerbo_f8:42:81 (8@:8c:42: 2:81)
Internet Protocol Version 4, Src: 192.168.238.8, Dst: 13.107.4.5@
Transmission Control Protocol, Src Port: 38091, Dst Port: 80, Seq: 1, Ack: 1, Len: 447
Hypertext Transfer Protocol
@@ @c 42 f8 42 81 8@ a5 B89 78 65 55 @5 @@ 45 @0 BB ~
i @1 e7 65 a4 40 @@ 3@ @6 d3 le c@ a8 ee @8 @d 6b e
©220 @4 32 75 8b @0 50 c@ b6 @e 65 e@ db f2 71 5@ “2u- P "
@ 7 WiFi: <ive capture in progress> Packets: 329230 - Displayed: 329230 (100.0%) Profile: Default
Dan website yang terakhir adalah http://disdukcapil.palembang.go.id
£ Capturing from Wi-Fi — x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
g @ REAe=z=2F &5 =aqaai
pply 3 display filter ... <Ctrl-/> =0 -] Expression +
Source Destination Protocol Length Info -
.872844 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.872114 192.168.238.8 74.125.68.132 TCP 54 30706 > 443 [ACK] S5eq=1185 Ack=55231 Win=66@48 Len=0
.872736 74.125.68.132 192.168.238.8 TLSV1.2 1466 Application Data [TCP segment of a reassembled PDU]
.872762 192.168.238.8 74.125.68.132 TP 54 38786 -+ 443 [ACK] Seq=1185 Ack=56643 Win=66848 Len=8
.873251 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.875611 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.875613 74.125.68.132 192.168.238.8 TLSV1.2 1466 Application Data [TCP segment of a reassembled PDU]
.B75613 74.125.68.132 192.168.238.8 TLSV1.2 1466 Appli(atiun Data [T(P segment of a reassembled PDU]
.875614 74.125.63.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.e75614 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.875615 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.875649 192.168.238.8 74.125.68.132 TP 54 38786 =+ 443 [A(K] Seq=1185 Ack=66527 Win=66848 Len=@
.B76568 74.125.63.132 192.168.238.8 TLSv1.2 1466 Application Data, Application Data
.876569 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.876687 192.168.238.8 74.125.68.132 TCP 54 38786 = 443 [ACK] Seq=1185 Ack=69351 Win=66848 Len=0
.877454 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.877481 192.168.238.8 74.125.68.132 TCP 54 30706 > 443 [ACK] S5eq=1185 Ack=70763 Win=66@48 Len=0
.879877 74.125.68.132 192.168.238.8 TLSV1.2 1466 Application Data [TCP segment of a reassembled PDU]
.B79878 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.879878 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.879879 74.125.68.132 192.168.238.8 TLSv1.2 1466 Application Data [TCP segment of a reassembled PDU]
.879927 192.168.238.8 74.125.68.132 TCP 54 38786 + 443 [ACK] Seq=1185 Ack=76411 Win=66048 Len=0 o
Frame 1: 581 bytes on wire (4008 bits), 581 bytes captured (4008 bits) on interface @
Ethernet II, Src: Azurewav_78: 5 (88:a5:89:78:65:55), Dst: Routerbo_f8:42:81 (88: 81)
Internet Protocol Version 4, Src: 192.168.238.8, Dst: 13.187.4.58
Transmission Contrel Protocel, Src Port: 38091, Dst Port: 8@, Seq: 1, Ack: 1, Len: 447
Hypertext Transfer Protocol
@@ @c 42 f3 42 81 B0 a5 B89 78 65 55 @8 2@ 45 @0 --B-B--- -~
1 @1 e7 65 a4 4@ @@ 80 @6 d3 le c@ a8 ee @58 @d 6b e
9220 @4 32 75 8b @0 5@ c@ b6 @e 65 eb db f2 71 5@ “2uc P -
@ 7 wiFi: <ive capture in progress> Packets: 329230 - Displayed: 329230 (100.0%) Profile: Default

Jika kita perhatikan, ketika kita membuka tiga website tersebut maka three way handshake yang terjadi
adalah 192.168.238.8 sebagai source dan berbagai macam alamat IP dari setiap website yang kita
kunjungi sebagai destination, berbeda dengan menggunakan TOR Browser maka akan tertampil alamat
IP 192.168.238.8 sebagai source atau dan satu alamat IP yang tetap meskipun kita mengunjungi website
yang berbeda.


http://disdukcapil.palembang.go.id/




