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Website yang dituju yaitu :

1.
2.
3.

liputan6.com (Dalam Negeri)
kotaprabumulih.go.id (Government)
https://www.inetdaemon.com (Luar Negeri)

liputan6.com (Dalam Negeri)
Pada gambar dibawah saya tidak menggunakan TOR browser dan TIDAK
menggunakan VPN
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-Disini lakukan ping ke liputan6.com dengan ip yang didapat 52.76.6.10

@8 Command Prompt




-ini merupakan tampilan tapping dari capturean wireshark, didapat 54bytes
packet data, lalu didapat mac address dari laptop source dan destination, Tipe ip
yang digunakan, dan protocol yang digunakan, disini didapat protocol yang
digunakan yaitu, Transmission Control Protocol(TCP)

269 4.565715 52.221.118.118 152.168.43 TcR 66 443 - 51979 [SYN, ACK] Seq-® Ack=1 Win=26883 Len-@ M55-1368 SACK_PERM=1 WS=4896
54 1 Seq=1 Ack=1 Win=66568 Len=8

@ 7 riags (35s) (. fags), 2 bytes Packets: 4395 - Duplayed: 25 (0.6%) Profie: Defaust

Pada gambar dibawah ini menggunakan TOR browser dan menggunakan VPN
-Pertama cek ip kita

Wireless LAN adapter WiFi 2:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::5dee:bl10:a84e:6421%7
IPv4 Address. . . . . . . . . . . : 192.168.43.209

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.43.1

- Disini saya sudah membuka TOR Browser, dan mengecek ip dari laptop,
didapatkan dari dua sumber semua ip yang terdeteksi berbeda-beda.




Your Public IPv6 is: 2001:920:198¢:83¢:6368:537d:f8b4:5555
Your IPv4 is: 213.61.215.54
Location: Dusseldorf, NW DE @

ISP: Colt Telecom

-lakukan browsing dengan web yang kita tuju, disini web yang saya pilih yaitu
liputan6.com, terlihat saya mencoba ping melalui CMD, semuanya mereply dan
terhubung dengan baik, dengan ip yang ditampilkan berbeda.

D @ hitps//www.liputan6.com
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Pinging www i 6.C : o ] with 22 bytes of data:
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-ini merupakan tampilan tapping dari capturean wireshark, didapat 107bytes packet
data atau 856 bits, lalu didapat mac address dari laptop source dan destination, Tipe ip
yang digunakan, dan protocol yang digunakan, disini didapat protocol yang digunakan
yaitu, point-to-point protocol (PPP)

Frame 27858: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) on interface @

Ethernet II, Src: HonHaiPr_@3:36:f5 (94:39:e5:03:36:f5), Dst: 2e:4d:54:ad:75:d4 (2e:4d:54:ad:75:d4)

Internet Protocol Version 4, Src: 192.168.43.209, Dst: 51.68.130.4
Generic Routing Encapsulation (PPP)

Point-to-Point Protocol
PPP Compressed Datagram

11593 128.770978 192.168.43.209 51.68.180.4 PPP Co.. 131 Compressed data
11594 128.779862 51.68.180.4 192.168.43.209 PPP Co 1447 Compressed data
11595 128.780@140 192.168.43.209 51.68.1806.4 PPP Co.. 131 Compressed data
11596 128.839998 51.68.180.4 192.168.43.209 PPP Co.. 1451 Compressed data
11597 128.840213 192.168.43.209 51.68.180.4 PPP Co.. 131 Compressed data
11598 128.340454 51.68.180.4 192.168.43.209 PPP Co.. 1451 Compressed data
11599 128.840456 51.68.180.4 192.168.43.209 PPP Co.. 91 Compressed data
11600 128.840627 192.168.43.209 51.68.180.4 PPP Co.. 131 Compressed data
11601 128.859346 51.68.180.4 192.168.43.209 PPP Co.. 1451 Compressed data
11£n7 1170 ocncna 101 1£0 A> Ann £1 £O0 10n A nnn . 121 Fmmmmmm—- A Adasea

2. kotaprabumulih.go.id (Government)

-Pertama kita harus mengecek IP address laptop/komputermu

VMnet

Ethernet adapter VMware Network Adapter

-Kemudian melakukan ping ke kotaprabumulih.go.id dimana ip yang didapat yaitu
103.15.226.60

B Command Prompt




- ini merupakan tampilan tapping dari capturean wireshark, didapat 145bytes packet
data atau 1160 bits, lalu didapat mac address dari laptop source dan destination, Tipe
ip yang digunakan, dan protocol yang digunakan, disini didapat protocol yang
digunakan yaitu, Transmission Control Protocol(TCP).

A WiF 2 - =] ES
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am @ [ MEAB ] =@ L[5 @ Q @ 5
[ [ip.sre==103.15.226.80 = - | Expression +
No. Time Source Destination Protocol  Length Info -
41 11.383955 192.168.43.209 Tep 54 52237 - B0 [FIN, ACK] Seq=2 Ack=1 Win=26@ Len=@
42 11.384073 192.168.43.209 TCp 54 52238 + 80 [FIN, ACK] Seq-2 Ack-1 Win-260 Len-@
43 11.384173 192.168.43.209 rep 54 52236 + 80 [FIN, ACK] Seqel Ack=l W 8 Lensa
44 11.384581 192.168.43.209 TcP 66 52241 - 80 [SYN] Seq=0 Win=6424@ Len=0 MSS=1460 WS=256 SACK_PERM=1 —
a5 11.38a902 192.168.43.209 Tep 66 52242 + 80 [SYN] Seq=0 Wine64240 Len=0 MSS=1460 WS=256 SACK_PERM=1 =
46 11.389853 192.168.43.269 TLSvI.2 148 Application Data —
47 11.389945 192.168.43.209 TLSvi.2 180 Application Data
48 11.a19652 203.205.142.202 vop 156 8000 - 63916 Len=114 =
49 11419825 192.165.43.209 203.205.142.202 uoP 5 + 5000 Len-200 =
Frame 1: 145 bytes on wire (1160 bits), 145 bytes captured (1168 bits) on interface o ~
Ethernet IT, Sre: HanHaiPr_@3:36:F5 (94:30:e5:03:36:5), Dat: 2e:dd:54rad:75:de (2e:dd:5drad:75:da)
~ Internet Protocol Version 4, Src: 192.168.43.269, Dst: 188.32.186.181
e100 = Verzion: 4
. o181 - Header Length: 20 bytes (5)
Differentinted Services Field: Ox00 (DSCP: CSO, ECN: Not-ECT)
Total Length: 131
Tdentification: @x7616 (30238)
Flags: oxeooe
Time to live: 128
Protocol: UDP (17)
Header checksum: AxAlad Lualidation dicahledl =
Zc 4d 54 ad 75 da 84 38 =5 @3 36 f5 68 08 45 60
@0 83 76 16 00 G0 80 11 &1 @4 c@ ag 2b di_bc 26
ot

Packets: 786  Displayed: 781 (39.4%)

Profile: Default

selanjutnya website pemerintahan, disini saya pilih kotaprabumulih.go.id (Government),
-Pada gambar dibawah ini menggunakan TOR browser dan menggunakan VPN

kotaprabumulih.go.id .

can allow websites to determine your monitor size, which can be used to track you. We recommend that you leave Tor Browser windows in their original default size.
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-Disini saya melakukan ping ke website kotaprabumulih.go.id (Government, didapatkan
pingan ke website berhasil. Dengan ip yang didapat 103.15.226.60

C:\Users\ZUMARDI>ping kotaprabumulih.

Pinging kotaprabumulih.go.id [163.15. 6 ] with 32 bytes of data:
from 1©3.15.226.60: bytes=32 ) TTL=51
from 163.15.226.60: t TTL=51
from 163.15.226.6 /
from 163.15.226.6

Ping statistics for 163.15.226.60:
Packets: Sent = 4, Received = 4, Lost = ©
Approximate round trip times in milli-seconds:
Minimum = 639ms, Maximum = 71O6ms, Average



- ini merupakan tampilan tapping dari capturean wireshark, didapat 1447bytes packet
data atau 11576 bits, lalu didapat mac address dari laptop source dan destination, Tipe
ip yang digunakan, dan protocol yang digunakan, disini didapat protocol yang
digunakan yaitu, point-to-point protocol (PPP), coba kita perhatikan IP yang destination,
kita mendapatkan IP yang sama seperti liputan 6.com dengan menggunakan TOR
Browser tapi berbeda dengan tidak menggunakan TOR browser.

Frame 12@: 1447 bytes on wire (11576 bits), 1447 bytes captured (11576 bits) on interface @
Ethernet II, Src: 2e:4d:54:ad:75:d4 (2e:4d:54:ad:75:d4), Dst: HonHaiPr_@3:36:f5 (94:39:e5:03:36:75)
Internet Protocol Version 4, Src: 51.638.180.4, Dst: 192.168.43.209

Generic Routing Encapsulation (PPP)

Point-to-Point Protocol

PPP Compressed Datagram

e e et s 0 PP R e A

115 25.471343 51.68.180.4 192.168.43.209 PPP Co.. 1447 Compressed data

116 25.471663 192.168.43.209 51.68.180.4 PPP Co.. 95 Compressed data
117 25.517300 51.68.180.4 192.168.43.209 PPP Co.. 1447 Compressed data
118 25.517754 192.168.43.209 51.68.180.4 PPP Co.. 95 Compressed data
119 25.57319@ 51.68.180.4 192.168.43.209 BPRGOL 193 Compressed data
120 25.582320 51.68.180.4 192.168.43.209 PPP Co.. 1447 Compressed data
121 25.582849 192.168.43.209 51.68.180.4 PPP Co.. 638 Compressed data
122 25.89@364 51.68.180.4 192.168.43.209 PPP Co.. 187 Compressed data
123 25.896927 51.68.180.4 192.168.43.209 GRE 46 Encapsulated PPP
1444 Ac ncecnhan €1 co 10nm 4 107 120 A3 Ann znc AC Cmran-iladad NnN

3.https://www.inetdaemon.com (Luar Negeri)

INeTDAEMON.CoM
Training the Next Generation of IT Engineers
FREE ONLINE IT TUTORIALS BLoG ABOUT DONATIONS
LoG IN
MEMBER SIGNUP DISABLED (TEMPORARILY)
Username
Published June 7, 2014 | By I on 1
InetDaemon.Com started seeing an increase in fake registrations at the site, around 10- Password
20 daily up from around 1-2 per week. Periodically, I go back and clean out old unused |
accounts. This is just part of routine maintenance and security any site using a dynamic

web application like WordPress should be doing. More than 99% of these bogus accounts
were never used, so this means that the people (or bots) didn't sign up to use the site, but
registered for another purpose. Since we don't sell anything here or take credit card
numbers, I can only assume they want to harvest the local logins and email addresses, ﬁ
which are the only thing we have stored here. I have shut down the

[“]Remember Me
© Lost your password?

i : X - i ) - .
membership registration functions temporarily until I can figure out a solution that is so [T TUTORIALS

BASIC CONCEPTS
COMPUTERS
INTERNET
NETWORKING
Avutonomous SYSTEM NUMBER TUTORIAL UPDATED SATELLITE
Published February 3, 2014 | By InetDasmon E1-SCRIPTING
E-TELECOM

.OUBLESHOOTING
autonomous system numbers. Since then AS numbers have been changed from 16-bit to www

unpalatable to the spammers and other criminals that it's not worth their time.

2d in Technology, Wo:

In 1999 I wrote a series of Border Gateway Protocol tutorials including a tutorial on

32-bit numbers to avoid running out of identifiers for BGP sessions. I have updated the BGP

Pertama kita harus mengécek IP address laptop/komputermu




Kemudian melakukan ping ke https://www.inetdaemon.com

C1m
imum

- ini merupakan tampilan tapping dari capturean wireshark, didapat 54bytes packet data
atau 432 bits, lalu didapat mac address dari laptop source dan destination, Tipe ip yang
digunakan,port yang digunakan dan protocol yang digunakan, disini didapat protocol
yang digunakan yaitu, Transmission Control Protocol(TCP).

4 @ RRE Qe 5=EQaqaas
[ Tip.src==66.147.244.107 = | Expresson... | +
No. Time Source Destination Protocol  Length Info
80 34.989522 66.147.244.167 192.168.43.209 TCe 54 443 + 52525 [ACK] Seq=1 Ack=2 Win=229 Len=
84 38.186584  66.147.244.107 192.168.43.209 Tcp 86 443 + 52520 [ACK] Seq=1 Ack=2 Win=296 Len=@ SLE=1 SRE=2
178 59.616266 66.147.244.167 192.168.43.209 TCP 54 443 > 52520 [ACK] Seg=1 Ack=108 Win=296 Len=0
179 59.619108 66.147.244.107 192.168.43.209 TCP 54 443 5 52520 [ACK] Seg=1 Ack=154 Win=296 Len=2 =
180 59.628539 66.147.244.107 192.168.43.209 TLsvl.2  1e@ Application Data
184 60.180189 66.147.244.167 192.168.43.209 TLSv1.2 374 Application Data —
203 61.124077 66.147.244.167 192.168.43.209 TLSv1.2 319 Application Data
204 61.124879 66.147.244.167 192.168.43.209 TLSv1.2 319 Application Data
205 61.124881 66.147.244.167 192.168.43.209 TCe 54 443 » 52520 [ACK] Seq=897 Ack=825 Win=296 Len=g —.
aA7 €1 19aeaa £ 147 qaa a7 101 £ a3 aan Tica A 210 AenTiootian Node p—
< >
Frame 88: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface & ~

Ethernet II, Src: 2e:4d:54:ad:75:d4 (2e:4d:54:2d:75:d4), Dst: HonHaiPr_03:36:f5 (94:39:25:03:36:f5)
¥ Internet Protocol Version 4, Src: 66.147.244.107, Dst: 192.168.43.209
8166 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x8@ (DSCP: C5@, ECN: Not-ECT)
Total Length: 48
Tdentification: Bxdd48 (54344)
Flags: ©x4600, Don't fragment
Time to live: 45
Protocol: TCP (6)
Header checksum: BYSERE [validation disahledl hd

94 39 e5 03 36 f5 2c 4d 54 ad 75 d4 @8 @0 45 80 9- 6 .M T-u - E
@8 28 d4 48 4@ @@ 2d @6 56 @f 42 93 f4 6b @ a8 (-H@--- V-B--k
2020 2b d1 @1 bb cd 2d [EECIICENY de e5 13 46 50 180 + - - FP

00 e5 12 cc 20 29

Pada gambar dibawah ini menggunakan TOR browser dan menggunakan VPN

inetdaemon.com/technolog

INETDAEMON.COM

Training the Next Generation of IT Engineers

FREE ONLINE IT TUTORIALS BLoG ABOUT DONATIONS
« DIY VMWare Whitebox Member signup disabled (temporarily) »

AUTONOMOUS SYSTEM NUMBER TUTORIAL
UPDATED

Published February 3, 2014 | By InetDaemon

In 1999 I wrote a series of Border Gateway Protocol tutorials including a tutorial on

autonomous system numbers. Since then AS numbers have been changed from 16-bit to
32-bit numbers to avoid running out of identifiers for BGP sessions. I have updated the
BGP AS numbers tutorial with a table that outlines what each range of autonomous
system numbers are used for.
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https://www.inetdaemon.com/

- Disini saya melakukan ping ke website https://www.inetdaemon.com, didapatkan

pingan ke website berhasil. Dengan ip yang didapat 66.147.244.107.

C:\Users\ZUMARDI>ping www.inetdaemon.com

Pinging www.inetdaemon.com [66.147.244.1087] with 32 b
Reply from 66.147.244.1067: bytes=32 time=558ms TTL=40
Reply from 66.147.244.167: bytes=32 time=521ms TTL=40
Reply from 66.147.244.1067: bytes=32 time=529ms TTL=40
Reply from 66.147.244.1067: bytes=32 time=525ms TTL=40

Ping statistics for 66.147.244.1067:
Packets: Sent = 4, Received = 4, Lost = @ (0% los
Approximate round trip times in milli-seconds:
Minimum = 521ims, Maximum = 558ms, Average 533ms

ytes of data:

Si)5

- ini merupakan tampilan tapping dari capturean wireshark, didapat 556bytes packet
data atau 4448 bits, lalu didapat mac address dari laptop source dan destination, Tipe
ip yang digunakan, dan protocol yang digunakan, disini didapat protocol yang
digunakan yaitu, point-to-point protocol (PPP), coba kita perhatikan IP yang destination,
kita mendapatkan IP yang sama seperti liputan 6.com dan www.inetdaemon.com.

Jadi ketika kita tapping menggunakan TOR browser akan didapatkan IP yang akan

selalu sama untuk destination walaupun web yang diakses berbeda.

Frame 21: 556 bytes on wire (4448 bits), 556 bytes captured (4448 bits) on interface @
Ethernet II, Src: HonHaiPr_03:36:f5 (94:39:e5:03:36:f5), Dst: 2e:4d:54:ad:75:d4 (2e:4d:54:ad:75:d4)
Internet Protocol Version 4, Src: 192.168.43.209, Dst: 51.68.180.4
Generic Routing Encapsulation (PPP)

Point-to-Point Protocol

PPP Compressed Datagram

16 2.260319 192.168.43.209 51.68.180.4 PPP Co.. 1447 Compressed data
17 2.268434 192.168.43.209 51.68.180.4 PPP Co.. 1447 Compressed data
18 2.260580 192.168.43.209 51.68.18@.4 PPP Co.. 108 Compressed data
19 2.268722 192.168.43.209 51.68.180.4 PPP Co.. 1447 Compressed data
20 2.260874 192.168.43.209 51.68.180.4 PPP Co.. 1447 Compressed data
21 2.261023 192.168.43.209 51.68.180.4 PPP Co.. 556 Compressed data
22 2.547944 51.68.180@.4 192.168.43.209 PPP Co.. 107 Compressed data
23 2.647647 192.168.43.209 51.68.180.4 GRE 46 Encapsulated PPP
24 2.661028 51.68.180.4 192.168.43.209 PPP Co.. 91 Compressed data
Kesimpulan :

Perbandingan terdapat pada perbedaan IP destination yang didapatkan dan juga pada
Protokol jaringan. Dimana ketika menggunakan TOR kita akan mendapati IP
Destination dan protocol yang sama setiap kali mengakses website.


http://www.inetdaemon.com/

