Scanning Dengan Menggunakan Media Wireshark 
dan TOR Browser
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1.  baznas.co.id
berikut merupakan tampilai website target pertama.
[image: C:\Users\User\Pictures\t\t2.JPG]

berikut merupakan hasil scanning ip dengan menggunakan website yourIP.us dengan menggunakan mesin pencari  TOR BROWSER.
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Berikut merupakan hasil scanning ip dengan menggunakan website pemindai ip pada mesin pencari TOR BROWSER.
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Beikut merupakan hasil cek  ip laptop dengan menggunakan program CMD.  dan di dapati ip alptop  yang di dapat dari hasil scanning dengan menggunakan CMD berbeda dengan IP yang didapat dari hasil scanning menggunakan website di mesin pencari TOR. 
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[image: ]Berikut merupakan hasil ping website target dengan menggunnakan program CMD dengan hasi ip 43.255.196.45. 


	berikut merupakan hasil capture ip dengan menggunakan aplikasi wireshark.
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2. www.fcbarcelona.com

berikut merupakan tampilan website target ke dua
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berikut merupakan hasil ping website target ke dua.
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Berikut merupakan hasil capture website target dengan menggunakan apliaksi wireshark.
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3. sriwijayaair.co.id
berikut merupakan tampilan website target ke tiga.
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Berikut merupakan hasil ping website target dengan menggunakan program aplikasi CMD dan di dapat ip 103.241.24.10
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	Berikut merupakan hasiil capture website dengan menggunakan aplikasi wireshark
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My IP Address Is:

IPvé: 2a03:600:100:0:0:0:0:19
1Pv4: Not detected

My IP Information:

ISP;
und

Services: Network Sharing Device
City: Denver
Region: Colorado
Country: United States

Make My IP Address Private

Click for more details
about 2a03:600:100:0:0:0:0:19
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Connection-specific DNS

Suffix

Link-local IPvé Address .

1Pv4 Address.
Subnet Mask .
Default Gateway .
wireless LAN adapter Local

Media State .
Connection-specific DNS

wireless LAN adapter Local

Media State .
Connection-specific DNS

wireless LAN adapter Wi-Fi

Connection-specific DNS

bfe:507: c8fe%17
192.168.100.2

: 255.255.255.0

192.168.100.1

Area Connection* 3:

Suffix

Media disconnected

Area Connection* 4:

Suffix

Suffix

Link-local IPvé Address .

1Pv4 Address.
Subnet Mask .
Default Gateway .

Media disconnected

538:2721:6d94%14
192.168.43.185

: 255.255.255.0

192.168.43.1
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mmand Prompt

Connection-specific DNS Suffix . : ~
Wireless LAN adapter Local Area Connection* 4:

Media State . . . . . ......: Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::58da:f538:2721:6d94%14
1Pv4 Address. 10.6.40.98

Subnet Mask . © .. ... .. 255.255.2
Default Gateway . . . . . . . . . : 10.0.40.254

255

C:\Users\User>
C:\Users\User>ping baznas.go.id

Pinging baznas.go.id [43.245.186.46] with 32 bytes of data:
Reply from 43.245.180.40: bytes-32 time=57ms TTL=55

Reply from 180.40
Reply from 180.40
Reply from .180.40: bytes=32 time=25ms TTL=55

Ping statistics for 43.245.189.40:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = 25ms, Maximum - 151ms, Average = 79ms

C:\Users\User> v
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Fie Edt View Go Capture Analze Statistics Telephony Wireless Tools Help

amge RERes=FasEaaan
i [Ermmn B ) oresson.._ +
Mo [ieee sorce Destnaton Protocel_Length Tnfo A
o000 37.205.5.191 10.0.40.98 Tisvi.2 1510 Tgnored Urknown Record
o001 10.0.40.98 37.205.8.191 Tcp 54 50117 + 443 [ACK] Sequ1087 Ack-1457 ki
Selooesas  37.205.3.191 16.6.40.98 TiSvi.2 1510 Tgnored Unknown Record
foceorss  10.0.40.98 37.205.8.191 Tcp 54 56117 + 443 [ACK] Seqeios7 Ack-2e13 Wi
seeesiss  37.205.3.19 16.6.40.95 TiSvi.2 1510 Tgnored Unknown Record
cooosiss  10.0.40.98 37.205.8.191 Tcp 54 56117 + 443 [ACK] Sequ1087 Ack-4369 Wi
Jeeors  37.205.8.101 10.0.40.98 TUSvi.2 1510 Tgnored Unknown Record
o099 10.0.40.98 37.205.8.191 cp 54 50117 + 443 [ACK] Seqr1087 Ack-5825 Wi
soewses  37.205.5.19 16.6.40.98 TP 1510 483 + 50117 [ACK] Seq-5825 Ack-544 Win-8651 Lenw

10 0.010506 57.205.5.191 10.0.40.95 TLSv1.2 1510 Ignored Unknown Record

Frame 1: 1510 bytes on wire (12080 bits), 1510 bytes captured (12080 bits) on interface @
Ethernet II, Src: Routerbo_fd:28:1d (6c:3b:6b:fd:28:1d), Dst: Azurewav_bc:ff:ef (f0:03:8c:bc:ff:ef)
> Internet Protocol Version 4, Src: 37.205.8.191, Dst: 10.0.40.98

Transmission Control Protocol, Src Port: 443, Dst Port: 50117, Seq: 1, Ack: 1, Len: 1456

Fo 03 ac bc FF of 6c 3b b Fd 25 1d 08 00 45 00
@5 d8 ab e 40 00 32 06 36 44 25 cd 0 b 0a 00
285 62 01 bb 3 5 44 17 df 43 5 73 b6 2d 50 10
21 d5 70 a5 0@ 0@ bf ef 62 74 33 8d 65 54 3 fc
d8 23 7b 67 26 cd 57 ac 5a 87 5a c4 3b 9a @b d7
©c db 9a 88 92 80 bc 6a 53 c2 b2 31 8 37 6e <6
5115 3e 4 04 fd 2f @c <3 65 a6 75 7 e6 9 04
oc 29 89 Bc cc be 24 99 Oc 62 F4 25 46 a2 €0 ca
6 b9 0a 5b 24 94 26 8b b3 7c 5c a5 ca 05 ea el
d3 9 d2 6c 69 45 3e bl fc 43 4b Be 1 53 9b €3
3 5b 6c do 87 94 5 00
92 do 32 21 94 af 91 d7
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:\Users\Usersping wi. fcbarcelona. com

Pinging dssjeaxxaeiim.cloudfront.net [13.35.8.56] with 32 bytes of data:
Reply from 13.35.8.56: 2 time
Reply from 13.35.8.56 2 time.
Reply from 13.35.8.56 2 time.
Reply from 13.35.8.56:

ping statistics for 13.35.8.56:
Packets: Sent - 4, Received = 4, Lost = © (8% loss),
pproximate round trip times in milli-seconds:
Minimum = 24ms, Maximum = 195ms, Average = 162ms

:\Users\User>
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AW ge REQRe=2=F o= aqaH
RIFEETE B ] epresson.. +
o, Tme Source Destnation Protocol  Length Info B
1615.141430  Azurewav_bc:ffief  Broadcast 8P 42 who has 10.0.40.2542 Tell 10.0.40.95
17 15618076 239.255.255.25  SSOP 167 M-SEARCH * HTTP/1.1
[ 1815724984 255.255.255.255 DHCP. 364 DHCP Request - Transaction ID @8x6624f2
| 1915.525a8 239.255.255.25%  SSOP 167 M-SEARCH * HTTP/1.1
| 2015988537  Acurewav_bc:ffief  Brosdcast P 42 Who has 10.0.4.2547 Tell 10.0.40.95
| 2116.988493  Azurewav_bc:ffief  Broadcast AP 42 Who has 10.0.40.2542 Tell 10.0.49.95
| 2217.088611  Azurewav_b:ffief  Broadcast arp 42 Who has 10.0.40.2542 Tell 10.0.40.95
| 2310.155023  Azurewav_bc:ffief  Broadcast AP 42 Who has 10.0.40.2542 Tell 10.0.40.95
| 2410.088359  Acurewav_bc:ffief  Broadcast arp 42 Who has 10.0.40.2547 Tell 10.0.40.95
25 20.420653  0.0.0.0 255.255.255.255  DHCP 364 DHCP Request - Transaction ID @x5624FF2
| 2620999928  Azurewav_bc:ffief  Broadcast 8P 42 who has 10.0.40.2542 Tell 10.0.40.95 .

Frame 18: 364 bytes on wire (2912 bits), 364 bytes captured (2912 bits) on interface @
> Ethernet II, Src: Azurewav_bc:ff:ef (0:03:8c:bc:ff:ef), Dst: Broadcast (FF:ff:ff:ff:
Internet Protocol Version 4, Src: 6.6.6.8, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 63, Dst Port: 67
Bootstrap Protocol (Request)

)
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:\Users\User>ping sriwijayaair.co.id

Pinging sriwijayaair.co.id [118.189.56.230] with 32 bytes of data
Reply from 118.189.56.230: 2ns T
Reply from 118.189.56.23 7ns T
Reply from 118.189.56.23 7ns T
Reply from 118.189.56.230: bytes-32 time=32ms TTL=5!

s
s
s
s

Ping statistics for 118.189.56.230:
Packets: Sent - 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds:
Minimum = 17ms, Maximum = 32ms, Average = 22ms

:\Users\User>
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Lo.coseo0  23.50.113.15 10.0.40.98 T 1510 501 » 5981 [ACK] Seq-i AckeL Win-965 Len-1455
[ 2olomto 100405 23.54.213.156 T 55 50581 - 9001 [ACK] Seq-L Ack-4294953561. lin-261 Lem

3 0.000303 23.94.113.156 10.0.40.95 Tcp 1510 9001 > 50981 [ACK] Se:

6 0.002149 10.0.40.98 23.94.113.156 Tcp 50951 + 9001 [ACK]
7 0.004571 23.94.113.156 10.0.40.95 e 1510 9001 » 50981 [ACK]
8 0.045797 10.0.40.98 23.94.113.156 e 54 50951 > 9001 [ACK]

913 Ac
Ack=4369 Win=261 Let

Win=066 Len=1456
o

9 0.195239 23.94.113.156 10.0.40.98 TP 1510 9001 > 50981 [ACK] Win=966 Len=1456
10 0.198152 23.94.113.156 10.0.40.98 Tcp 1510 9001 > 50981 [ACK] Win=966 Len=1456
11 0.198426 10.0.40.98 23.94.113.156 Tcp 54 50931 » 9001 [ACK] Seq=1 Ack=7281 Win=261 Len=p

Frame 1: 1510 bytes on wire (12080 bits), 1510 bytes captured (12080 bits) on interface @
Ethernet II, Src: Routerbo_fd:28:1d (6c:3b:6b:fd:28:1d), Dst: Azurewav_bc:ff:ef (f6:03:8c:bc:fi
Internet Protocol Version 4, Src: 23.94.113.156, Dst: 16.6.40.98

Transmission Control Protocol, Src Port: 9001, Dst Port: 50981, Seq: 1, Ack: 1, Len: 1456
Data (1456 bytes)
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to track you. We recommend that you leave Tor windows in their original default
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Your 1P Address is:

178.175.143.156 Homo Whois Spoedost Backist Check PortScamer Exmal

@ Internet Based Stats Computer Based Stats Computer
Based Stats

Hostname 178-175-143-156 static.as43289.net
Platform Microsoft Windows 7

Blacklist Status Blacklist Check
Browser Firefox Mozilla Firefox 60.0

Proxy Not Detected
Javascript Enabled

1SP trabia network
Cookies Enabled

Country 4l Moldova
Java Disabled

Region Chisinau Municipality
Flash Not Detected

City Chisinau
Silverlight Not Detected

Referring URL duckduckgo.com
Quicktime Not Detected
Not Detected
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