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Apa itu Tor?
Dalam definisi yang paling sederhana, Tor merupakan perangkat lunak web browser yang menyembunyikan identitas anda ketika sedang online. Hal ini dapat dilakukan dalam beberapa cara yang berbeda. Pertama, menggunakan enkripsi untuk mengacak data yang sedang dikomunikasikan dalam jaringan. Yang kedua, rute data antara server diatur secara acak dalam jaringan Tor untuk menyembunyikan identitas online Anda, termasuk data terkait dengan alamat IP pribadi.
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1. Tapping menggunakan website luar negeri
www.chelseafc.com
a. Bukalah peramban browser di tor lalu ketikan website yang kita tuju
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b. Lakukan ping chelseafc.com untuk melihat ip yang digunakan
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c. Masukan ip website yang kita gunakan di wireshark lalu lihat src dan destination yang menunjukan hasil tapping beda
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2. Melakukan tapping dengan menggunakan website dalam negeri
www.tvonenews.tv

a. Bukalah peramban browser di tor lalu ketikan website yang kita tuju
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b. Lakukan ping tvonenews.tv di cmd untuk melihat ip yang digunakan oleh website yang dituju
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c. Masukan ip website yang kita gunakan di wireshark lalu lihat src dan destination yang menunjukan hasil tapping beda
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3. TAPPING MENGGUNAKAN WEBSITE PEMERINTAH
Bappeda.sumselprov.go.id


a. Bukalah peramban browser di tor lalu ketikan website yang kita tuju
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b. Lakukan ping Bappeda.sumselprov.go.id di cmd untuk melihat ip yang digunakan oleh website yang dituju
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c. Masukan ip website yang kita gunakan di wireshark lalu lihat src dan destination yang menunjukan hasil tapping beda
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[bookmark: _GoBack]KESIMPULAN
Kesimpulan dari tapping yang saya gunakan ialah membuktikan bahwa ip destination di wireshark dan hasil ping di website yakni berbeda ip addressnya. Hal ini menunjukan bahwa menyamarkan ip address yang kita gunakan agar tidak mudah terdeteksi oleh peramban browser lainnya, hal yang sama juga terjadi ketika kita melihat ip yang digunakan di wireshark menunjukan bahwa ip yang dipakai selalu sama ip destination nya
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\Users\ZUMARDI>ping wwu.chelseafc.com

pinging chelseafc.map.fastly.net [151.101.2.133] with 32 bytes of data:
[Reply from 151.161.2.133: byte:
[Reply from 151.161.2.133: byte:
[Reply from 151.161.2.133: byte:
Reply from 151.161.2.133: bytes-32 tis

ping statistics for 151.161.2.133:
Packets: Sent = 4, Received - 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds
Minimun = 65ms, Maximum - 116ms, Average = 85ms
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6365 219.939588  10.0.41.87 sanowm T 54 5057 > 443 [ACK] Seq-48907 Ack=57995676 Win=2424
6365 219.939674  45.121.219.227 10.0.41.87 TP 1503 443 » 5120 [ACK] Seq=54908156 Ack=46513 Wine1928 segment of a reassembled PDU]
6365 219.939760  45.121.219.227 10.0.41.87 TP 1503 443 + 5120 [ACK] Seq=54909605 Ack=46513 Wine1928 segment of a reassembled PDU]
6365 219.939778  10.0.41.87 san927 T 54 5120 > 443 [ACK] Seqm46513 Ack=54911054 Win=3537
6365 219.939845  45.121.219.211 10.0.41.87 TLSV1.2 1510 Tgnored Unknown Record
6365 219041709 45.121.219.211 10.0.41.87 TLSV1.2 1510 Tgnored Unknown Record
6365 219041710 45.121.219.211 10.0.41.87 TP 1510443 » 5057 [ACK] Seq=57995676 Ack=48907 Wine2074 segment of a reassembled PDU]
6365 219041710 45.121.219.211 10.0.41.87 TP 1510443 » 5057 [ACK] Seq=57997132 Ack=48907 Wine2974 segment of a reassembled PDU]
6365, 219.941730  10.0.41.87 FERCHESTRTTR. 3 54 5049 > 443 [ACK] Seq-S7115 Ack=71180373 Win=4703
6365 219.941748  10.0.41.87 sanwm T 545057 » 443 [ACK] Seqm48907 Ack=57998588 Win=2426

Frame 1: 1510 bytes on wire (12080 bits), 1510 bytes captured (12080 bits) on interface @
Ethernet II, Src: Routerbo_fd:28:1d (6c:3b:6b:fd:28:1d), Dst: HonhaiPr_63:36:f5 (94:39:e5:63:36:f5)
Internet Protocol Version 4, Src: 45.121.219.211, Dst: 10.0.41.87
Transmission Control Protocol, Src Port: 443, Dst Port: 5080, Seq: 1, Acl
Secure Sockets Layer

1 1, Len: 1456





image6.png
@ tvOne Corporate Website:

c

wvonenews.tv

BERANDA PROGRAM JADWAL LIVETV PROFIL KEGIATAN CSR




image7.png
mpt
C: \Users\ZUMARDI>ping win. tvonenews . tv

binging www. tvonenews.tv [104.18.37.241] with 32 bytes of data:
Reply from 164.18.37.241: bytes=32 time=27ms TTL=58
Reply from 164.18.37.241: bytes=32 time-166ms TTL-58
Reply from 164.18.37.241: bytes-32 time-64ms TTL=58
Reply from 164.18.37.241: bytes-32 time=789ms TTL-58

bing statistics for 104.18.37.241:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
pproximate round trip times in milli-seconds
Minimum = 27ms, Maximum - 789ms, Average = 26ems

\Users\ZUMARDI >www. chelseafc . com
‘ww.chelseafc.con’ is not recognized as an internal or external command,
sperable program or batch file.
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| 15695 11713675 45.121.219.227 10.0.41.87 T 1510 443 » 5425 [ACK] Min-1392 [TCP segent of Pou]

| 1596 11713698  10.0.41.87 45.121.219.227 i 54 5425 » 443 [ACK]

| 1ses7 1171389  45.121.219.211 10.0.41.57 T 1510 443 - 5080 [ACK] [TCP segent of Pou]

| 1sess 11713912 10.0.41.87 45.121.219.211 i 54 5080 » 443 [ACK]

| asess 11714132 45.121.219.227 10.0.41.57 T 1510 443 » 5425 [ACK] [TCP segent of Pou]
15700 11714266 45.121.219.211 10.0.41.87 T 1402 443 - 5186 [ACK] [TcP segrent of Pou]
15701 11724565 45.121.219.211 10.0.41.87 T 402 443 - 5186 [ACK] [Tcp segrent of Pou]
15702 11.714580  10.0.41.87 45.121.219.211 i 54 5186 » 443 [ACK]

| 15703 11714667 45.121.219.227 10.0.41.57 T 1506 443 » 5120 [ACK] [TCP segent of Pou]
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> Frane 1: 1402 bytes on wire (11216 bits), 1402 bytes captured (11216 bits) on interface 0

> Ethernet I, Src: Routerbo_ft (5c:3bs6b: ), Dt HontisiPr_03:36:f5 (94:39:e5

> Internet Protocol Version 4, Src: 45.121.219.211, Dst: 10.0.41.57 —

> Transmission Control Protocol, Src Port: 443, Dst Ports 5186, Seq: 1, Ack: 1, Len: 1348

Secure Sockets Layer
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C:\Users\ZUMARDI>ping bappeda.sumselprov.go. id

Pinging bappeda.sumselprov.go.id [116.96.268.22] with 32 bytes of data:
Reply from 116.96.208.22: byte:
Reply from 116.96.208.22: byte:
Reply from 116.96.208.22: byte:
Reply from 116.96.208.22: byte:

Ping statistics for 116.90.208.22:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds

Minimum = 35ms, Maximum - 114@ms, Average = 500mS
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1074. 36.525849  10.0.41.57 45.121.219.227 T 54 5542 > 443 [ACK] Seq=6341 Ack=7303306 Win=3105 Len=p
1074. 36.525912  45.121.219.227 10.0.41.57 T 1510 443 > 5553 [ACK] Seq=6692277 Ack=5131 Win=446 Len=1456 [TCP segment of a reassembled PDU]
1074. 36.525991  45.121.219.227 10.0.41.57 T 1510 443 > 5553 [ACK] Seq=6693733 Ack=5131 Win=446 Len-1456 [TCP segment of a reassembled PDU]
1074. 36.526013  10.0.41.57 45.121.219.227 T 54 5553 > 443 [ACK] Seq=5131 Ack=6695189 Win=4932 Len=p
1074. 36.526083  45.121.219.227 10.0.41.57 T 1510 443 > 5561 [ACK] Seq-11750435 Ack=9235 Win=433 Len-1456 [TCP segment of a reassembled PDU]
1074. 36.526084  45.121.219.227 10.0.41.57 Tisvi.2 395 Application Data
1074.. 36.526100  10.0.41.57 45.121.219.227 T 54 5561 > 443 [ACK] Seq=9235 Ack=11752282 Win=4447 Len=p
1074. 36.526194  45.121.219.227 10.0.41.87 T 1510 443 > 5542 [ACK] Seq=7303306 Ack=6341 Win=647 Len=1456 [TCP segment of a reassembled PDU]
1074. 36.526271  45.121.219.227 10.0.41.57 T 1510 443 > 5554 [ACK] Seq=5915535 Ack=5473 Win=433 Len=1456 [TCP segment of a reassembled PDU]

<

> Frame 1: 1510 bytes on wire (12080 bits), 1510 bytes captured (12080 bits) on interface @

> Ethernet II, Src: Routerbo_fd:28:1d (6¢:3b:6b:fd:28:1d), Dst: HonHaiPr_03:36:f5 (94:39:e5:

> Internet Protocol Version 4, Src: 45.121.219.227, Dst: 10.6.41.87

> Transmission Control Protocol, Src Port: 443, Dst Port: 5550, Seq: 1, Ack: 1, Len: 1456

Secure Sockets Layer
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Chelsea In The Carabao Cup Final | Unseen Extra

Another huge match at Wembley awaited the Blues. Here's everything that
happened on and off the pitch in a nail-biting Carabao Cup Final.
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