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1. Target Site
https://www.kemenag.go.id
https://www.rfclassic.lytogame.com
https://www.discordapp.com 

Dengan menggunakan apliakasi nmap akan melakukan scaning dengan beberapa perintah
Perintah yg di gunakan ada lah :
Nmap -sS TARGET yg berfungsi untuk melakukan scaning pada website target
Nmap -sV TARGET berfungsi untk menampilkan versi dari aplikasi hosting yg di pakai

a. Kementrian Agama Indonesia
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	Pada foto sebelah kiri scaning di lakukan dan menampilkan port & service yg terdapat pada “kemenag.go.id” yaitu port 80/tcp service http, dan 443/tcp service https.
	Pada foto kanan scaning di lakukan dan menampilkan versi dari aplikasi hosting yg di gunakan yaitu ISC BIND 9.8.4-rpz2+rl005.12*p1 & menggunakan aplikasi Apache httpd













b. RF Classic Indonesia
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Pada foto kiri port yg terbuka adalah port 21,80,135,443 dll dengan service “ftp,http,hosts2-ns,xfer,msrpc,https”
Pada foto kiri versi aplikasi hosting yg di gunakan adalah “Microsoft IIS httpd 8.5, Microsoft HTTPAPI httpd”


c. Discord app
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	Pada foto kiri port yg terbuka yaitu “53,80,443,8080,8443” dengan service “domain,http,https,http-proxy,https-alt”
	Kemudian dengna versi aplikasi hosting “ISC BIND 9.8.4-rpz2+rl005.12-p1 & CloudFlare”
image3.png
© Zenmap - o x
Scan Tools Profile Help

Target: | www.kemenag.go.d | Profi

| [scan| |Caneel

Command: | nmap -5 wwwkemenag.go.id

Hosts | Senices Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap -sS wwwkemenag.go.id & Details
W wwwkemenaggoi  Starting Nmap 7.70 ( ) at 2019-02-18
18:50 SE Asia Standard Time
Nmap scan report for (103.7.15.217)

Host is up (9.24s latency)
Not_shoun: 99 filtered ports
PORT  STATE SERVICE

80/tcp open http

443/tcp open  https

Nmap done: 1 1P address (1 host up) scanned in 57.92
seconds

Filter Hosts
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Scan Tools Profile Help

Target: | iclassiclytogame.com | v| Profi | [scan| |Caneel

Command: | nmap -s\ldclassiclytogame.com

Hosts Nemap Output Ports / Hosts Topology Host Details Scans
Senvice + [ nmap -sV iclassic ytogame.com o] £ [petis
unknown Starting Nnap 7.70 ( ) at 2019-02-18
19:09 SE Asia Standard Time
telnet Ninap scan report for
tcpwrapped (202.93.17..160)
Host is up (6.0485 latency).
sh Not_shoun: 951 closed ports
PORT  STATE  SERVICE VERSION
smp 21/tcp  open tcpurapped
mtp 2/tep  Filtered ssh
5/tep  Filtered telnet
nmon 5/tp  Filtered smtp
S3/tcp  Filtered domain
msrpc 80/tcp  open  http Ricrosoft IIS httpd 8.5
microsoft-ds 81/tcp open  http Microsoft HTTPAPI httpd
2.0 (SSDP/UPNP)
hitps 82/tcp open  http Ricrosoft HITPAPI httpd
2.0 (SSDP/UPNP)
http 135/tcp open  msrpc2
domain 161/tcp  Filtered snmp
43/tcp  open https?
compag-htps 445/tcp  Filtered microsoft-ds

1311/tcp Filtered rxmon
2381/tcp Filtered compag-https

49152/tcp open  unknown
49153/tcp open  unknown
49154/tcp open  unknown
49155/tcp open  unknown
49156/tcp open  unknown

Service Info: O

+ Windows; CPE:

cpe:/0:microsoft windons

Service detection performed. Please report any incorrec

results at ./ submit/
Nmap done: 1 1P address (1 host up) scanned in 56.52
seconds
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Scan Tools Profile Help

Target: | iclassiclytogame.com | v| Profi

| [scan| |Caneel

Command: | nmap -55 riclassiciytogame.com|

Hosts Nemap Output Ports / Hosts Topology Host Details Scans
Senvice ~ nmap -5 iclassiclytogame.com o] £ [petis
ser Starting Nnap 7.70 ( ) at 2019-02-18
19:02 SE Asia Standard Tine
unknown Ninap scan report for
mstoc (202.93.17.160)
Host is up (6.056s latency).
hitps Not_shoun: 945 closed ports, 44 Filtered ports
n PORT  STATE SERVICE
Eip 2u/tcp  open Ftp
hosts2-ns s0/tcp  open nttp
81/tcp  open hosts2-ns
fip 82/tcp  open xfer

135/tcp  open msrpc
483/tcp  open https

49152/tcp open  unknown
49153/tcp open  unknown
49154/tcp open  unknoun
49155/tcp open  unknown
49156/tcp open  unknown

Nmap done: 1 1P address (1 host up) scanned in 38.74
seconds
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Scan Tools Profile Help

Target: | discordapp.com | Profile: | [scan| |Caneel

Command: | nmap -sV discordapp.com

Services | Nmap Output Ports / Hosts Topology Host Detail: Scans
05 4 Host nmap -5V discordapp.com v = [Detsils
W wwwkemenaggoi | Starting limap 7.70 ( ) at 2019-02-19
09:19 SE Asia Standard Time
W discordapp.com (1 npap scan report for (104.16.59.5)
W dt-moonlightcom | HoSt is up (0.016s latency).
Other addresses for (ot scanned)
104.16.58.5
Not shown: 995 filtered ports
PORT  STATE SERVICE VERSION
53/tcp _open domain ISC BIND 9.5.4-rpz2
+r1005.12-P1
s0/tcp  open http cloudflare
443/tco open ssl/nttps  cloudflare

8080/tcp open http-proxy  cloudflare
8443/tcp open ss1/https-alt cloudflare

4 services unrecognized despite returning data. 1€ you
know the service/version, please submit the following
Fingerprints at /cgi-bin/ B

NEXT SERVICE FINGERPRINT (SUBMIT
INDIVIDUALLY):
SF-Portse-TcP
pe-windows-windows%r(

SE:GetRequest, 157, "HTTP/11.1\x20400\x208ad\x20Request\

\nDate:\x20Tue, \x20
SE:19\x20Feb\x202019\x2002: 20 29\x20GHT\r\nContent -
Type:\x2text/html\rinC

SE:zontent-Length: \x20171\r\nConnect ion: \x20c1ose\r
\nServer:\x26cloudflare\

SE:r\NCF-RAY: \x204ab541298647¢324- ST\ F\m\ rAnchtm1 >\~
\nchead><title>48\x2

SE:0Bad\x20Request< /tit1e></head>\r\n<body \x20bgcolo:
white\">\r\n<cente
SE2r><h1>400\x208ad\x20Request</h1></center>\r
\n<hr><center>cloudflarec/ce
SEznter>\rin</body>\r\n</htmlN\r\n")%r
(HTTPOptions, F95, "HTTP/11.11x20403\x
SE:20Forbidden\r\nDate: \x20Tue, \x2019\x20Feb\x202019
\x268 9\x20GHT\r\

SEznContent-Type: \x28text/html ; \x20charsef
AnConnection: \x26close\r v
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Target: | discordapp.com

Command:

Services

Host
www kemenag.go.
discordapp.com (11

-moonlight.com (

Filter Hosts

| Profile: | [scan| |Caneel

nmap -sS discordapp.com

Nmap Output Ports / Hosts Topology Host Details Scans

nmap -sS discordapp.com & Details
Starting Nmap 7.70 ( ) at 2019-02-19
09:18 SE Asia Standard Tine

Nmap scan report for (104.16.59.5)

Host is up (9.0125 latency).

Other addresses for. (not scanned) :
104.16.58.5

995 filtered ports
PORT  STATE SERVICE

53/tcp  open domain

80/tcp  open http

443/tcp open https
8080/tcp open http-proxy
8443/tcp open  https-alt

Nmap done: 1 1P address (1 host up) scanned in 24.35
seconds
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Scan Tools Profile Help

Target: | wwwkemenag.go.id | Profile: | [scan| |Caneel

Command: | nmap -sV www.

Services

05 4 Host

W wwwkemenag.go.

Filter Hosts

Kemenag.go.d

Nmap Output Ports / Hosts Topology Host Details Scans

nmap -sV www.kemenag.go.id & Details
Starting Nmap 7.70 ( ) at 2019-02-19
09:06 SE Asia Standard Time

Nmap scan report for (103.7.15.217)

Host is up (9.185 latency)
997 filtered ports
PORT  STATE SERVICE VERSION
53/tco open domain IS BIND 9.8.4-rpz2+r1005.12-P1
80/tcp open ss1/nttp
443/tcp open ss1/nttp Apache httpd

Service detection performed. Please report any incorrec
results at ./ submit/

Nmap done: 1 1P address (1 host up) scanned in 112.31
seconds





