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Scanning Domain Menggunakan Tool NMap

Langkah awal :

e Install software atau tools untuk melakukan proses scanning. Disini saya

menggunakan foo/ NMap.

e Tentukan target yang ingin di scanning, lalu buka website yang sudah dipilih.
e Jalankan aplikasi NMap lalu masukkan target yang ingin di scanning. Maka akan

muncul hasil seperti dibawah ini.
Domain Luar Negeri

YAHOO.COM
sS yahoo.com

© Zenmap
Scan Tools Profile Help
Target: | yahoo.com

Command: | nmap -5S yahoo.com

Services Nmap Output Ports/ Hosts Topology Host Details Scans

0S 4 Host nmap -s5 yahoo.com

W yahoo.com (7230

Starting Nmap 7.6@ ( https://nmap.org ) at 2019-02-19 00:43 SE Asia Standard Time

Nmap scan report for yahoo.com (72.30.35.10)
Host is up (@.325 latency).

~| Profile:

Other addresses for yahoo.com (not scanned): 98.137.246.7 72.30.35.9 98.138.219.232 98.138.219.231 98.137.246.8

rDNS record for 72.38.35.10: media-router-fp2.prodl.media.vip.bfl.yahoo.com

Not shown: 998 filtered ports
PORT  STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 4@.86 seconds

sS port yahoo.com

~ Scan| | Cancel

~ Details

© Zenmap
Sczgn Tools Profile Help
Target: | yahoo.com

| Profile:

Command: | nmap -5 yahos.com

Services MNmap Output Ports / Hosts  Topology Host Details Scans

w Scan Cancel

4 4 4 4 4
05 4 Host Part 4 Protocal 4 State 4 Service 4 Version

® yahoocom(7230: | @ 8 tp open  hitp

@ 43 tp open  https
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sV yahoo.com

Zenmap

Scan Teols Profile Help

Target: | yahoo.com | Profile: v Cancel
Command: | nmap -sV yahos.com
Services Nmap Qutput Ports / Hosts Topology Host Details Scans
05 4 Host nmap -V yahoo.com ~ Details
W yohoo.com (7230
Starting Nmap 7.50 ( https://nmap.org ) at 2019-02-19 00:46 SE Asia Standard Time
Nmap scan repert for yahoo.com (72.30.35.10)
Host is up (B.33s latency).
Other addresses for vahoo.com (not scanned): 98.137.246.7 72.30.35.9 98.138.219.232 98.138.219.231 98.137.246.8
rONS record for 72.38.35.1@: media-router-fp2.prodl.media.vip.bfl.yahoo.com
Not shown: 998 filtered ports
PORT STATE SERVICE VERSION
80/tcp open http-proxy Apache Traffic Server
443/tcp open ssl/http-proxy Apache Traffic Server
Service Info: Hosts: media-router-fplel4.prod.media.bfl.yahoo.com, media-router-fpl@13.prod.media.bfl.yahoc.com
service detection performed. Please report any incorrect results at https://nmap.org/submits
Nmap done: 1 IP address (1 host up) scanned in 59.76 seconds
sV port yahoo.com
Zenmap - o x
Scan Tools Profile Help
Target: | yahoo.com | Profile | [scan| | cancel
Command: | nmap -sV yahoo.com
Services Nmap Output Ports/ Hosts Topology Host Details  Scans
05 4 Host 4 Port ¢ Protocol 4 State 4 Service 4 Version ‘
W yahoo.com (72303 @ 30 tp open  http-proxy Apache Traffic Server
@ 43 tp open  http-proxy Apache Traffic Server
sU yahoo.com
Zenmap - 0 x
Scan Tools Profile Help
Target: | yahoo.com ~ | Profile | [Scan| |Cancel
Command: | nmap -sU yahoo.com
Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap -5 yahoo.com ~ Details
¥ yahoo.com (72,30
Starting Nmap 7.6@ ( https://nmap.orz ) at 2019-02-19 00:50 SE Asia Standard Time
Nmap scan report for yahoo.com (72.38.35.10)
Host is up (B.32s latency)
Other addresses for yahoo.com (net scanned): 98.137.246.7 72.30.35.9 98.138.219.232 98.138.219.231 98.137.246.8
FONS record for 72.38.35.1@: media-router-fp2.prodl.media.vip.bfl.yahoo.com
411 1880 scanned ports on yahoo.com (72.30.35.18) are open|filtered
Nmap dome: 1 IP address (1 host up) scanned in 351.25 seconds
sU port yahoo.com
Zenmap - o x
Scan Tools Profile Help
Target: | yahoo.com | Profile: ~| |scan| |Cancel
Command: | nmap -sU yshoo.com
Services Nmap Output Ports/ Hosts Topelogy Host Details Scans
05 4 Host < Port 4 Protocol { State 4 Service 1 Version ]
W yahoocom(230: | @ 80 tp open  hitp-proxy_Apache Traffic Server
@ 43 top open  http-proxy Apache Traffic Server
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“ Zenmap
Scan Teols Profile Help
Target: | yahoo.com

Command: | nmap -sU yahoo.com

Services Mmap Output Ports / Hosts Topology Host Details Scans

05 4 Host
#  yahoo.com (72.30.2

Hosts Viewer | Fisheye | Controls

Dyahnn com (72.30.35.10)

~ | Profile:

~ Scan Cancel

Legend | Save Graphic

@ ocalhost
Domain Dalam Negeri
MUHAMMADIYAH.OR.ID
. .
sS muhammadiyah.or.id
Zenmap - O X
Scan Tools Profile Help
Target: | muhammadiyah.or.id w| Profile: v Cancel
Command: | nmap -s§ muhammadiyzh.or.id
Services. Nmap Qutput Ports / Hosts Topology Host Details Scans
05 4 Host nmap -5 muhammadiyah.or.id v Details
¥ muhammadiyah.or
Starting Nmap 7.68 ( https://nmap.org ) at 2019-82-19 @1:11 SE Asia Standard Time
Nmap scan report for muhammadiyah.or.id (202.52.52.23)
Host is up (B.872s latency).
Not shown: 935 closed ports
PORT STATE SERVICE
22/tcp  open ssh
so/tcp open | mitp
3306/tcp open mysql
Nmap done: 1 IP address (1 host up) scanned in 27.18 seconds
. .
sS port muhammadiyah.or.id
Zenmap - O X

Scan Tools Profile Help
Target: | muhammadiyah.or.id ~ | Profile:

Command: | nmap -sS muhammadiyah.or.id

~ Scan Cancel

Services Nmap Output Ports / Hosts Topelogy Host Details Scans
05 4 Host 4 Port ¢ Protocol 4 State 4 Service 4 Version 1
w o | @ 2 e open  ssh
@ tcp filtered smtp
® 5 tcp filtered domain
@ & tcp open  http
@ 3306 tcp open  mysql




sV muhammadiyah.or.id
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Zenmap

Scan Ieols Profile Help

- o X

Target: | muhammadiyzh.orid ~ | Profile v| [Bean] |Cancel
Commend: | nmap -V muhammadiyah.or.id
Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap -£¥ muhammadiyzh.or.d v Details
W muhammadiyah.ol
Starting Nmap 7.6@ ( https://nmap.org ) at 2019-62-19 @1:14 SE Asia Standard Time
Nmap scan report for muhammadiyah.or.id (202.52.52.23)
Host is up (B.@65s latency).
Not shown: 995 closed ports
STATE SERVICE VERSION
ssh OpenSSH 7.4 (protocol 2.8)
8a/tcp  open http Apache httpd 2.4.6 ((Cent0S) PHP/5.4.15)
3306/tcp open mysql  MariaDB (unauthorized)
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap dome: 1 IP address (1 host up) scanned in 4@.76 seconds
\% h h.or.i
sV port muhammadiyah.or.id
Zenmap - o x
Scan Tools Profile Help
Target: | muhammadiyah.or.id | Profile: | [Scan| |Cancel
Command: | nmap -sY muhammadiyzh.or.id
Services Nmap Qutput Ports /Hosts Topology Host Details Scans
05 4 [Hast 4 Port 4 Protocol 4 State 4 Service 4 Version ]
W muhammadyshor | @ 2t open  ssh OpenSsH 7.4 (protocol 2.0)
@® tep filtered smtp
@ 53 i filtered domein
@ © open http  Apache hitpd 246 ((CentOS) PHP/5.4.18)
@ 306 tep open  mysql  MariaDB (unauthorized)
h iyah.or.i
sU muhammadiyah.or.id
Zenmap - o x
Scan Tools Profile Help
Target: | muhammadiyah.or.id v Profile | [Scan| |Cancel
Command: | nmap -sU muhammadiyah.or.id
Services | Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap -sU muhammadiyah.or.id v Details
W muhammadiyah.or
Starting Nmap 7.6@ ( https://nmap.org ) at 2019-02-19 @1:16 SE Asia Standard Time
Nmap scan repert for muhammadiyah.or.id (202.52.52.23)
Host is up (B.@68s latency).
Not shoun: 999 open|filtered ports
PORT STATE SERVICE
161/udp open snmp
Nmap dome: 1 IP address (1 host up) scanned in 69.56 seconds
. .
sU port muhammadiyah.or.id
Zenmap - o X

Scan Ieols Profile Help

Target: | muhammadiyah.or.id w| Profile: ~| |Scan| |Cancel
Command:  nmap -sU muhammadiyah.or.id
Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host 4 Port ¢ Protocol 4 State 4 Service 4 Version 1
w o | @ 2 e apen  ssh OpenSSH 74 (protocol 2.0}
@ tcp filtered smtp
® 53 tcp filtered domain
@ 20 e open  http Apache httpd 2.4.6 ((CentOS) PHP/5.4.16)
@ 306 tp open  mysql  MariaDB (unauthorized)
(]

161 udp open  snmp
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Zenmap

Scan Ieols Profile Help

Target: | muhammadiyah.or.id | Profile:

Command: | nmap -sU muhammadiyah.or.id

Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host Hosts Viewer | Fisheye | Controls
W muhammadiyzh.or

OEmunammadNan or.id (202.52.52.23)

~ Scan Cancel

Legend | Save Graphic

.\ncalhust
INDONESIA.GO.ID
I . .
sS Indonesia.go.id
Zenmap - ] %
Scan Tools Profile Help
Target: | indonesia.go.id | Profile v| [Scan| |Cancel
Command: | nmap -s5 indonesia.go.id
Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap -s5 indonesia.go.id ~ Details
#  indonesia.go.d (20
Starting Nmap 7.6@ ( https://nmap.org ) at 2019-02-19 01:30 SE Asia Standard Time
Nmap scan report for indonesia.go.id (202.89.117.193)
Host is up (B.13s latency).
Not shown: 989 filtered ports
PORT STATE SERVICE
21/tcp  open  ftp
80/tcp open  http
116/tcp open  pop3
113/tcp closed ident
135/tcp open  msrpc
143/tcp open  imap
443/tcp open https
2000/tcp open  cisco-sccp
5222/tep closed xmpp-client
8008/tcp open  http
8010/tcp open  xmpp
Nmap done: 1 IP address (1 host up) scanned in 42.77 seconds
S I i i
sS port Indonesia.go.id
Zenmap - O X

Scan Tools Profile Help
Target: | indonesiz.go.id | Profile:

Command: | nmap -5 indenesia.go.id

~| |Scan| |Cancel

Services Nmap Output Ports/ Hosts Topology Host Details Scans
05 4 Host 1 Port 4 Protocol 4 State 4 Service 4 Version 1
W indonesiagoid o | @ 21 tp open  fip
@ 80 tp open  http
@ 110 tep open  pop3
@ 113 i closed ident
@ 135 top open  msrpc
@ 1483 i open  imap
@ 43 tp open  https
@ 2000 tp open  cisco-scep
® 522 top closed xmpp-client
@ 8008 tcp open  http
@ 3010 tp epen  xmpp




Nadya Rahma Noviyanti
09011281520127

sV Indonesia.go.id

Zenmap - o x
Scan Tools Profile Help
Target: | indonesiz.go.id ~ | Profile: ~| |scan| |Cancel

Command: | nmap -sV indonesia.go.id

Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host nmap sV indonesia.go.id v Details
W indonesia.go.id (20 ~
ap scan report for indonesia.go.id (202.89.117.193)

Host is up (@.13s latency).
Not_shown: 989 filtered ports
PORT ATE

SERVICE VERSION
21/tcp  open  fip?
80/tcp  open  http Apache httpd 2.4.6 ((Cent0S) OpenSSL/1.0.2k-fips PHP/5.6.36)

110/tcp open  pop3)
113/tcp  closed ident

135/tcp open  msrpc?

143/tcp open  imap?

443/tcp open  ss1/http Apache httpd 2.4.6 ((Cent0S) OpenSSL/1.0.2k-fips PHP/5.6.36)
2000/tcp open  cisco-sccp?

5222/tcp closed xmpp-client

8008/tcp open  http

8010/tcp open  ssl/http-proxy FortiGate Web Filtering Service

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi®new-
service

SF-Port88@8-TCP:V=7.68%1=7%D=2/19%T ime=SC6AFAGERP=i686-pc-windows -windows%
SF:r(GetRequest,CC, "HTTP/ 1. 1\x28382\x28F ound\r\nLocation: \x28https: //: 861
SE:8/\r\nConnection:\x2@close\r\nX-Frame-0ptions : \x28SAMEORIGINAF\NX-X55-P
SEF:rotection:\x281;\x2émode=block\rinX-Content-Type-Options : \x2@nosniFf\ry
SE:nContent-Security-Policy:\x2@frame-ancestors\rin\rin”)%r(FourohFourkequ

est,EF, "HTTP/1\.1\x28382\x28Found\r\nLocation: \x2@https:// : 8818/ nice%28
ports%2C/Tri%6Eity\. txt%2ebak\rinConnection: \x20close\r\nX-Frame-Option

S+ \x2BSAMEORTGIN\r\nX-X55-Protection: \x2@1; \x2@mode=block\rinX-Content-
Type-Options:\x2@nosnifF\rinContent-Security-Policy:\x28¥rame-ancestors

\rimrAn " )%r(Genericlines, CB, "HTTP/11.11x20302\x2@Found\rinLocation: \x2
@https://:8818\r\nConnection: \x2@close\r\nX-Frame-Options:\x2B5AMECRIGT
N\r\nX-X55-Protection:\x201;\x28mode=block\rinX-Content-Type-Options :\x
:2BnosniffirinContent-Security-Policy:\x2@frame-ancestorsirinirin® )%r (HT

TPOptions,CB, "HTTP/1\.1\x208382\x28Found\r\nLocation: \x2Bhttps: // : 8616\r
\nConnection:\x2@close\rinX-Frame-Options: \x28SAMEORIGIN\ F\nX-XS5-Prote
ction:\x281;\x2@mode=block\r\nX-Content-Type-Options : \x2@nosniFF\rinCon
ent-Security-Policy:\x2@frame-ancestors\rinirin®)%r(RTSPRequest, CB, "HT
SE:TP/1\.11x28382\x28Found\r\nLocation: \x2@8https://: B1@\r\nConnection: \x2
SF:Bclose\r\nX-Frame-Options : \x28SAMEORTGIN\rANX-X55- Protection: \x281; \x26
SE:mode=blockirinX-Content-Type-Options :\x2@nosniffirinContent-Security-Po
SE:licy:\x28frame-ancestors\rin\rin®};

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 81.21 seconds
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sV port Indonesia.go.id

Zenmap - o x
Scan Tools Profile Help

Target: |indonesia.go.d | Profile v| [Scan| |Cancel

Command: | nmap -sV indenesia.go.id

Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 |Hast 4 Port 4 Protocol 4 State 4 Service 4 Version ‘

® indonesingoid(0 ;@ 21t open  ftp
@ & i open  http Apache httpd 2.4.6 ((CentOS) OpenSSL/1.0.2k-fips PHP/5.6.36)
@ 10 wp open  pep3
@® 13 top closed  ident
@ 135 tep open  msrpe
@ 14 tp open  imap
@ M4 tp open  http Apache httpd 2.4.6 ((CentOS) OpenSSL/1.0.2k-fips PHP/5.6.36)
@ 2000 tcp open  cisco-scep
@ 522 twp closed xmpp-client
@ 8008 tecp open  http
@ 0 tep open  http-proxy  FortiGate Web Filtering Service

sU Indonesia.go.id

Zenmap - o x
Scan Tools Profile Help
Torget: |indonesia.go.id | Profile v| [Scan| |Cancel

Command: | nmap -sU indonesia.go.id

Services Nmep Output Ports / Hosts Topology Host Details Scans

05 1 Host nmap -sU indonesia.ge.d ~ Details

W indonesia.go.id (20
Starting Nmap 7.68 ( https://nmap.org ) at 2019-02-19 01:36 SE Asia Standard Time
Nmap scan report for indonesia.go.id (202.89.117.193)
Host is up (8.876s latency).
All 1900 scanned ports on indonesia.go.id (202.89.117.193) are open|filtered

Nmap done: 1 IP address (1 host up) scanned in 100.0@ seconds
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Zenmap
Scan Teols Profile Help
Target: |indonesia.goid | Profile

Command: | nmap -sU indonesia.go.id

~| |Scan| |Cancel

Topology Indonesia.go.id

Zenmap

Scan Tools Profile Help

Command: | nmap -sU indonesia.go.id

Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host Hosts Viewer | Fisheye | Controls
W indonesia.go.id (20

@ localhost

Target: | indenesia.go.id | Pprofile:

.mduneswa 00.id (202.89.117.193)

Services Nmap Output Ports / Hosts Topology Host Details Scans
05 4 Host 4 Port 4 Protocol 4 State 4 Service 4 Version ‘
¥ ind oido |.@ 21 tep open  ftp
@ O tp open  http Apache httpd 24,6 ((CentOS) OpenSSL/1.0.2k-fips PHP/5.6.36)
@ 10 tep open  pop3
@ 113 tp closed ident
@ 135 tep open  msrpc
@ 148 i open  imap
@ M43 tp open  http Apache httpd 24,6 ((Cent0S) OpenSSL/1.0.2k-fips PHP/5.6.36)
@ 2000 tep open  cisco-sccp
@ 522 top closed xmpp-client
@ 3008 tep open  http
@ 8010 tcp open  http-proxy  FortiGate Web Filtering Service

~ Scan Cancel

Legend | Save Graphic



