Task V
Jaringan Komputer

ILMU ALAT PENGABDIAY

Disusun Oleh :
Nama : Sigit Wijaya Pramono
Nim :09011181419012
Kelas : SK.5A

Dosen Pengampuh : Dr. Deris Stiawan, M.T.

JURUSAN SISTEM KOMPUTER
FAKULTAS ILMU KOMPUTER
UNIVERSITAS SRIWIJAY A
2016



Capturing dan Analisa Protokol Jaringan Menggunakan Wireshark dan
CMD

Pada tugas kali ini yaitu mengcapture traffic atau paket-paket data pada suatu jaringan
yang menggunakan software wireshark, setelah mengcapture terdapat banyak sekali IP - IP
dan protokol muncul dalam software wireshark. Setelah memulai mengcapture kita membuka
browser dan browsing suatu website dengan tujuan agar tercapture oleh aplikasi wireshark
dan untuk selanjutnya akan dianalisa lalu dibangingkan dengan hasil capture menggunakan
cmd. Selain menggunakan wireshark, capturing juga menggunakan cmd dengan command

netstat —a.

Dibawah berikut merupakan screenshoot dari hasil capturing menggunakan aplikasi

wireshark dengan destisani web kompas.com :

A Wi - _ X
am:@ RRERez2EFLZEaaqn
[ [http [X] ~ ] Expression...  +
Mo. Time Source Destination Protocel  Length Info ~
10806 85.055951 54.82.233.105 192.168.43.12 HTTP 518 HTTP/1.1 200 OK
10845 85.220076  192.168.43.12 139.162.146.37 HTTP 473 GET /?_cmsrc=appnexus&idt=1082did=6877699701719623520 HTTP/1.1
10846 85.220887 192.168.43.12 118.98.95.56 HTTP 849 GET /pPns_ t=14742779630538ns__c=UTF-8&ns_ad_brt=339&ns__ p=14742779620398c1=34c3=_e0_6950258c4=391084278c5=...
10848 85.221455 192.168.43.12 118.98.95.41 HTTP 94 GET /p?ns_ t=1474277963140&ns__ c=UTF-8Ruid=ebBannerIFrame 39168427 96999343058447448c1=38c3= =@ 6950258c4=3..
10854 85.256585 4.26.67.16 192.168.43.12 HTTP 464 HTTP/1.1 268 OK (text/javascript)
10871 85.346932 118.98.95.56 192.168.43.12 HTTP 363 HTTP/1.1 200 OK (6IF89a) (GLF&9a) (image/gif)
10908 85.441238 118.98.95.41 192.168.43.12 HTTP 363 HTTP/1.1 288 OK (6IF89a) (GIF89a) (image/gif)
-+ 10934 85.515457 192.168.43.12 180.250.127.114 HTTP 523 GET /data/2014/kompascom/images/favicon.ico HTTP/1.1
11112 85.752681 139.162.146.37 192.168.43.12 HTTP 471 HTTP/1.1 200 OK (GIFB9a) (GIF8Ya) (image/gif)
< 11116 85.836320  186.250.127.114 192.168.43.12 HTTP 1204 HTTP/1.1 260 OK (text/plain)
11119 86.150531 192.168.43.12 74.125.200.155 HTTP 1135 GET /activeview?avi=BH-S20LLTV6qYLNjBOgOXESUACHAARAAQAT gBYAE JIWATCAATA4AQBOAYWAC 1 d=CAASFeROIRKNA - 1Nth_DZXYPIH..
11132 86.345333 74.125.200.155 192.168.43.12 HTTP 524 HTTP/1.1 288 OK (GIF89a) (GIF89a) (image/gif)
11331 96.456399 202.78.199.195 192.168.43.12 HTTP 54 HTTP/1.8 400 Bad request (text/html)
11472 167.916288  192.168.43.12 262.78.199.195 HTTP 836 GET /247/adServerfact_interaction/cid 1472718023/bid_1472773747/pid_1338508896/wid_1397192086/zid_139719218..
11476 165.021298  202.75.199.195 192.168.43.12 HTTP 54 HTTP/1.1 260 OK (GIF89a) (GIF8%a) (image/gif)
11488 110.799983  192.168.43.12 202.78.199.195 HTTP 838 GET /247/adServer/act_interaction/cid_1472718023/bid_1472773747/pid_1330508896/wid_1397192086/zid_139719218..
11491 118.896537  282.78.199.195 192.168.43.12 HTTP 54 HTTP/1.1 28@ OK (GIF89a) (GIF8%a) (image/gif)
11511 113.420638  192.168.43.12 118.98.95.41 HTTP 75 GET /p?ns__t=1474277991367&ns__c=UTF-88c1=38c3=_es_6350258c4=391084278c5=185080208c 18=18c11=Xaxis¥20568¢c 1 3=...
11522 113.636686  192.168.43.12 69.172.216.111 HTTP 1277 GET /dt?anId=88228asld=79c2cd93-b367-4648-63d7-ee74dde172a58tv={c oM1qhL, pingTine: @, time:32222, type:pf, fe: 0
11528 113.756947  118.93.95.41 192.168.43.12 HTTP 363 HTTP/1.1 260 OK (GIF89a) (GIFS9a) (image/gif)
11541 114.031975  69.172.216.111 192.168.43.12 HTTP 277 HTTP/1.1 200 OK (GIF89a) (GLFE9a) (image/gif) —
11550 114.386014  192.168.43.12 74.125.208. 155 HTTP 1151 GET /activeview?avi=BcKk20LLFVUYLNjBogOXESu4CuAARAAGAT gByAE JIWATCAATA4AQBOAY R Cid=CAASFeRo3_vIVY-2RZ5FRETy0.. v
Frame 10934: 523 bytes on wire (4184 bits), 523 bytes captured (4184 bits) on interface @ ~
Ethernet II, Src: LiteonTe B8:dc:a9 (24:fd:52:88:dc:a9), Dst: AsustekC_34:dB:db (14:dd:a9:33:d8:db)
Internet Protocol Version 4, Src: 192.168.43.12, Dst: 186.250.127.114
Transmission Control Protocol, Src Port: 53645, Dst Port: 8, Seq: 27933, Ack: 119562, Len: 469 .
14 dd a0 34 d8 db 24 ¥d 52 88 dc a0 08 88 45 88 _..4..3. R.....E ~
81 fd 6f d4 48 BB 48 B5 a9 @5 cB a8 2b Bc b4 fa  ..0.E.E. ....t...
7f 72 d1 8d @0 S @6 97 17 41 6@ @ 4f @b 50 18  .r...P.. .A'.0.P.
80 fc 30 12 80 08 38 Sa Ge 64 Ga 4f 53 5a 47 54 ..0...8Z ndjOXZGT
56 6 49 56 54 4a 6c 56 7a 4e 74 4e 33 46 4d 52 VIIVTIIV zNtN3FMR
6c 56 6d 57 55 5a 78 57 5B 6¢ 35 65 63 52 63 4c  LUmWUZxi X1SejRel
31 6c 31 4T 45 31 4c 55 30 46 Sa de 54 49 7a 4e  1110E1LU BFZNTIzN
7a 4e 32 4d 6d 38 72 57 54 68 36 58 43 39 4b 63  ZNZMmSril ThGXCIKc
45 78 34 61 47 68 78 55 48 78 4c 54 57 31 6c 4¢  Ex4aGhxU HpLTWLIN .
Frame (523 bytes)  Reassembled TCP (1869 bytes)
@ 7 Hypertext Transfer Protocal: Protocol Packets: 12176 - Displayed: 644 (5.3%) - Dropped: 0 (0.0%) Profle: Defoult

Terlihat dari gambar diatas beberapa dari hasil capture traffic / paket-paket data yang
termasuk dalam satu jaringan tersebut. Selanjutnya ini merupakan capture dari GET yang
terdapat dalam salah satu IP pada hasil capture di wireshark yang mana IP tersebut sama

seperti web yang saya cari dalam broser :



Host: assets.kompas.com\r\n ~
Connection: keep-alive\r\n

User-Agent: Mozilla/5.@ (Windows NT 1@.8; WOWGE4) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/49.8.2623.87 Safari/537.36\r\n

Accept: */*\r\n

Referer: http://otomotif.kompas.com/produkmotoririn

Accept-Encoding: gzip, deflate, sdch\r\n

Accept-Language: en-US,en;q=8.8\r\n

[truncated]Cockie: _ gads=ID=6@cfdd4calllf4ad:T=1460205071:5=ALNI_MaNy3qFNBVE@--EjYa-8425Iilacg; _em_vt=26Tce94d314eb7ba7defalss182456e53codosE
Arin

Full request URI: http://assets.kompas.com/data/2814/kompascom/images/favicon.ico

[HTTP request 15/15]

[Prev request in frame: 7818]

[Response in frame: 11116] w

45 54 20 2f 64 61 74 61 2f 32 3@ 31 34 2f 6b GET /dat a/2@e14/k ~
6d 78 61 73 63 6f 6d 2f 69 6d 61 67 65 73 2f  ompascom /images/
61 76 69 63 6T 6e 2e 69 63 6f 20 48 54 54 58 favicon. ico HTTP
31 2e 31 @d @a 48 6f 73 74 3a 20 61 73 73 65 /1.1..Ho st: asse
73 2e 6b 6T 6d 7@ 61 73 2e 63 6f 6d @d @a 43 ts.kompa s.com..C
6e 6e 65 63 74 69 6 6e 3a 2@ 6b 65 65 7@ 2d  onnectic n: keep-
6c 69 76 65 Bd @a 55 73 65 72 2d 41 67 65 be alive..U ser-Agen
3a 20 4d 6f 7a 69 6c 6c 61 2f 35 2e 38 2@ 23 t: Mozil la/5.8 (
69 6e 64 6T 77 73 280 4e 54 20 31 3@ 2e 38 3b Windows NT 10.@;
57 4f 57 36 34 29 20 41 7@ 7@ 6C 65 57 65 62 WOW64) Applelleb
69 74 2f 35 33 37 2e 33 36 2@ 28 4b 438 54 4d Kit/537. 36 (KHTM
2c 20 6c 69 6b 65 28 47 65 63 6b 6f 29 28 43 L, like Gecko) C
72 6f 6d 65 2f 34 39 2e 3@ 2e 32 36 32 33 2e hrome/49 .@.2623.
37 28 53 61 66 61 72 69 2f 35 33 37 2e 33 36 87 safar 1/537.36
Ba 41 63 63 65 7@ 74 3a 2@ 2a 2f 2a @d @a 52 .JAccept @ f/*LR
66 65 72 65 72 3a 28 68 74 74 7@ 3a 2T 2f ef eferer: http://o
0162 74 6f 6d 6f 74 69 66 2 6b 6f 6d 78 61 73 2e 63 tomotif. kompas.c he

Frame (523 bytes) Reassembled TCP (1869 bytes)

No.; 10934 - Time: 85.515457 + Source: 192.168.43.12 - Destinstion: 180,250, 127,114 * Protocol: HTTP - Length: 523 - Infor GET /data/2014/kompascomyimages s vicon.ico HTTE/L.1

M Wireshark - Follow TCP Stream (tcp.stream eq 149) - Kompas = O X

GET /thumb/data/photo/2816/@9/19/1554498Jeep-Barut. jpg?x=1568v=158 HTTP/1.1 &
Host: assets.kompas.com

Connection: keep-alive

Accept: image/webp,image/*,*/*;q=0.8

User-Agent: Mozilla/5.8 (Windows NT 10.8; WOWe4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/49.8.2623.87 Safari/537.36
Referer: http://www.kompas.com/

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-Us,en;q=8.8

Cookie: _ gads=ID=68cfdd4ealllf4a9:T=1468285671:5=ALNI_MaNy3qFNBVE@--EjY8-8425Iila6g;
_em_vt=26Tc@94d3148b7bavdefals5182456e53c9d966685-29479401578587625; _ asc=4e2483e815741ced79e8832c1d7;

_ auc=d16915ec153fb@1855d838h7428; crig rta=; _dc_gtm UA-39495442-1=1; _dc_gtm LIA-3374285-20=1;
_ga=GA1.2.1761584923.1474277983; _dc_gtm UA-39495442-3=1;

laravel session=eylpdiI6IjFvdHBw(@]2XC9zT1NkeFhDTGk25DERPTAILCI2Yx1ZSI6I1ZSMIVNOTRIMUVpMBdhVkS5SWFES203dXFmRmZHaXFmdmzZ kidHM
®xbJLZTmxnTTIPATYxV2xkNUdZNLhYbWWFOFE@Q2pha3VsaGlsVixuMkQrZ jVZYWI3PT@ILCItYWMI01I2MT ISMDE2MDCSNEXY2I@NGNJMDASNDE2Y TNLY 2Y ZMG
Y40DN1iZmF IMTQBMT I jMGMwWOWI IMDYwWYTALOWE@ZWW1In@%3D;
f223408cf2cbb69ff9adT83a2177c57188341d247=eyIpdiI6TkVXWStSall4cn12c0B3aF LiN2t2cVEIPSISInZhbHV1I joiSnhKcTRMaz lUbnREWEWrcUNkek
JxakFyMFhiT@56d1J4ZjNZINCtLaXd3aFptdzhPUBREU3N1bGNFbDBMZDVoOE tviMWawY INSdCtoalF hMmZ FViwwSnpUd2RI cUVrVFh6ea jduZ21jeHFgMVFyWEY0
FZPeE1lzWX1WRINmMY11XUBE@Y2g4Y j LxGIMTGNLML1SVTUWCXNSdDEKWHpxdDd1M@51leVgz cFQxWnpuMCtThULGVEVrZ8VYTCtZaHBE2aDdBREJDWNNNK1YzZzaEL]D
RGET /thumb/data/photo/2016/89/19/155449@]eep-Barut. jpg?x=156&v=158 HTTP/1.1

Host: assets.kompas.com

Connection: keep-alive

Accept: image/webp,image/*,*/*;q=06.8

User-Agent: Mozilla/5.@ (Windows NT 108.@; WOWe4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/49.8.2623.87 Safari/537.36
Referer: http://www.kompas.com/

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-US,en;q=08.8

Cookie: _ gads=ID=68cfdd4ealllf4ad:T=1466285871:5=ALNI_MaNy3qFNBVEE®--EjYe-8425Iila6g;
_em_vwt=26Tc894d3148b7bavdefal85182456e53c9d966685-2947940157881625; _ asc=4e2483e815741ced79e8632c1d7;

_ auc=d16915ec153fb@1855d838b7428; crig rta=; _dc_gtm UA-39495442-1=1; dc_gtm LIA-3374285-28=1;
_ga=GA1.2.1761584923.1474277983; _dc_gtm UA-309495442-3=1;

laravel session=eylpdiI6IjFvdHBw(@I2XC9zT1NkeFhDTGk2SDBRPTOILCI2YIx1ZSI6117SMIVNOTRZMUVpMBdhVKS5SWFES203dXFmRmZHaXFmdmZ kidHM
*xbJLZTmxnTTIPATYxV2xkNUdZNLhYbWWFOFEBQ2pha3VsaGlsVUxuMkQrZVZYWI3PTOILCItYWMIOII2MT I3MDE2MDC SN EXY 2IBNGNJMDAINDZ2Y TNIY 2Y zMG
Y40DNiZmF IMTQBMT I jMGMwOW] IMDYwYTALOWEGZWV1IneX3D;
f22348cf2cbb69ff9adf83a2177c57188341d247=eyIpdiI6TkVXWStSall4cn12cDB3aF1iN2t2cVEIPSIsInZhbHV1I joiSnhKcTRMaz lUbnREWEWr cUNkek
JxakFyMFhiT@56d114ZjNZNCtLaXd3aFptdzhPUBREU3N1ibGNFbDBMZDVoOE tviMawyY INSdCtoaWF hMmZ FVidwwSnpUd2RI cUVrVFh6a jduZ21jeHFgMVFylWtY0
FZPeElzWX1WRINmY 11XUBE@Y2g4Y j IxaIMTANLMLISVTUWCXNSdDE KWHpxdDd1M@51leVgz cFQxWnpuMCEtThbULGVEVrZ8VYTCtZaHB2aDdBREJDWNNNK1YzZzaEL]D
RGIXRUxwYJZJZzBNVnpXMndxc17ubWIRdGs8T FhZYVdDQjc3XCINZLh5SRzdPYULBQUAXME 1Gal cxkiVQahidh HdVww YkVXbVhgcVievc 1hzQ1hQT11tb1 Ry SkNUNGN
15mo4WF p4R21XbenNnMDQ1bn1zd@9IVidxnOVRrMDCSRGPFd2d@V2 IwT zBE c zVxVmZ FQmp3Qmt TMWNriWVZKa T ZBRExvdULNbEITSHF L Tm@xSXBQYUY@YXRWalIQR2
Sx0XV4eTIsK@xMeTNINFNLYTLcLBFUTUtGakV1ZmRPejR1bHF SemINY ldqWEY3Z@p sU2912G84 ZmNFRKNSODFqY TgzVT dgSCsxZE4zNzAWUMIVTESXUUNLRIRZT
UhTWnBYS1B6W318czkwPSIsImlhYyI6I jUwZWNhNmE3NmMz ZDEBhNDEXZGR1IZDUZMMU3MIdY2IKNTESY ZMZ YWU3NMELZW] JZGM2MFh INZQ4MzAXY 2Q4NmY1TQ

| X30E30

31 cliene phas), 134 server phas), 29 (sl

Entire conversation {250 kB) - Show and save data as | ASCIT - Stream
Find: | [ Findmext |
Filter Qut This Stream Print Save as... Back Close Help

Dua gambar diatas memperlihatkan GET pada salah satu protokol dalam jaringan

tersebut, disana tergambar ada beberapa diantaranya yang menuliskan full request url dengan



menyebutkan website yang saya buka. Sebuah permintaan GET mengambil data dari web

server dengan menentukan parameter di bagian URL dari permintaan

Gambar selanjutnya merupakan capture dari POST pada salah satu IP yang tercapture

pada wireshark yamg menunjukkan web yang saya tuju :

M Wireshark . Follow HTTP Stream (tep.stream eq 271) . Kompas - X
POST /vevent?e=wqT_3QKyB_B- 5 gMAAMMAL gAFAQIBSPE- )
BRCsnvyc_SVU7FWYSCEFzbG_JKtUTAEQLOLeMCLIZEIUI TPxkAAACECD: qnqKallUPylrrysighDPzC294B0MSDOKEOSATOWYWaGF JKrBOgAGT BBXL \QEGBEKYAaWC g LgBASABBCgBANAB
CdgBADABAPABAIOCKQF1ZignYScs IDMSMzYyMywgMTQINDI 3Nzk@OCk 7ARws ¢ ic sIDUWNZU4MzM3Rh4ALGMN LCAXMz kaNZA3MKYeAChNn JywgMz L2MDkxNEY P NzE2HADwFZIChQIhUVRGU: HRULHRm10Z11BQ@RLckI4derq
ZBFRQUIIcUELUXRVX2VBVmdBWUPFRWFBQNdBSGABZOFFRIL| 17! 1lc yenlzi d CND13289s51E4e19aQVFBQUEBAGBQQVBBQUAYMXhiMUFYe1VqailBQWADSUFYN3FFIdidD
Z2VLQUE1QUNBWEEENGADaXB5a3VneldBZaNvCQQMR zF BZwF JBEMSCQjARFFBZ@RZQWAE Z@F 2VjM2QUt172750UImZBNBSUF EQUPBREFBLI 6aAiUheXdnelp3aTI TARXS cXdmSUFBbwlo8EB3L tgC1QTgA0X2H00C ImhBdHAG LyIvdGIth3RpZi5rb21In
YXMuY29tL3Byb2R1a21vdGoyBgIQCgZBRFZTSUQSBinSMPICEQoGQLBHX@LEEgCttE jyAhEKBUNQARMICDEZ ¥BgIPCEVITWE YpvkDyAhgKDONVULRPTVONTORF TAECKAUXNTMEOTICKA0aMhsADEXBU1QB IVCRSUZIRUQSC JEONZAGMIQaNzZIA

AwC TAWGQAWC Y AXSEAWGAWDAAGWC Y AMAZAOb Sy _gAWDOAWDAAWOABACSBAKVb3IB1bnJBYJKYBAC BAGXMTQUMTI1L QAL ISqASRXGyBAC TABAAGAAZADAAUAQAWAQAY AQABEOMMT AUMTQUNZMUMTK 52 gQCCAHGBADWBMGFmhg . 85=1eede14d2375d
dae5469d987aaRedde297bd2859&refer rer=ht tpE3A%2F%2Fotomotif. kompas. com
& 2bw=300&bh=2508sf=1451d=103401910584715816418sw=13668sh=768&pw=1349&ph=25928ww=13668wh=7058F t=28sv=51tv=views-1&ua=chrome&pl-win&x=10340191@58471581641

%2Fprodukmotor&type=pyap: P
2V, ,webkit_chrome,,,, HTTP/1.1
Host: sinl-ib.adnxs.com
Connection: keep-alive
Content-Length: @

Cache-Control: max-age=8

Origin: http://otomotif.kompas.com
User-Agent: Mozilla/5. (Windows NT 16.6; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/49.8.2623.87 Safari/537.36
Content-Type: text/plain;charset=UTF-8

Accept: */*

Referer: http://otomotif.kompas.com/produkmator

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=6.8

Cookie: icu=ChII1bBbEACYASABKAEwWI-T-vgUKEg]jiS4QChgBIAEGATCNSPE-BRCNSPE-BRB; anj=dTM7k!M4/KSbyCo? (rilk/_plBi#=!.: ~OVHAIH: +hG ' mrKAKXOIMXz1 wahw=vkD

$C AB1$Y*Feru(a' :vGALZO. V(@]RHK. " riY>iz(<p/ " he JNdFjp0! Adx7dohDasxEE_UF]8S (3ndACMATH2Q"6cowrF | RVs7@Xe0XFk7]  Y<BsQng™ M*8kgUdsy e(DqgqSghGRAWGS>0*R"-U(/1iHTktY4IL" zh7=xpsriZu/6)a¥=7Glg</
%A7Lp_o" X$( /mLMp>kZKwFw/ 2gnR. 248> ON=264PchgV2e=AC> : -Uy 1XBhLF /383 *y3<N:v)RoWv_cH"'_udRIKW-rUaH4*LFE[I0e6Y> ! a¥3k<db@w:4ntTSAE1p! tithkp-Gnkr> '+ <Hp7ABE(35UYU’ PO+LiIC=WUG=Q

$]u"w’ (k663ZeqYF@kiM=1T1Z/cpHx. e640151$va+718_2GAGKLYF . q. CsNk#4BcPuIMKk@" IMESNBLEB>QdiBM2]_=h? .wMzfub=57b0% —tsmVaCBuG ) ="uBBL>HX (Rt-CF1+4sT!_A9S7' KEHeASTp3jY3XRT:8L-7InGeE/

jpHeEMKP]49" BMBUSY/045>1u" H(vQ]7d6i3-#" 0a3@3p2W@Q! Ve ImQ+' kAe6qI<@2u+Sm/ -ws_/ iH"R#R (vi@u2h>ZvL2Wxohl+Hvc04: 6RAFE31<mcy]” epgl+eh=g" |die@Fw/ - pDXGCT-CMKX=3*/"[ 2* [ -as#S@kc<EUC2.9:6_e/u NT#%dO
%52k SKee . 5_661u2Fbuwd : TxuD5n )XuhS-=#P=708IDCOBervd [X]nGOUFX>cSPHy ' ZMjgqzriin55 : r7_RKS25u)DY-+6Z1u6E . §/ ' 79R2” txS@)NBTES0w20Nw. B16%hFa*Q3Fh+2] kA [UOn$@Ih7FDs >kem:Zh :+p” U)WlsHSvaj :Suq!
ehGT10e7:1 ]#Y1xIAVEs* ) kQgS-e "NBvd: cse™3K/kKupB(RdStNbvOqWbXVh; sess=1; uuid2=68778997@1719623529

HTTP/1.1 268 OK
Server: nginx/1.9.13

Date: Mon, 19 Sep 2016 09:39:45 GMT

Content-Type: text/html; charset=utf-8

Content-Length: @

Connection: keep-alive

Cache-Control: no-store, no-cache, private

Pragma: no-cache

Expires: Sat, 15 Nov 2008 16:00:00 GMT

P3P: policyref="http://cdn.adnxs.com/w3c/policy/p3p.xml”, CP="NOI DSP COR ADM PSAc PSDo OURc SAMo UNRo OTRo BUS COM NAV DEM STA PRE™
X-XSS-Protection: @

Access-Control-Allow-Credentials: true v
1 cllent phefs) 1 sarver plafs) 1 emyz)
Entire conversation (3779 bytes) & show and save data as | ASCII i
Find: | | [ Findnext |
Filter Out This Stream Frint Saveas Back Clase Help

Seperti yang telihat dalam gambar diatas yang menggambarkan isi POST dari IP yang
masih berhubungan dengan web dengan protokol http. Sebuah permintaan HTTP POST

memanfaatkan badan pesan untuk mengirim data ke server web.

Setelah beberapa gambar diatas yang menjelaskan sedikit proses dari capturing pada
wireshark dan beberapa juga penjelasan tentang post dan get yang terdapat dalam capturing,
selanjutnya ada proses capturing jaringan menggunakan cmd dan menggunakan command
netstat —a yang bersamaan dengan capturing menggunakan wireshark. Berikut merupajan

capture gambar hasil menggunakan cmd :



lindows [Version 18.8.18586]
) 2015 Microsoft Corporation. All rights reserved.

:\Users\toshiba>netstat -a
Active Connections

Proto
TCP
TCP
TCP
TCP

Lo
2]
e
e
e
TCP 8.
2]
2]
8
e
e

Foreign Address
TOSHIBA-PC:@
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC: LISTENING
TOSHIBA-PC: LISTENING
111.221.29. : ESTABLISHED
138.201.31. 3 ESTABLISHED
138.201.31. 3 ESTABLISHED
138.201.31. 3 ESTABLISHED
138.201.31. ESTABLISHED
192.168.1.255: 1088 ESTABLISHED
192.168.1.255:1688 ESTABLISHED
192.168.1.255:1688 ESTABLISHED
TCP 111.221.29.254:https
TCP 184.51.97.92:
TCP . 43, 3 74.125.68. 94
TCP . 43, 114.125. 5
TCP . W43, 114.125.
TCP . W43, 3 202.146.
TCP . A3, 282.146.
TCP . 43, 3 282.146.
TCP
TCP . W43, 3 180.258.
TCP . W43, 3 180.258. . :
TCP . W43 E 186.256.127.114:http
TCP . 43, 3 114.125.33.16:ht
TCP . 43, 186.256.127.114:
TCP . W43, 180.258.
TCP . W43, 3 180.258.
TCP . W43, 186.258.
TCP . 43, 114,125,
TCP . 43, 114.125.
TCP . L43. 282.146.
TCP . W43, 180.256.127.114:http
TCP . W43, 118.68.95.130:
TCP . A3, 118.68.95.129:
TCP . 43, 68.232.45.
TCP . 43, 3 68.232.45.
TCP . W43, 202.146.4.
TCP . W43, 6 202.146.4
TCP . A3, 282.146.4
TCP . 43, 3 282.146.4
TCP . 43, 3 282.146.4.
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4

TCP
TCP
TCP
TCP
TCP .
TCP .
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
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TCP . A3, E 282.146.

TCP . .43.12:5345 282.146.

TCP . W43, 54.230.16.

TCP . W43, 553 54.239.16. M

TCP . W43, 180.256.127.114:http ESTABLI SHED
TCP . A 186.256.127.114: h__p ESTAELISHED
TCP . W43, 186.258. . H ESTABLISHED
TCP . W43, 282.146. d

TCP . W43, 55 282.146. http d

TCP . W43, 54.192. 1:9 112:https ES ABLI SHED
TCP . L43.12: 114.125.1.145:https ESTAELISHED
TCP . W43, 35 114.125.33.31:htt TIME IT
TCP . W43, 282.146.4.64: ESTAELI SHED
TCP . W43, 3573 282.146.4.64:htt ESTAELISHED
TCP . W43, 35 .146.4.64:htt ESTABLISHED
TCP . .43.12:53575 .146.4. H ESTABLISHED
TCP . W43, 3576 .146.4.64:htt ESTABLISHED
TCP . W43, 5 .146. H p TIME_WAIT
TCP . W43, 35 .258. ESTAELISHED
TCP . W43, 35 .258. . : ESTAELISHED
TP e

TCP . W43, 54.236.159.1e@:

TCP . W43, 54.238.159.18@

TCP . W43, 3586 117.

TCP . W43, 35 117.121.249.2

TCP . .43, 35 117.121.249.253:

TCP . W43, 184.93.117.

TCP . W43, 5 184.93.117.

TCP . W43, 35 54.238.159. ES !—.BL SHED
TCP . W43, 5 54.236.159. H ESTABLI SHED
TCP . W43, 3593 54.236.159.

TCP . W43, 595 74.125.136.




192.168.
192.168.
102.168.43. .2: IME_|
192.168.43. 6 : TIME_|
192.168.43.12:53603 54.182.216.12 http ESTABLISHED
192.168.43.12: 74.125.200.155 :http ESTABLTSHED
192.168.43. 606 3.243.221. TIME_|
192.168.43. 31.13.78.35: ESTABLISHED
192.168.43. 6 .256.127.114:http  ESTABLISHED
102.168.43.12: .61.113.71:http ESTABLISHED
192.168.43.12: .244.42.8:https ESTABLISHED
192.168.43.12:53623 .08.05.74: ESTABLISHED
102.168.43. .08.05.74: ESTABLISHED
192.168.43. 625 .101.9. t ESTABLISHED
192.168. :

192.168.

192.168. .220. 2
192.168.43. .258. ESTABLISHED
192.168.43. 63 . ESTABLISHED
102.168.43.12:5363 s4.77.147.27: h::ps ESTABLISHED
192.168.43.12: -17.24.234:https ESTABLISHED
192.168.43.12: .68.201. ESTABLISHED
192.168.43. .248.98. ESTABLTSHED
192.168. 5 ESTABLISHED
192.168. ESTABLISHED
192.168.
192.168.
192.168.
192.168.
102.168.
192.168.
192.168.
192.168.43.
192.168.43.
192.168.43.

.243,221.87: 5
.256.127.114:htt ESTABELISHED
.2568.127.114:http ESTAELISHED
.250.127.114:http ESTAELISHED
.250.127.114: hh_p
.250.127.114: ESTAELI SHED
.98.9:.129.h‘ ESTAELISHED
.98.95.129:http ESTAELISHED
TOSHIBA-PC:@ IST I\
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
TOSHIBA-PC:
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192 108.

182d:b152:887F:
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[fe86::182d:b152:887f:

C:\Users\toshiba>

Gambar diatas merupakan hasil dari capturing jaringan melalui cmd dengan command




netstat —a yang prosesnya bersamaan dengan capturing menggunakan wireshark. Pada
gambar diatas terdapat beberapa protokol yang berbeda, ada TCP dan ada juga UDP.
Transmission Control Protocol (TCP) adalah salah satu jenis protokol yang memungkinkan
kumpulan komputer untuk berkomunikasi dan bertukar data didalam suatu network
(jaringan). TCP merupakan suatu protokol yang berada di lapisan transpor (baik itu dalam
tujuh lapis model referensi OSI atau model DARPA) yang berorientasi sambungan
(connection-oriented) dan dapat diandalkan (reliable). Lalu ada UDP, UDP singkatan dari
User Datagram Protocol, adalah salah satu protokol lapisan transpor TCP/IP yang
mendukung komunikasi yang tidak andal (unreliable), tanpa koneksi (connectionless) antara

host-host dalam jaringan yang menggunakan TCP/IP.
Port IP :

Dari beberapa IP yang saya cek disitu menjelaskan bahwa Destination Port terdapat

pada port 80, seperti yang di gambarkan oleh capture dibawah ini :

Ethernet II, Src: LiteonTe_88:dc:a9 (24:fd:52:88:dc:al), Dst: AsustekC 34:d3:db (14:dd:a9:34:d8:db)
Internet Protocol Version 4, Src: 192.168.43.12, Dst: 188.258.127.114
v Transmission Control Protocol, Src Port: 53645, Dst Port: 88, Seq: 27933, Ack: 119562, Len: 469
Source Port: 53645
Destination Port: 88
[Stream index: 149]
[TCP Segment Len: 469]
Sequence number: 27933 (relative sequence number)
[Next sequence number: 25482 (relative sequence number)]
Acknowledgment number: 119562 (relative ack number)
Header Length: 28 bytes

Dari gambar diatas saya menggunakan IP yang saya ambil untuk melihat get
sebelumnya, disana di tuliskan Source Port : 53645 dan Destination Port : 80. Setelah saya
melihat beberapa IP dengan protokol http Get lain juga menerangkan bahwa destination port

juga dituliskan 80.



