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1. Nmap 7.70 

a. Advandigitalcom 
$ nmap -sS www.advandigital.com 

Address : 103.3.61.107 

Port Protocol State Service 

21 tcp Open ftp 

25 tcp Open Smtp 

26 tcp Open Rsftp 

53 tcp Open Domain 

80 tcp Open http 

110 tcp Open Pop3 

143 tcp Open Imap 

443 tcp Open https 

465 tcp Open Smtps 

587 tcp Open Submission 

993 tcp Open Imaps 

995 tcp Open Pop3s 

1723 tcp Open Pptp 

3000 tcp Open Ppp 

3306 tcp Open mysql 

 

$ nmap -sU www.advandigital.com 

Port Protocol State  Service 

20 Udp Closed ftp-data 

21 Udp closed ftp 

 

$ nmap -sV www.advandigital.com 

Port Protocol State Service Version 

21 tcp Open ftp  

25 tcp Open Smtp  

26 tcp Open Rsftp Exim smtpd 

4.91 

53 tcp Open Domain PowerDNS 

Authoritative 

Server 4.1.5 

80 tcp Open http Apache httpd 

110 tcp Open Pop3 Dovecot 

pop3d 

143 tcp Open Imap Dovecot 

imapd 
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http://www.advandigital.com/
http://www.advandigital.com/


443 tcp Open https Apache httpd 

(SSL-only 

mode) 

465 tcp Open Smtps Exim smtpd 

4.91 

587 tcp Open smtp Exim smtpd 

4.91 

993 tcp Open Imaps Dovecot 

imapd 

995 tcp Open Pop3s Dovecot 

pop3d 

1723 tcp Open Pptp  

3000 tcp Open Ppp WEBrick 

httpd 1.3.1 

(Ruby 2.3.1 

(2016-04-

26)) 

3306 tcp Open mysql MySQL 

5.7.25 

 

$ nmap -A www.advandigital.com 

OS scan result : 

Device type: general purpose|WAP 

Running (JUST GUESSING): OpenBSD 4.X (88%), FreeBSD 6.X (88%), Apple 

embedded (86%) 

OS CPE: cpe:/o:openbsd:openbsd:4.0 cpe:/o:freebsd:freebsd:6.2 

cpe:/h:apple:airport_extreme 

Aggressive OS guesses: OpenBSD 4.0 (88%), FreeBSD 6.2-RELEASE (88%), 

OpenBSD 4.3 (88%), Apple AirPort Extreme WAP (86%) 

No exact OS matches for host (test conditions non-ideal). 

Topology 
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b. Sumselprov.go.id 
$ nmap -sS www.sumselprov.go.id 

- 

$ nmap -sU www.sumselprov.go.id 

Port Protocol State Service 

21 tcp Open ftp 

22 tcp Open Ssh 

25 tcp Open Smtp 

80 tcp Open http 

587 tcp Open Submission 

1723 tcp Open Pptp 

53 udp Open Domain 

135 udp Open Msrpc 

136 udp Open Profile 

137 udp Open Netbios-ns 

138 udp Open Netbios-dgm 

139 udp Open Netbios-ssn 

389 udp Open Ldap 

445 udp Open Microsoft-ds 

520 udp Open Route 

4444 udp Open Krb524 

 



$ nmap -sV www.sumselprov.go.id 

- 

$ nmap -A www.sumselprov.go.id 

- 

c. Spacejam.com 
$ nmap -sS spacejam.com 

Address : 54.192.151.113 

Other addresses : 54.192.151.43, 54.192.151.82, 54.192.151.87 

Port Protocol State Service 

21 tcp Open ftp 

25 tcp Open Smtp 

80 tcp Open http 

443 tcp Open https 

587 tcp Open Submission 

1723 tcp Open pptp 

 

$ nmap -sU www.spacejam.com 

Port Protocol State Service 

33459 udp Closed unknown 

 

$ nmap -sV www.spacejam.com 

Port Protocol State Service Version 

21 tcp Open tcprwrapped  

25 tcp Open Smtp  

80 tcp Open http Amazon 

CloudFont 

httpd 

443 tcp Open https Amazon 

CloudFont 

httpd 

587 tcp Open tcprwrapped  

1723 tcp Open tcprwrapped  

 

$ nmap -A www.spacejam.com 

OS scan result : 

Device type: general purpose 

http://www.spacejam.com/
http://www.spacejam.com/
http://www.spacejam.com/


Running (JUST GUESSING): OpenBSD 4.X (86%) 

OS CPE: cpe:/o:openbsd:openbsd:4.0 

Aggressive OS guesses: OpenBSD 4.0 (86%) 

No exact OS matches for host (test conditions non-ideal). 

Network Distance: 4 hops 
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