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1. Nmap

Nmap menggunakan paket IP raw dalam cara yang canggih untuk menentukan host mana saja yang
tersedia pada jaringan, layanan (nama aplikasi dan versi) apa yang diberikan, system operasi (dan
versinya) apa yang digunakan, apa jenis firewall/filter paket yang digunakan, dan sejumlah

karakteristik lainnya.

“ Zenmap

Scan Tools Profile Help
Target: | www.kiky.com ~ | Profile:

Command: | nmap -sV www.kiky.com

Services Nmap Output Ports/ Hosts Topology Host Details Scans
05 4 Host ~  |nmap -sV wwwkiky.com

W kiky.com (66.39.158.92) Starting Mmap 7.78 ( https://nmap.crg ) at 2019-82-12 18:08 SE Asia Standard Time
Nmap scan repert for www.kiky.com (66.39.158.92)

W 202158.15.77 Host is up (B.26s latency).
rONS record for 66.39.158.92: kiky.com
Not shown: 988 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp ProFTPD

22/tep filtered ssh

23/tep filtered telnet

53/tcp open domain ISC BIND 9.8.4-rpz2+rl985.12-P1

open http Apache httpd 2.4.38
filtered rpcbind

filtered P

filtered microsoft-ds

open tcpwrapped

filtered mdbs_daemon

filtered ms-sql-s

tcpwrapped

Service detection performed. Please repert any incerrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 74.7@ seconds
[



& Zenmap

Scan Tools Profile Help
Target | www.kiky.com ~ | Profile:

Command: | nmap -sU www.kiky.com

Services MNmap Qutput Ports / Hosts Topology Host Details Scans

0S 4 Host - nmap -sU www.kiky.com

B kiky.com (66.39.158.92) Starting Nmap 7.7@ ( https://nmap.crg ) at 2019-02-12 10:12 SE Asia Standard Time
Nmap scan report for www.kiky.com (66.39.158.92)

W 202.158.15.77 Host is up (@.265 latency).

rDNS record for 66.39.158.92: kiky.com

Not shown: 998 closed ports

PORT STATE SERVICE
23/udp  open|filtered telnet
53/udp open domain

2@/udp  open|filtered http
111/udp open|filtered rpcbind
128/udp open|filtered cfdptkt
161/udp open|filtered snmp
445/udp open|filtered microsoft-ds
523/udp open|filtered asf-rmcp
8e8/udp open|filtered mdbs_daemon
1433/udp open|filtered ms-sql-s

Nmap done: 1 IP address (1 host up) scanned in 81.4@ seconds

2. Open Visual Trace Route 1.7.1
Aplikasi Trace Route ini adalah untuk untuk menunjukkan rute yang dilewati sebuah paket
untuk mencapai tujuannya dengan mengirimkan pesan Internet Control Message Protocol
(ICMP) Echo Request ke tujuan berdasarkan alamat IP tujuan dengan nilai Time to Live yang
semakin meningkat, Rute yang ditampilkan adalah daftar interface router (yang paling dekat

dengan host) yang terdapat pada jalur antara host dan tujuan.

& Open Visual Trace Route 1.7.1 - o x

[ raceronte | [ Ewnos | [(0z0m0 | [ w0 |[ 1 |[ &) |[ 3¢ |[ G ttp fwww.kiky.com/ [ & rimeout B © (@]

|# | | Country Town | Lat | Lon |IP | Hostname i D DR
1 ™ Indonesia Selatan -7.0546 1134867 103.241.51.. 6~ 0 @[a
2 ™ Indonesia Selatan -7.0546 113.4867 10.100.2.1 12 ~ 0 @
3 ™ Indonesia Selatan -7.0546 113.4867 10.100.1.1 2 0 @
4 ™ indonesia Selatan -7.0546 113.4867 10.100.5.1 (A 0 @
§ ™ Indonesia Selatan -7.0546 1134867 103.241.51 ip-103-241-5-113.u, < 0 @
6 ™ Indonesia Selatan -7.0546 113.4867 103.241.51.. noc-idlLunsri.ac.id 2 0 Q@
7 ™ Indonesia (Unknown)  -6.9039 107.6186 103.23.183. 1% = 648 @
8 @ (Unknown) (Unknown) 47.0 80 62.11551.1.. snge-bi-linktelianet 14 ~  11. @
9 @ (Unknown)  (Unknown)  47.0 8.0 62115134 las-b21-linktelianet 2. ~ 0 @
10 @ (Unknown)  (Unknown)  47.0 8.0 62115137 ash-bb4-linktelia.net 2. ~ 0 @
11 @ (Unknown)  (Unknown) 47.0 8.0 62.115.136... nyk-bbd-linktelianet 3. ~ 0 @
12 @ (Unknown)  (Unknown)  47.0 8.0 62115137 chi-b21-linktelia.net 2. ~ 0 @
13 @ (Unknown)  (Unknown) 47.0 8.0 621151246 pitth2-linktelianet 3. ~ 0 @
14 @ (Unknown)  (Unknown) 47.0 8.0 62.115.135... pittbi-linktelianet 3. ~ 0 @
|15 @ (Unknown)  (Unknown)  47.0 8.0 62.115.61.2.. capcon-ic-331908-p.. 2.. ~ 0 @
16 & ¥ 470 8.0 ¥ > 0 <« 0 vy
17 EE United Stat.. Pittsburgh 404223 -79.9791 66.39.158.92 kiky.com J.. =~ 67. @{!
s
+. NORTH AMERICA 4 I
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& Open Visual Trace Route 1.7.1

‘ &) Traceroute ‘ S sniffer | [+ | Whois “ 2D/3D | 7] u ® 1 & i www.kiky.com ( T

A NORTH AMERICA

EE= \who is IP: 66.39.158.92 Hostname: kiky.com

NetRange: 66.39.0.0 - 66.39.159.255

CIDR 66.39.0.0/17, 66.39.128.0119
NetName: PAIRNET-BLK-4

NetHandle:  NET-66-39-0-0-1

Parent: NET66 (NET-66-0-0-0-0)

NetType:  DirectAllocation

OriginAS:

Organization: pair Networks (PAIR)

RegDate: 2000-10-26

Updated: 2017-12-08

Comment:  ADDRESSES WITHIN THIS BLOCK ARE NON-PORTABLE
Ref: hitps:/irdap.arin.net/registry/ip/66.39.0.0

OrgName: pair Networks

orgld PAIR

Address: 2403 Sidney St

Address: Suite 210

City: Pittsburgh

StateProv.  PA

PostalCode: 15203

Country:  US

RegDate: 1997-01-30

Updated: 2018-01-02

Comment:  Please submit abuse reports to abuse@pair.com
Ref. https:/irdap.arin.netregistry/entity/PAIR

0OrgTechHandle: KM383-ARIN

OrgTechName: Martin, Kevin J

OrgTechPhone: +1-412-381-9997

OrgTechEmail: sigma@smx pair.com

OrgTechRef.  hitps:firdap.arin.netregistry/entity/kM383-ARIN

OrgAbuseHandle: ABUSE848-ARIN
OrgAbuseName: Abuse Handling
OrgAbusePhone: +1-412-381-9997

:( ........ Crnnil: ahiienAnaic ~n o
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Whois done.

Hasil dari Who Is IP ini adalah untuk mengetahui informasi lebih lanjut mengenai IP atau

HOSTNAME yang sedang di trace di aplikasi Open Visual Trace Route.

3. Nikto (Scanning Web in Ubuntu Terminal)

Nikto adalah alat scanning aplikasi web yang mencari kesalahan konfigurasi, direktori web

diakses secara terbuka dan sejumlah kerentanan aplikasi web. Disini saya mencetak hasil scan

website dari terminal linux ke format HTML dapat dilihat dibawah ini.

kiky.com / 66.39.158.92 port 80

Target IP
Target hostname
Target Port
HTTP Server
Site Link (Name)
Site Link (IP)
URI

HTTP Method

66.39.158.92
kiky.com

80

Apache/2.4.38
http://kiky.com:80

http://66.39.158.92:80
/

GET

OSVDB Entries

Description Cookie PHPSESSID created without the httponly flag
Test Links http://kiky.com:80/
http://66.39.158.92:80/
OSVDB Entries OSVDB-0
URI /
HTTP Method GET
Description The anti-clickjacking X-Frame-Options header is not present.
Test Links http://kiky.com:80/

http://66.39.158.92:80/
OSVDB-0

URI

[/robots.txt



http://kiky.com/
http://66.39.158.92/
http://kiky.com/
http://66.39.158.92/
http://osvdb.org/0
http://kiky.com/
http://66.39.158.92/
http://osvdb.org/0

HTTP Method
Description

Test Links

OSVDB Entries

GET

Server leaks inodes via ETags, header found with file /robots.txt, fields:
0x167 0x5146705614100

http://kiky.com:80/robots.txt
http://66.39.158.92:80/robots.txt

OSVDB-0

URI
HTTP Method
Description

Test Links

OSVDB Entries

[[filesupload/
GET

File/dir ‘/filesupload/' in robots.txt returned a non-forbidden or redirect
HTTP code ()

http://kiky.com:80//filesupload/
http://66.39.158.92:80//filesupload/

OSVDB-0

URI
HTTP Method
Description

Test Links

OSVDB Entries

Diss/fonts/
GET

File/dir ‘Diss/fonts/" in robots.txt returned a non-forbidden or redirect
HTTP code ()

http://kiky.com:80/Diss/fonts/
http://66.39.158.92:80/Diss/fonts/

OSVDB-0

URI /Diss/images/

HTTP Method GET

Description File/dir 'Diss/images/" in robots.txt returned a non-forbidden or redirect
HTTP code ()

Test Links http://kiky.com:80/Diss/images/
http://66.39.158.92:80/Diss/images/

OSVDB Entries OSVDB-0

URI /Diss/img/

HTTP Method GET

Description File/dir 'Diss/img/' in robots.txt returned a non-forbidden or redirect HTTP
code ()

Test Links http://kiky.com:80/Diss/img/
http://66.39.158.92:80/Diss/img/

OSVDB Entries OSVDB-0

URI [Dissfinc/

HTTP Method GET

Description File/dir ‘Diss/inc/" in robots.txt returned a non-forbidden or redirect HTTP
code ()

Test Links http://kiky.com:80/Diss/inc/
http://66.39.158.92:80/Diss/inc/

OSVDB Entries OSVDB-0

URI IDissljs/

HTTP Method GET

Description File/dir ‘Diss/js/" in robots.txt returned a non-forbidden or redirect HTTP
code ()

Test Links http://kiky.com:80/Diss/js/

OSVDB Entries

http://66.39.158.92:80/Diss/js/
OSVDB-0

URI
HTTP Method
Description

Test Links

OSVDB Entries

Diss/licenses/
GET

File/dir 'Diss/licenses/' in robots.txt returned a non-forbidden or redirect
HTTP code ()

http://kiky.com:80/Diss/licenses/
http://66.39.158.92:80/Diss/licenses/

OSVDB-0



http://kiky.com/robots.txt
http://66.39.158.92/robots.txt
http://osvdb.org/0
http://kiky.com/filesupload/
http://66.39.158.92/filesupload/
http://osvdb.org/0
http://kiky.com/Diss/fonts/
http://66.39.158.92/Diss/fonts/
http://osvdb.org/0
http://kiky.com/Diss/images/
http://66.39.158.92/Diss/images/
http://osvdb.org/0
http://kiky.com/Diss/img/
http://66.39.158.92/Diss/img/
http://osvdb.org/0
http://kiky.com/Diss/inc/
http://66.39.158.92/Diss/inc/
http://osvdb.org/0
http://kiky.com/Diss/js/
http://66.39.158.92/Diss/js/
http://osvdb.org/0
http://kiky.com/Diss/licenses/
http://66.39.158.92/Diss/licenses/
http://osvdb.org/0

OSVDB Entries

URI /Diss/localexport/

HTTP Method GET

Description File/dir ‘Diss/localexport/' in robots.txt returned a non-forbidden or redirect
HTTP code ()

Test Links http://kiky.com:80/Diss/localexport/
http://66.39.158.92:80/Diss/localexport/

OSVDB Entries OSVDB-0

URI /Diss/loker/

HTTP Method GET

Description File/dir ‘Diss/loker/* in robots.txt returned a non-forbidden or redirect
HTTP code ()

Test Links http://kiky.com:80/Diss/loker/

http://66.39.158.92:80/Diss/loker/
OSVDB-0

OSVDB Entries

URI [Diss/office/

HTTP Method GET

Description File/dir 'Diss/office/' in robots.txt returned a non-forbidden or redirect
HTTP code ()

Test Links http://kiky.com:80/Diss/office/
http://66.39.158.92:80/Diss/office/

OSVDB Entries OSVDB-0

URI [Iproduk/

HTTP Method GET

Description File/dir /produk/* in robots.txt returned a non-forbidden or redirect HTTP
code ()

Test Links http://kiky.com:80//produk/

http://66.39.158.92:80//produk/
OSVDB-0

URI
HTTP Method
Description

Test Links

OSVDB Entries

[Diss/user_data/
GET

File/dir 'Diss/user_data/" in robots.txt returned a non-forbidden or redirect
HTTP code ()

http://kiky.com:80/Diss/user_data/
http://66.39.158.92:80/Diss/user_data/

OSVDB-0

OSVDB Entries

Start Time
End Time
Elapsed Time
Statistics

Host Summary

URI /Diss/member/

HTTP Method GET

Description File/dir 'Diss/member/" in robots.txt returned a non-forbidden or redirect
HTTP code ()

Test Links http://kiky.com:80/Diss/member/
http://66.39.158.92:80/Diss/member/

OSVDB Entries OSVDB-0

URI [robots.txt

HTTP Method GET

Description "robots.txt" contains 16 entries which should be manually viewed.

Test Links http://kiky.com:80/robots.txt

http://66.39.158.92:80/robots.txt
OSVDB-0

1970-01-01 07:00:00
2019-02-14 20:34:47
1550151287 seconds
6545 items checked, errors, findings



http://kiky.com/Diss/localexport/
http://66.39.158.92/Diss/localexport/
http://osvdb.org/0
http://kiky.com/Diss/loker/
http://66.39.158.92/Diss/loker/
http://osvdb.org/0
http://kiky.com/Diss/office/
http://66.39.158.92/Diss/office/
http://osvdb.org/0
http://kiky.com/produk/
http://66.39.158.92/produk/
http://osvdb.org/0
http://kiky.com/Diss/user_data/
http://66.39.158.92/Diss/user_data/
http://osvdb.org/0
http://kiky.com/Diss/member/
http://66.39.158.92/Diss/member/
http://osvdb.org/0
http://kiky.com/robots.txt
http://66.39.158.92/robots.txt
http://osvdb.org/0

Software Details
CLI Options
Hosts Tested
Start Time

End Time
Elapsed Time

Nikto 2.1.5

-Display V -o nikto_scan_result_kiky.html -Format html -h 66.39.158.92
0

Thu Feb 14 18:33:13 2019

Thu Jan 1 07:00:00 1970

seconds
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KEMENKUMHAM SUMSEL

Website https://sumsel.kemenkumham.go.id/

Kantor Wilayah Sumatera Selatar X 4

<« C {} & https//sumsel.kemenkumham.go.id G % 6

KANTOR WILAYAH

SUMATERA SELATAN

KEMENTERIAN HUKUM DAN HAK ASAS| MANUSIA
REPUBLIK INDONESIA

B SeJamat Datang di_Kantor-wilayah.
Kementerian Hukum dan giak Asasi Manusia
. Sumatera Selataff= - --~%=

1 = =

PENGUMUMAN: Di Website Kantor Wilayah Sumatera Selatan Kementerian Hukum Dan Hak Asasi Manusia Republik Indonesia

Selamat Datang UNIT PUSAT LAYANAN PENGADUAN MASYARAKAT 2 INFO INTERNAL

Selamat datang di website Kantor <
Wilayah Sumatera Selatan
Hak Asasi

Balitbang BPSDM
Sekretarlat o G o Ditjen Inspektorat BI Hukum dan Hukum 2

Nmap menggunakan paket IP raw dalam cara yang canggih untuk menentukan host mana saja yang
tersedia pada jaringan, layanan (nama aplikasi dan versi) apa yang diberikan, system operasi (dan
versinya) apa yang digunakan, apa jenis firewall/filter paket yang digunakan, dan sejumlah karakteristik

lainnya.

Zenmap

Scan  Tools Profile Help
Target: | sumsel.kemenkumham.go.id ~ | Profile:

Command: |nmap -sV sumsel.kemenkumham.go.id

Services Nmap Output Ports / Hosts Topology Host Details Scans

05 4 Host nmap -5V sumsel.kemenkumham.go.id

®  sumsel.kemenkum Starting Nmap 7.78 ( https://nmap.crg ) at 2019-82-12 19:45 SE Asia Standard Time
Nmap scan report for sumsel.kemenkumham.go.id (163.111.28.89)
Host is up (8.824s latency).
Not shown: 996 closed ports
PORT STATE SERVICE VERSION
22/tcp filtered ssh

53/tcp open domain ISC BIND 9.8.4-rpz2+rl@e5.12-P1
80/tcp open http Apache httpd 2.4.18
443/tcp open ss1/ssl Apache httpd (S5L-only mode)

Service Info: Host: aceh.kemenkumham.go.id

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address {1 host up) scanned in 73.49 seconds


https://sumsel.kemenkumham.go.id/

Zenmap

Scan Tools Profile Help
Target: | sumsel.kemenkumham.go.id

Command: |nmap -sU sumsel.kemenkumham.go.id

Services Nmap Output Ports / Hosts Topology Host Details Scans

05 1 Host nmap -sl) sumsel.kemenkumham.ge.id

~ | Profile:

B sumselkemenkum Starting Mmap 7.78 ( https://nmap.crg ) at 2019-82-12 19:48 SE Asia Standard Time
Mmap scan report for sumsel.kemenkumham.go.id (183.111.28.89)

Host is up (@.822s latency).

Mot shown: 999 open|filtered ports
PORT STATE SERVICE

53/udp open domain

MNmap done: 1 IP address (1 host up) scanned in 57.16 seconds

2. Open Visual Trace Route 1.7.1

Aplikasi Trace Route ini adalah untuk untuk menunjukkan rute yang dilewati sebuah paket

untuk mencapai tujuannya dengan mengirimkan pesan Internet Control Message Protocol

(ICMP) Echo Request ke tujuan berdasarkan alamat IP tujuan dengan nilai Time to Live yang

semakin meningkat, Rute yang ditampilkan adalah daftar interface router (yang paling dekat

dengan host) yang terdapat pada jalur antara host dan tujuan.

& Open Visual Trace Route 1.7.1 - o X
[ &) Traceroute | | i sniter | | [ whois Mxn | (& B & ]| ¢ i ssisumsel kemenkumham.go.id/ | W | Timeout UB S &
# | | Country | Town | Lat | Lon (1P | Hostname | I Kl 800 2 o1 PV
1 ™ ndonesia  Selatan 70546 1134867 10324151 3 -~ 0 @h
2 ™ indonesia  Selatan -7.0546 1134867 10.100.2.1 2 ~ 0 @
3 ™ indonesia  Selatan -7.0546 1134867 10.100.1.1 2 ~ 0 @
4 ™ indonesia  Selatan 70546 1134867 10.1005.1 2 ~ 0 @
5 ™ indonesia  Selatan -7.0546 1134867 103.24151.. ip103-241-5-113u.. 2 ~ 0 @
6 ™ indonesia  Selatan 70546 1134867 103.24151.. noc-idlunsriacid 3 ~ 0 @
7 ™ indonesia  (Unknown) -6.9038  107.6185 10323183 13~ 648 @
8 5 Unitsd Stat. (Unknown) 37.751  -97.822 748251125 viOi1corelsinihe. 48 ~ 15. @
9 ™ singapore  Singapore 12031 1038558 27.111.229.. 38757.sgwequini.. 16 ~ 15. @
10 ™ indonesia  (Unknown) -6.9932  110.4203 119.25217.. 26475iconplnnetid 31 ~  11.. @)
11 ™ indonesia  (Unknown) -6.9932  110.4203 119262.17.. 82176iconpinnetid 21 ~ 0 @
12 ™ indonesia  (Unknown) -6.9932  110.4203 119262.17.. 85176iconpinnetid 22 ~ 0 @
13 ™ indonesia  (Unknown) -6.9932  110.4203 172231.113 23~ 0 @
14 ™ indonesia  (Unknown) -65191 1058078 103411.28.. 2 ~ 520
15 @* . -65191 1058078 * . 0 < 0
15 @~ . -6.5191 1058078 * b 0 <1 0
15 @+ . -6.5191 1058078 * . 0 <1 0 4
[x
1
-
3!
4
5.
6.
T
8.

9.
500 Km <




3. Nikto (Scanner Web in Ubuntu Terminal)

Nikto adalah alat scanning aplikasi web yang mencari kesalahan konfigurasi, direktori web
diakses secara terbuka dan sejumlah kerentanan aplikasi web. Disini saya mencetak hasil scan

website dari terminal linux ke format HTML dapat dilihat dibawah ini.

sumsel.kemenkumham.go.id / 103.111.28.89 port 443

Target IP 103.111.28.89

Target hostname sumsel.kemenkumham.go.id

Target Port 443

HTTP Server Apache/2.4.18 (Ubuntu)

Site Link (Name) http://sumsel.kemenkumham.go.id:443

Site Link (IP) http://103.111.28.89:443

URI /

HTTP Method GET

Description The anti-clickjacking X-Frame-Options header is not present.
Test Links http://sumsel.kemenkumham.go.id:443/

http://103.111.28.89:443/

OSVDB Entries OSVDB-0

Start Time 2019-02-15 00:58:58

End Time 2019-02-15 01:04:09

Elapsed Time 311 seconds

Statistics 6545 items checked, 13 errors, 1 findings
Software Details Nikto 2.1.5

-Display V -o nikto_scan_result_kemenkumham.html -Format html -h

SRS https://sumsel.kemenkumham.go.id/
Hosts Tested 1

Start Time Fri Feb 15 00:58:56 2019

End Time Fri Feb 15 01:04:09 2019

Elapsed Time 313 seconds



http://sumsel.kemenkumham.go.id:443/
http://103.111.28.89:443/
http://sumsel.kemenkumham.go.id:443/
http://103.111.28.89:443/
http://osvdb.org/0
http://cirt.net/

ETSY

Website https://www.etsy.com/

& (&2 & SR "W ttps://www.etsy.com) g
Etsy Search for items or shops m SellonEtsy  Register ]
Basket
Jewellery & Accessories Clothing & Shoes Home & Living Wedding & Party Toys & Entertainment Art & Collectibles Craft Supplies & Tools Vintage

If it's handcrafted, vintage, custom or unique, it's on Etsy.

Custom gifts for your
favourite gems.

Shop jewellery >

These finds can say

anything.

Shop jewellery and accessories >

Unique finds that ship for free >

</ Unique everything /' Independent sellers / Secure shopping
We have millions of one-of-a-kind items, so you Buy directly from someone who put their heart We use best-in-class technology to protect your
can find whatever you need (or really, really want). and soul into making something special. transactions. =

1. Nmap

Nmap menggunakan paket IP raw dalam cara yang canggih untuk menentukan host mana saja yang
tersedia pada jaringan, layanan (nama aplikasi dan versi) apa yang diberikan, system operasi (dan
versinya) apa yang digunakan, apa jenis firewall/filter paket yang digunakan, dan sejumlah karakteristik

lainnya.
© Zenmap — O b4
S5can  Tools Profile Help
Target: | www.etsy.com ~ | Profile: ~| |Scan| | Cancel

Command: | nmap -sV www.etsy.com

Services Nmap Output Ports / Hosts Topelogy Host Details  Scans

0S 4 Host nmap -sV www.etsy.com ~ Details

B woww.etsy.com (151 Starting Mmap 7.78 ( https://nmap.org ) at 2019-82-14 15:57 SE Asia
Standard Time
Mmap scan report for www.etsy.com (151.181.9.224)
Host is up (8.815s latency).
Mot shown: 997 filtered ports

PORT STATE SERVICE VERSION
53/tcp open domain ISC BIND 9.8.4-rpz2+rlees.12-P1
88/tcp open http-proxy Varnish

443/tcp open ssl/http-proxy Varnish

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

Mmap done: 1 IP address (1 host up) scanned in 63.96 seconds

]



= Zenmap - O *
Scan  Tools Profile Help
Target: | www.etsy.com ~ | Profile: ~| |Scan| Cancel

Command: | nmap -sU www.etsy.com

Services Nmap Qutput Ports / Hosts Topology Host Details  Scans

05 4 Host nmap -sU www.etsy.com w Details

W www.etsy.com (131 Starting Nmap 7.7@ { https://nmap.crg ) at 2019-82-14 16:00 SE Asia
Standard Time
MWmap scan report for www.etsy.com (151.181.9.224)
Host is up (@.814s latency).
Mot shown: 998 open|filtered ports
PORT STATE SERVICE
53/udp open domain
445 /udp closed https

Mmap done: 1 IP address (1 host up) scanned in 49.94 seconds
1

2. Open Visual Trace Route 1.7.1
Aplikasi Trace Route ini adalah untuk untuk menunjukkan rute yang dilewati sebuah paket
untuk mencapai tujuannya dengan mengirimkan pesan Internet Control Message Protocol
(ICMP) Echo Request ke tujuan berdasarkan alamat IP tujuan dengan nilai Time to Live yang
semakin meningkat, Rute yang ditampilkan adalah daftar interface router (yang paling dekat

dengan host) yang terdapat pada jalur antara host dan tujuan.

&) Open Visual Trace Route 1.7.1 - a X
[ &) Traceroute | | 8 sier [E=] whois 92030 [ [ L] ®l F 4 i www.etsy.com & | Timeout 0 B @ ©)

# | | Country | Town Lat Lon P | Hostname { BSOS o FARN o 1 NS |
1 ™ Indonesia Selatan -7.0546 113.4867 1032415114 2 = 0 @
2 ™ Indonesia Selatan -7.0546 113.4867 10.100.2.1 1 - 0 @
3 ™ Indonesia Selatan -7.0546 113.4867 10.100.1.1 1 - 0 @
4 ™ |ndonesia Selatan -7.0546 113.4867 10.100.5.1 2 3 0 @
5§ ™ Indonesia Selatan -7.0546 113.4867 103.241.5113 ip-103-241-5-113.un. 4| - 0 @
6 ™ Indonesia Selatan -7.0546 113.4867 103.241.5173 noc-idl.unsri.ac.id 1 & 0 @
7 = Indonesia (Unknown)  -6.9039 107.6186 103.23.183. 12 ~ 648 @
8 @ (Unknown) (Unknown) 470 8.0 6211551168 snge-bi-linktelianet 14 ~ 1. @
9 @ (Unknown)  (Unknown)  47.0 8.0 6211535151 fastly-ic-324131-sng... 25 ~ 0 @
10 ™ Singapore Singapore 1.2931 103.8558 151.101.9.224 13 ~ 10.. @

ik

2.

3

a

5.

6.

Vi

8.

05

Latency (ms)
I I 20788 20314k 1




& Open Visual Trace Route 1.7.1

‘ &) Traceroute ‘ 8 sniffer | | =] Whois ﬁ 2D/3D [ /] | » é i www. etsy.com @

ies.com

E= whoisIP: 173.222.154.10 173-222-154-10.deploy.static

NetRange: 173.222.0.0- 173.223.256.255
CIDR 173.222.0.015

NetName: AKAMAI

NetHandle:  NET-173-222-0-0-1

Parent: NET173 (NET-173-0-0-0-0)

NetType:  DirectAllocation

OriginAS:

Organization: Akamai Technologies, Inc. (AKAMAI)
RegDate 2009-12-23

Updated: 2012-03-02

Ref: https:/irdap.arin.net/registry/ip/173.222.0.0

OrgName: Akamai Technologies, Inc.

orgld AKAMAI

Address: 150 Broadway

City: Cambridge

StateProv.  MA

PostalCode: 02142

Country:  US

RegDate: 1998-01-21

Updated: 2018-10-05

Ref. https:/irdap.arin.netregistry/entity AKAMAI

OrgTechHandle: IPADM11-ARIN
OrgTechName: ipadmin

OrgTechPhone: +1-617-444-0017

OrgTechEmail: ip-admin@akamai.com

OrgTechRef. ~https:iirdap.arin.netiregistry/entity/IPADM11-ARIN

OrgAbuseHandle: NUS-ARIN

OrgAbuseName: NOC United States

OrgAbusePhone: +1-617-444-2535

OrgAbuseEmail: abuse@akamai.com

OrgAbuseRef.  hitps:iirdap.arin.netregistry/entity/NUS-ARIN

AgTarhbiAndlo: & 1800 ADIN
<

I»

Whois done.

Hasil dari Who Is IP ini adalah untuk mengetahui informasi lebih lanjut mengenai IP atau
HOSTNAME yang sedang di trace di aplikasi Open Visual Trace Route.

3. Nikto (Scanner Web in Ubuntu Terminal)

Nikto adalah alat scanning aplikasi web yang mencari kesalahan konfigurasi, direktori web

diakses secara terbuka dan sejumlah kerentanan aplikasi web. Disini saya mencetak hasil scan

website dari terminal linux ke format HTML dapat dilihat dibawah ini.

Target IP

Target Port
HTTP Server

Site Link (IP)

www.etsy.com / 151.101.9.224 port 80

Target hostname

Site Link (Name)

151.101.9.224
Www.etsy.com

80

Varnish
http://www.etsy.com:80
http://151.101.9.224:80

URI /

HTTP Method GET

Description Retrieved via header: 1.1 varnish

Test Links http://www.etsy.com:80/
http://151.101.9.224:80/

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description Retrieved x-served-by header: cache-sin18023-SIN

Test Links http://www.etsy.com:80/
http://151.101.9.224:80/

OSVDB Entries OSVDB-0

URI /



http://www.etsy.com/
http://151.101.9.224/
http://www.etsy.com/
http://151.101.9.224/
http://osvdb.org/0
http://www.etsy.com/
http://151.101.9.224/
http://osvdb.org/0

HTTP Method

GET

OSVDB Entries

Start Time
End Time
Elapsed Time

CLI Options

Hosts Tested
Start Time
End Time
Elapsed Time

Statistics 6545 items checked, 0 errors, 7 findings

Software Details

Description The anti-clickjacking X-Frame-Options header is not present.
Test Links http://www.etsy.com:80/
http://151.101.9.224:80/
OSVDB Entries OSVDB-0
URI /
HTTP Method GET
Description Uncommon header 'x-timer' found, with contents:
$1550157315.161464,VS0,VEO
Test Links http://www.etsy.com:80/
http://151.101.9.224:80/
OSVDB Entries OSVDB-0
URI /
HTTP Method GET
Description Uncommon header 'x-cache' found, with contents: MISS
Test Links http://www.etsy.com:80/
http://151.101.9.224:80/
OSVDB Entries OSVDB-0
URI /
HTTP Method GET
Description Uncommon header 'x-served-by' found, with contents: cache-sin18023-
SIN
Test Links http://www.etsy.com:80/
http://151.101.9.224:80/
OSVDB Entries OSVDB-0
URI /
HTTP Method GET
Description Uncommon header ‘x-cache-hits' found, with contents: 0
Test Links http://www.etsy.com:80/

http://151.101.9.224:80/

OSVDB-0

2019-02-14 22:15:15
2019-02-14 22:18:29
194 seconds

Nikto 2.1.5

-Display V -o nikto_scan_result_etsy.html -Format html -h
Www.etsy.com

1

Thu Feb 14 22:15:13 2019
Thu Feb 14 22:18:29 2019
196 seconds



http://www.etsy.com/
http://151.101.9.224/
http://osvdb.org/0
http://www.etsy.com/
http://151.101.9.224/
http://osvdb.org/0
http://www.etsy.com/
http://151.101.9.224/
http://osvdb.org/0
http://www.etsy.com/
http://151.101.9.224/
http://osvdb.org/0
http://www.etsy.com/
http://151.101.9.224/
http://osvdb.org/0
http://cirt.net/

