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WEB PEMERINTAH

Untuk web pemerintah saya menggunakan web http://e-resources.pnri.go.id

B Background

title Perpustakaan Nasional Republik Indonesia Date first seen September 2010
Site rank Primary language Indonesian
Description Perpustakaan Nasioan| Republik Indonesia
Keywords Perpustakaan Nasional Republik Indonesia

Neteraft Risk Rating [FAQ] O/t0

B Network

Site http://e-resources.pnri.go.id Nethlock Owner Perpustakaan Nasional R
Domain pnri.go.id Nameserver bima.pnri.go.id

IP address 103.28.21.51 (VirusTetal) DNS admin hostmaster@pnri.go.id
IPv6 address Not Present Reverse DNS unknown

Domain registrar unknown Nameserver organisation  unknown

Organisation unknown Hosting company pnri.go.id

Top Level Domain Indonesia (.go.id) DNS Security Extensions  unimnown

Hosting country s}

H Hosting History

Netblock owner 1P address 05 Webserver Lastseen  Refresh
Perpustakaan Nasional RI Government / Direct Member IDNIC JI. Salemba Raya No. 284 Jakarta Pusat, 10430 103.28.21.51 Linux  Apache/2.2.26 Unix PHP/5.5.6 1-Jun-2014

Pada gambar diatas berupa site report dr web pemerintah. Terdapat system operasi, domain, dil.

Search Results

[There are 5213 CVE entries that match your search.

Name Description
CVE-2019-7675  An Issue was discovered on MOBOTIX S14 MX-V4.2.1.61 devices. The default management application is delivered over cleartext HTTP with Basic Authentication, as demonstrated by the /admin/index.html URL.
CVE-2019.7323  GUP (generic update process) in LightySoft LogMX before 7.4.0 does not properly verify the authenticity of updates, which allows man-in-the-middle attackers to execute arbitrary code via a Trojan horse update. The update process
relies on cleartext HTTP. The attacker could replace the LogMXUpdater.class file.
CVE-2019:6802  CRLF Injection in pypiserver 1.2.5 and below allows attackers to set arbitrary HTTP headers and possibly conduct XSS attacks via a %0d%0a in a URL.
CVE-2019-6500 In Axway File Transfer Direct 2.7.1, an unauthenticated Directory Traversal vulnerability can be exploited by issuing a specially crafted HTTP GET request with %2e instead of "." characters, as demonstrated by an initial

/h2hdocumentation//%2e%2e/ substring.
CVE-2019-6447  The ES File Explorer File Manager application through 4.1.9.7.4 for Android allows remote attackers to read arbitrary files or execute applications via TCP port 59777 requests on the local Wi-Fi network. This TCP port remains open
after the ES application has been launched once, and responds to unauthenticated application/json data over HTTP.

A Denial of Service issue was discovered in the LIVESSS Streaming Media libraries as used in LiveS55 Media Server 0.93. It can cause an RTSPServer crash in handleHTTPCmd_TunnelingPOST, when RTSP-over-HTTP tunneling is
supported, via x-sessioncookie HTTP headers in a GET request and a POST request within the same TCP session. This occurs because of a call to an incorrect virtual function painter in the readSocket function in GroupsockHelper.cpp.
The mincore() implementation in mm/mincore.c in the Linux kernel through 4.19.13 allowed local attackers to observe page cache access patterns of other processes on the same system, potentially allnmng sniffing of secret
Information. (Fixing this affects the output of the fincore program.) Limited remote exploitation may be possible, as demonstrated by latency differences In accessing public files from an Apache HTTP Servi
libcurl versions from 7.36.0 to before 7.64.0 are vulnerable to a stack-based buffer overflow. The function creating an outgoing NTLM type-3 header (* Ilb/vaulh/nllm.c.Curl_aum_crealz_nllm_lype3_message() ). generates the
request HTTP header contents based on previously received data. The check that exists to prevent the local buffer from getting overflowed is Implemented wrongly (using unsigned math) and as such it does not prevent the overflow
from happening. This output data can grow larger than the local butfer if very large 'nt response’ data is extracted from a previous NTLMv2 header provided by the malicious or broken HTTP server. Such a 'large value' needs to be
around 1000 bytes or more. The actual payload data copied to the target buffer comes from the NTLMv2 type-2 response header.

£:2019-3581  Improper input validation in the proxy component of McAfee Web Gateway 7.8.2.0 and later allows remote attackers to cause a denial of service via a crafted HTTP request parameter.

CVE-2019-3500  arla2c In aria2 1.33.1, when --log Is used, can store an HTTP Basic Authentication username and password In a file, which might allow local users to obtain sensitive information by reading this file.

Incorrect sanitation of the 302 redirect field in HTTP transport method of apt versions 1.4.8 and earlier can lead to content injection by a MITM attacker, potentially leading to remote code execution on the target machine.

Vulnerability in the Oracle FLEXCUBE Direct Banking component of Oracle Financial Services Applications (subcomponent: Logoff Page). The supported version that is affected is 12.0.2. Easily exploitable vulnerability allows

unauthenticated attacker with network access via HTTP to compromise Oracle FLEXCUBE Direct Banking. Successful attacks require human interaction from a person other than the attacker. Successful attacks of this vulnerability can

result in unauthorized update, insert or delete access to some of Oracle FLEXCUBE Direct Banking accessible data. CVSS 3.0 Base Score 4.3 (Integrity impacts). CVSS Vector: (CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/AIN).

CVE-2019:2545  Vuinerability in the Oracle FLEXCUBE Direct Banking component of Oracle Financial Services Applications (subcomponent: Logoff Page). The supported version that is affected is 12.0.2. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise Oracle FLEXCUBE Direct Banking. Successful attacks require human interaction from a person other than the attacker and while the vulnerabiltty is in Oracle
FLEXCUBE Direct Banking, attacks may significantly impact additional products. attacks of this can result in update, insert or delete access to some of Oracle FLEXCUBE Direct Banking accessible
data as well as unauthorized read access to a subset of Oracle FLEXCUBE Direct Banking accessible data. CVSS 3.0 Base Score 6.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L:L/AN).

CVE-2019-2546 in the Oracle Manager of Oracle Suite sQL Suppomed versions that are affected are 12.1.1, 12.1.2, 12.1.3, 12.2.3, 12.2.4, 12.2.5, 12.2.6, 12.2.7 and
12.2.8. Easﬂy allows attacker with network access via HTTP to Ora Manager. attacks require human interaction from a person other than the attacker.
can result in update, Insert or delete access to some of Oracle Anpllca[lnns Manager accessible data. CVSS 3.0 Base Score 4.3 (Integrity Impacts). CVSS Vector:
(CVSS:3. O/AV N/AC L/PR N/ULR/S:U/C:N/T:L/A:N).
CVE-2015-2538  Vulnerability in the Oracle Managed File Transfer of Oracle Fusion MFT Runtime Server), Supported versions that are affected are 19.1.0.0.0 and 12.2.1.3.0. Easlly exploitable vulnerability
allows low privileged attacker with network access via HTTP to compromise Oracle Managed File Transfer. attacks of this can result in creation, deletion or modification access to critical data or all

Oracle Managed File Transfer accessible data as well as unauthorized read access to a subset of Oracle Managed File Transfer accessible data. CVSS 3.0 Base Score 7.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.0/AV:N/AC:L/PR:L/UE:N/S:U/C:L/LH/AIN).

CVE-2019-2519 in the Peop! Enterprise SCM eProcurement of Oracle Peop! Products Manage Status). The supported version that is affected Is 9.2. Easlly exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise PeopleSoft Enterprise SCM eProcurement. Successful attacks require human interaction from a person other than the attacker and while the vulnerability is in
Enterprise SCM , attacks may significantly impact additional products. Successful attacks of this vulnerability can result in unauthorized update, Insert or delete access to some of PeopleSoft Enterprise SCM

eProcurement accessible data as well as unauthorized read access to a subset of PeopleSoft Enterprise SCM eProcurement accessible data. CVSS 3.0 Base Score 6.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L:L/AN).

CVE-2019-2512  Vulnerability in the Primavera P6 Enterprise Project Portfolio Management component of Oracle Construction and Suite Web Access). versions that are affected are 8.4, 15.1, 15.2, 16.1, 16.2,
17.7-17.12 and 18.8. Difficult to exploit vulnerability allows unauthenticated attacker with network access via HTTP to compromise Primavera P6 Enterprise Project Portfolio Management. Successful attacks require human interaction

from a person other than the attacker and while the vulnerabliity is in Primavera P6 Enterprise Project Portfolio Management, attacks may significantly impact additional products. Successful attacks of this can result in

Pada gambar diatas terdapat CVE dari web pemerintah yang saya pilih untuk tugas kali ini.
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Pada gambar diatas terdapata tracking dari web pemerintah yang saya pilih.



WEB LUAR NEGERI

Untuk web luar negeri saya menggunakan http://academia.edu

mns‘mm.,m\mmw © ot s dsom negsi-Pene. X | ;11 s Peryecia Jamal i Ak X | (@) stus pemerintaban - Penchars. X | ) Dafar St Web Pemerintah re X |+
€« C @ hitpsy/toolbarnetoraft.com, %2F www.academia.edu v ® 0

© GOBULDRUNES\ 8 (8) Ragnarok Mobi B [73) AssassinBuid . [E] Hements Guidein %

e — S 5 QODO0O

Enter a URL here

tPurl=http?

dless Tower - ROC G0 tammer Fall B

Hetcraft Extension

5 Home = Background
+ Download Now!
Regorta Phisn Site title Academia.edu - Share research Data first seen July 2007
- s Report site rank 3670 Primary language English
Top Reparters Description Academia.edu is a place to share and follow research.
. Incentives for reportors « 5 P
e Netcraft Risk Rating (FAQ] 0/10
Prishiest H
) P ottt At Network
' Pishing Map
e e site hetp://www.academia.edu Netblock Owner ‘Amazon.com, Inc.
' Most Pooular Websites Domain academia.edu Nameserver ns-1484.awsdns-57.0rg
+ Branded Exlensions 1P sddress. 54.247,118.82 (vrustoa) DS admin awsdns-hostmaster@amazon.com
el 1Pv6 address Mot Present Reverse DNS €c2-54-247-118-B2.eu-west-1.compute.amazonaws.com
Phishing & Fraud Domain registrar uninown Nameserver organisation  whais pir.org
Organisation unknown Hosting company Amazon - EU West (Ireland) datacenter
T e Top Level Domain Educationl entties (,edu) NS S Ebaadem | unionen
. 551 Pt Ao ) [
D g et “ Hosting History
- Decaptve Domain Scors
[ — Netblock owner 17 address os Web server Last seen e
- Phishing Site Countermessures Amaton.com, Inc. Amazon Web Sarvices, Inc. P.0. Box 81226 Seattle WA US 98108-1226 54.247.118.82 Uinux ngin 11-May-2017
Amazon.com, Inc. Amazon Web Services, Inc. P.0. Box 81226 Seattle WA US 98108-1226 107.22.174.222 U naine 6-Jun-2016
e peis Amazan.com, Inc. Amazon Web Services, Inc. PL0. Box 81226 Seattle WA US 98108-1226 54.247.118.82 Unux  ngin 3-0un-2016
. Fa Amazan.com, Inc. Amazon Web Services, Inc. P.O. Box 81226 Seattle WA US 98108-1226 107.22.74.322 U nginx 1-May-2016
+ Glossary Amaton.com, Inc. Amazon Web Services, Inc. P.0. Box 81226 Seattie WA US 98108-1226 54.247.118.82 Unux  nginx 28-May-2016
al il Amazon.com, Inc. Amazon Web Services, Inc. B.0. Box 81226 Seattle WA US 981081226 107.22.174.222 Lnux  ngimx 25-May-2016
ol (o] Amazan.com, Inc. Amazon Web Services, Inc. P.0. Box 81226 Seattle WA US 98108-1226 54.247.118.82 Lnux  nginx 24.May-2018
Torals Amazon com, Inc. Amazon Web Services, Inc. .0 Box 81226 Seattle WA US 28108-1226 107.22.174.222 Unux  nginx 23-May-2015
‘Amazon.com, Inc. Amazon Web Services, Inc. P.0. Box 81226 Seattle WA US 98108-1226 54.247.118.82 Linux nginx 20-May-2016
e Amazon.com, Inc. Amazon Web Services, Inc. P.0. Box 81226 Seattle WA US 98108-1226 107.22.174.222 linux  nginx 17-May-2016

Using the Extension

- Gettng me host .
= sender Policy Framework

+ Reportng a Phish

A host's Sender Pelicy Framework (SPF) describes wha can send mail on its behalf. This is done by publishing an SPF record containing a series of rules. Each rule consists of a quallfier follewed by a specification of which damains to apply

About Netcraft this qualifier to. For more information please see openspl.org

Netcram Home. Warning: It appears that this host does not have an SPF record. Setting up an SPF record helps prevent the delivery of forged emails frem your doman.

Pada gambar diatas adalah berupa site report dr web luar negeri yang saya gunakan

Search Results
[There are 5213 CVE entries that match your search.

Name Description

CVE-2019-7675  An issue was on MOBOTIX $14 MX-V4.2.1.61 devices. The default management application is delivered over cleartext HTTP with Basic Authentication, as demonstrated by the /admin/index.html URL

CVE-2019-7323  GUP (generic update process) in LightySoft LogMX before 7.4.0 does not properly verify the authenticity of updates, which allows man-in-the-middle attackers to execute arbitrary code via a Trojan horse update. The update process
relies on cleartext HTTP. The attacker could replace the LogMXUpdater.class file

CVE-2019-6802  CRLF Injection in pypiserver 1.2.5 and below allows attackers to set arbitrary HTTP headers and possibly conduct XSS attacks via a %0d%0a In a URL

CVE-2019-6500  [In Axway File Transfer Direct 2.7.1, an unauthenticated Directory Traversal vulnerability can be exploited by issuing a specially crafted HTTP GET request with %2e instead of ' characters, as demonstrated by an initial
/h2hdocumentation//%2e%%2e/ substring.

CVE-2019-5447  The ES File Explorer File Manager application through 4.1.9.7.4 for Android allows remote attackers to read arbitrary files or execute applications via TCP port 59777 requests on the lacal Wi-Fi network. This TCP port remains open
after the ES application has been launched once, and responds to unauthenticated application/jsan data over HTTP,

CVE 2019-6256 A Denial of Service issue was discovered in the LIVESSS Streaming Media libraries as used in LiveSS5 Media Server 0.93. It can cause an RTSPServer crash in handieHTTPCmd_TunnelingPOST, when RTSP-over-HTTP tunneling is

supparted, via x-sessioncookie HTTP headers in a GET request and a POST request within the same TCP session. This occurs because of a call te an Incerrect virtual function pointer in the readSocket function in GroupsockHelper.cpp.

The mincore() implementation in mm/mincore.c in the Linux kernel through 4.19.13 allowed local attackers to observe page cache access patterns of other processes on the same system, potentially allowing sniffing of secret

Information. (Fixing this affects the output of the fincere program.) Limited remote exploitation may be possible, as demenstrated by latency differences in accessing public files from an Apache HTTP Server.

CVE-2019-3822  liburl versicns from 7.36.0 to before 7.64.0 are vulnerable to a stack-based buffer overflow. The function creating an outgoing NTLM type-3 header (*lib/vauth/ntim.c:Curl_auth_create_ntim_type3_message({)"), generates the
request HTTP header contents based on previously received data. The check that exists to prevent the local buffer from getting averflowed is implemented wrongly {using unsigned math) and as such it does nat prevent the overflow
from happening. This output data can grow larger than the local buffer if very large 'nt response’ data is extracted from a previous NTLMy2 header provided by the malicious or broken HTTP server. Such a 'large value’ needs to be
around 1000 bytes or more. The actual payload data copied to the target buffer comes from the NTLMy2 type-2 response header.

CVE-2019-5:

CVE-2019-3581 Improper input validation in the proxy component of McAfee Web Gateway 7.8.2.0 and later allows remote attackers to cause a denial of service via a crafted HTTP request parameter.
CVE-2019-3500  arla2c in aria2 1.33.1, when --log is used, can store an HTTP Basic Authentication username and password in a file, which might allow local users to cbtain sensitive information by reading this file.
CVE-2019-3462 Incorrect sanitation of the 302 redirect field in HTTP transport method of apt versions 1.4.8 and earlier can lead to content injection by a MITM attacker, potentially leading to remote code execution on the target machine

CVE-2019-2550  vulnerability in the Oracle FLEXCUBE Direct Banking component of Oracle Financial Services Applications (subcomponent: Logoff Page). The supported version that s affected Is 12.0.2. Easlly exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compramise Oracle FLEXCUBE Direct Banking. Successful attacks require human interaction from a person other than the attacker. Successful attacks of this vulnerability can
result in unauthorized update, insert or delete access to some of Oracle FLEXCUBE Direct Banking accessible data. CVSS 3.0 Base Score 4.3 (Integrity impacts). CVSS Vector: (CVS5:3.0/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:L/A:N).

CVE-2019-2549  Vulnerability in the Oracle FLEXCUBE Direct Banking companent of Oracle Financial Services Applications (subcompanent: Logoff Page). The supported version that is affected Is 12.0.2. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise Oracle FLEXCUBE Direct Banking. Successful attacks require human interaction from a person other than the attacker and while the vulnerability is in Oracle
FLEXCUBE Direct Banking, attacks may significantly impact additional products. Successful attacks of this vulnerability can result In unauthorized update, Insert or delete access to some of Oracle FLEXCUBE Direct Banking accessible
data as well as unauthorized read access to a subset of Oracle FLEXCUBE Direct Banking accessible data. CVSS 3.0 Base Score 6.1 (Confidentiality and Integrity impacts). CVSS Vectar:
(CVSS:3.0/AV:N/AC: L/PR:N/UL:R/S:C/C:L/L:L/AN).

CVE-2019-2546 ility in the Oracle Manager companent of Oracle E-Business Suite sqL ) wersions that are affected are 12.1.1, 12.1.2, 12.1.3, 12.2.3, 12.2.4, 12.2.5, 12.2.6, 12.2.7 and
12.2.8. Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTP to compromise Oracle Applications Manager. Successful attacks require human interaction from a person other than the attacker.
Successful attacks of this vulnerability can result in unauthorized update, insert or Gelete access to some of Oracle Applications Manager accessible data. CVSS 3.0 Base Scare 4.3 (Integrity impacts). CVSS Vector:
(CVSS:3.0/AV:N/AC:L/PR:N/UL:R/ /C:N/TL/AN).

QUE2019-2536  Vulnerabilty in the Oracle Managed File Transfer component of Oracle Fusion Mddieware (subomponenk; MFT Runtme Serven). Supported versions that are sffected are 19.1.0.0.0 and 12.2.1.3.0. Easly exploitable vuinerabllty
allows low privileged attacker with network access via HTTP to compromise Oracle Managed File Transfer. attacks of this Y can result in creation, deletion or madification access to critical data or all
Oracle Managed File Transfer accessible data a5 well 35 Unauthanzed read access o a SUBSET of Oracie Managed Flle Transfer accessinle data, CvSS 310 Base Score 7.1 (Confidentiality and Integrity Impacts). CVSS Vector:
(CVS5:3.0/AV: N/AC:L/PR:L/UL:N/S: U/C:L/T:H/AIN).

CVE-2019-2515  vulnerability in the PeopleSoft Enterprise SCM eProcurement component of Oracle Peop eroducts : Manage status). The supported version that is affected Is 8.2, Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise PeopleSoft Enterprise SCM eProcurament. Successful attacks require human Interaction from a person other than the attacker and while the vulnerability is in
Peoplescft Enterprise SCM eProcurement, attacks may significantly impact additional products. Successful attacks of this vulnerability can result in unauthorized update, insert or delete access to some of PeapleSoft Enterprise SCM
eProcurement accessible data as well as unauthorized read access to a subset of PeopleSoft Enterprise SCM eProcurement accessible data. CVSS 3.0 Base Score 6.1 (Confidentiality and Integrity Impacts). CVSS Vector:
(CWSS:3.0/AV: NfAC: L/PR:N/UL:R/S:C/C: L/I:L/A:N)

Pada gambar diatas adalah berupa CVE dari web luar negeri yang saya guanakan
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Pada gambar diatas adalah berupa tracking dari web luar negeri yang saya pilih
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WEB DALAM NEGERI

Untuk web dalam negeri saya menggunakan http://jurnal.lipi.go.id

& Background

Site title Jurnal Online Date first seen August 2004

Site rank Primary language English

Description Sistem publikasi full-online untuk jurnal ilmizh dan kemunitas ilmiah (Full-online publication system for scientific journals).

Keywords portal, jumal, online, publikasi, journal, publication, sains, iimu, pengetahuan, science, scientific, community, Indonesia, global, free, gratis, cuma-cuma, fisika, physics, net, teori, terapan, organisasi,

organization, profesi, profesional

Netcraft Risk Rating [FAQ] 0/10

E Network

Site http://www.jurnal lipi.go.id Netblock Owner Lembaga Iimu Pengetahuan Indonesia
Domain lipi.go.id Nameserver dns1.lipi.go.id

1P address 203.160.128.143 (VirusTotal) DNS admin penjaga@lipi.go.id

1PV6 address Not Present Reverse DNS fisikanet.lipi.go.id

Domain registrar unknown Nameserver organisation  unknown

Organisation unknown Hosting company lipi.go.id

Top Level Domain Indonesia (.go.id) DNS Security Extensions  unknown

Hosting country =

Netblock owner IP address 0s Web server Last seen Refresh
LIPI Jakarta Raya 183.91,69.147  Linux Apache/2.2.16 Debian 14-0ct-2012

Infr Colocation and ™2 202.155.61.29 - Apache/2.0.54 Debian GNU/Linux mod_python/3.1.3 Python/2.3.5 PHP/4.3.10-16 mod_ssl/2.0.54 OpensSL/0.9.7e 1-0ct-2005
Infrastructure Colocation and Broadband M2 202.155.61.29  Linux Apache/2.0.54 Debian GNU/Linux mod_python/3.1.3 Python/2.3.5 PHP/4.3.10-15 mod_ssl/2.0.54 OpenSSL/0.9.7¢ 30-Sep-2005
Indosat Internet Service Provider 202.155.61.29  Linux Apache/2.0.54 Debian GNU/Linux mod_python/3.1.3 Python/2.3.5 PHP/4.3.10-15 mod_ssl/2.0.54 OpenSSL/0.9.7¢ 28-Aug-2005
Indosat Internet Service Provider 202.155.61.29  Linux Apache/2.0.52 Debian GNU/Linux mod_python/3.1.3 Python/2.3.4 PHP/4.3.10-2 mod_ssl/2.0.52 OpenSSL/0.9.7¢ 26-Feb-2005
Lembaga Ilmu Pengetahuan Indonesia Jakarta 12720 202.47.65.66  Windows 2000 - 14-Jun-2004
Lembaga Ilmu Pengetahuan Indonesia Jakarta 12720 202.47.65.66  unknown Apache/2.0.52 Debian GNU/Linux mod_python/3.1.3 Python/2.3.4 PHP/4.3.10-2 mod_ssl/2.0.52 OpenS5L/0.9.7e 12-Jun-2004
Lembaga Ilmu Pengetahuan Indonesia Jakarta 12720 202.47.65.66  Windows 2000 Apache/2.0.52 Debian GNU/Linux mod_python/3.1.3 Pythen/2.3.4 PHP/4.3.10-2 mod_ssl/2.0.52 OpenSSL/0.9.7e 6-Jun-2004
Lembaga Iimu Pengetahuan Indonesia Jakarta 12720 202.47.65.66  unknown Apache/1.3.19 Unix SUSE/Linux 5-Jun-2004

Pada gambar diatas berupa site report dari web dalam negeri yang saya gunakan.

Search Results

There are 5213 CVE entries that match your search.

Name Description
CVE-2019:7675 A issue was discovered on MOBOTIX 514 MX-V4.2.1.61 devices, The default management application is delivered over cleartext HTTP with Basic Authentication, as demonstrated by the /admin/index.html URL
CVE-2

9-7323 GUP (generic update process) in LightySoft LogMX before 7.4.0 does not properly verify the authenticity of updates, which allows man-in-the-middle attackers to execute arbitrary code via a Trojan horse update. The update process
relies on cleartext HTTP. The attacker could replace the LogMxUpdater.class file.

CRLF Injection in pypiserver 1.2.5 and below allows attackers to set arbitrary HTTP headers and possibly conduct XSS attacks via 2 %0d%0a in a URI

In Axway File Transfer Direct 2.7.1, an unauthenticated Directory Traversal vulnerability can be explolted by issuing a specially crafted HTTP GET request with %2e Instead of *.’ characters, as demonstrated by an initial
/hzhdocumentation//%2e%2e/ substring.

/E-2019-6447  The ES File Explorer File Manager application through 4.1.9.7.4 for Android allows remote attackers to read arbitrary files or execute applications via TCP port 55777 requests on the local Wi-Fi network. This TCP port remains open
after the ES application has been launched once, and responds to unauthenticated application/json data over HTTP.
-2019-6256 A Denlal of Service issue was discovered in the LIVESSS Streaming Media libraries as used in LiveS55 Media Server 0.93. It can cause an RTSPServer crash in handleHTTPCmd_TunnelingPOST, when RTSP-over-HTTP tunneling is

supported, via x-sessioncookie HTTP headers in 3 GET request and a POST request within the same TCP sessian. This occurs because of a call ta an incorrect virtual function painter in the readSocket function in GroupsackHelper.cpp.
-2019-5489  The mincore() implementation in mm/mincere.c in the Linux kernel through 4.19.13 allowed local attackers to observe page cache access patterns of other processes on the same system, potentially allowing sniffing of secret
information. (Fixing this affects the output of the fincore program.) Limited remote exploitation may be possible, as demanstrated by latency differences in accessing public files from an Apache HTTP Server.
libcurl versions from 7.36.0 to before 7.64.0 are vulnerable to a stack-based buffer overflow. The function creating an outgoing NTLM type-3 header (" lib/vauth/ntim.c:Curl_auth_create_ntim_type3_message()" ). generates the
request HTTP header contents based on previously received data. The check that exists to prevent the local buffer from getting overflowed is implemented wrongly (using unsigned math) and as such it does not prevent the overflow
from happening. This output data can grow larger than the local buffer if very large 't response’ data is extracted from a previous NTLMv2 header provided by the malicious of broken HTTP server. Such a ‘large value' needs to be
around 1000 bytes or more. The actusl payload data copied to the target buffer comes from the NTLMv2 type-2 response header.

CVE-2019:3581  Improper input validation in the proxy component of McAfee Web Gateway 7.8.2.0 and later allows remote attackers to cause a denial of service via a crafted HTTP request parameter.
-2019-3500 aria2c in aria2 1.33.1, when --log is used, can store an HTTP Basic Authentication username and password in a file, which might allow local users to obtain sensitive information by reading this file.
CVE-2019 Incorrect sanitation of the 302 redirect field in HTTP transport method of apt versions 1.4.8 and earlier can lead to content injection by a MITM attacker, potentially leading to remote code execution on the target machine.

CVE-201

Vulnerability in the Oracle FLEXCUBE Direct Banking companent of Oracle Financial Services Applications (subcamponent: Logoff Page). The supported version that is affected is 12.0.2. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise Oracle FLEXCUBE Direct Banking. Successful attacks require human interaction from a person other than the attacker. Successful attacks of this vulnerability can
result in unauthorized update, insert or delete access to some of Oracle FLEXCUBE Direct Banking accessible data. CVSS 3.0 Base Score 4.3 (Integrity impacts). CVSS Vector: (CVSS:3.0/AVIN/ACIL/PR:N/ULR/S:U/CIN/LIL/ACN).
CVE-2019-72545  vulnerability in the Oracle FLEXCUBE Direct Banking companent of Oracle Financial Services Applications (subcomponent: Logoff Page). The supported version that is affected is 12,0.2. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise Oracle FLEXCUBE Direct Banking. Successful attacks require human interaction from a persan other than the attacker and while the vulnerability is in Oracle
FLEXCUBE Direct Banking, attacks may significantly impact additional products. Successful attacks of this vulnerability can result in unauthorized update, insert or delete access to some of Oracle FLEXCUBE Direct Banking accessible
data as well as unauthorized read access to a subset of Oracle FLEXCUBE Direct Banking accessible data. CVSS 3.0 Base Score 6.1 (Confidentiality and Integrity impacts). CVSS Vector:
(CVSS:3.0/AV: N/ AC: L/ PR:N/UL:R/S:C/C: L/T:LIAN).
/E-2019-2546  Vulnerability In the Oracle Applications Manager compenent of Oracle E-Business Sulte (subcomponent: SQL Extensions). Supported versions that are affected are 12.1.1, 12.1.2, 12.1.3, 12.2.3, 12.2.4, 12.2.5, 12.2.6, 12.2.7 and
12.2.8. Easily exploitable vulnerability allows unauthenticated attacker with network access via HTTP to compromise Oracle Applications Manager. Successful attacks require human interaction from a person other than the attacker.
Successful artacks of this vulnerability can result in unauthorized update, insert or delete access to some of Oracle Applications Manager accessible data. CVSS 3.0 Base Score 4.3 (Integrity Impacts). CVSS vVector:
(CVSS:3.0/AV:N/AC:L/PRIN/UL:R/S:U/C:N/LL/AIN),
CVE-2019-2538  Vulnerability in the Oracle Managed File Transfer component of Oracle Fusion Middleware (subcomponent: MFT Runtime Server). Supported versions that are affected are 19.1.0.0.0 and 12.2.1.3.0. Easily exploitable vulnerability
allows low privileged attacker with network access via HTTP to compromise Oracle Managed File Transfer. Successful attacks of this vulnerability can result in unauthorized creation, deletion or modification access to critical data or all
Oracle Managed File Transfer accessible data as well as unauthorized read access to a subset of Oracle Managed File Transfer accessible data. CVSS 3.0 Base Score 7.1 (Confidentiality and Integrity impacts). CVSS Vecto
(CVSS:3.0/AV: N/AC:L/PR:L/ULIN/S:U/C:L/T H/AIN).
CVE-2019-2519  Vulnerability in the PeopleSoft Enterprise SCM eProcurement of Oracle Peop Products Manage Requisition Status). The supported versicn that is affected is 9.2. Easily exploitable vulnerability allows
unauthenticated attacker with network access via HTTP to compromise PeopleSoft Enterprise SCM eProcurement. Successful attacks reguire human interaction from a person other than the attacker and while the vulnerability is In
PeopleSoft Enterprise SCM eProcurement, attacks may significantly impact additional products. Successful attacks of this vulnerability can result in unauthorized update, insert or delete access to some of PeopleSoft Enterprise SCM
eProcurement accessible data as well as unauthorized read access to a subset of PeopleSoft Enterprise SCM eProcurement accessible data. CVSS 3.0 Base Score 6.1 (Confidentiality and Inteqrity impacts). CVSS Vector:
(CVSS:3.0/AVIN/ACIL/PRIN/ULR/SIC/CIL/EL/AIN).
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