TUGAS KEAMANAN JARINGAN KOMPUTER
“FOOTPRINTING RECONNAISSANCE”

Disusun Oleh:

Nama : MUHAMMAD FAJAR PUTRA
NIM : 09011181520009
Kelas : SK8

JURUSAN SISTEM KOMPUTER
FAKULTAS ILMU KOMPUTER
UNIVERSITAS SRIWIJAYA
2019



1.www.Dephub.go.id (Website Pemerintahan)

[ Site report forwwnw.dephub.o- X | 82 CVE - Search CVE List X ‘ 5 website besar indonesia - Penc X ‘ € MNewTab x ‘ +
&« & o @ @ htipsy/ftoolbar.netaraft.com fsite_report?url=httpF3A%2F %2 Fumar.dephu B e & Search
FPhishing Site Countermeasures ~
) = Hosting History
Extension Support
FAQ Netblock ovner 1P address 0s Web server Last seen
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Report a Bug Government / Direct Member IDMIC Jalan Medan Merdeka
Barat Mo.8 Jakarta Pusat 10110 DKI Jakarta
Tutorials Ministry of Transportation Republic of Indonesia 202.61.105.191  Linux Apache/2. 4.6 Cent0s 18Jun-2016
Government f Direct Member IDNIC Jalan Medan Merdeka OpenssLy1.0 1e-fips
Installing the Extension Barat No.8 Jakarta Pusat 10110 DKI Jakarta mod_fogid/2.3.9
Using the Extension Ministry of Transportation Republic of Indonesia 202,61.104.194 unknown Apache/2.2.15 Cent0s 28Jun-2014
Cetiajthelviost Government / Direct Member IDNIC Jalan Medan Merdeka
Reporting a Phish Barat No.& Jakarta Pusat 10110 DKI Jakarta
PT TELKOM INDONESLA Menara Multimedia Lt. 71, 118.97.222.140 - Apache/2.2.15 Cent0s 14-0ct-2013
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Neteraft Home PT TELKOM INDOMESI& Menara Multimedia Lt. 7 1. 118.97.222.140  Linug Apachefz.2.15 Cent0s 1-Nov-2012
About Netcratt Kebonsirih No.12 JAKARTA
Website Terms of Use PT Telkom Indonesias customer. 202.130.224.194 Linux Apachef2.2.14 Unix mod_sslf2.2.14  1-4ug-2012
Phishing Site Feed OpenssL/0.9.8] DAV/2 PHP/S.3.1
Security Services PT Telkom Indonesias customer. 203.130.234.194 Linux Apachef2.2.14 Unix mod_sslf2.2.14  21Jun-2010
Contact Us OpenssL/0.9.8e-fips-rhels Dav/2
PHR/5.3.1
o 0 ® @ “ @ PT Telkom Indonesias customer. 203.130.234.194 Linux Apachef2.0.52 Red Hat 17-Dec-2009
PT TELEKOMUNIKAST INDONESIA 203,130.234,194 Linux Apache/2.0.52 Red Hat 26-Feh-2007
PT TELEKOMUNIKAST INDONESIA 203.130.234.194 unknown Apachef2.0.52 Red Hat 1-Jun-20086
B Sender Policy Framework
& host's Sender Policy Framewark (SPF) describes whao can send mail on its behalf. This is done by publishing an SPF record containing a series
of rules. Each rule consists of a qualifier followed by a specification of which domains to apply this qualifier to. For more information please see
openspf.org. v
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Web servernya menggunakan Nginx 1.10.1,

Bahasa Pemrogramannya menggunakan PHP 7.0.26
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[m Vulnerabilities found for server-side software

Risk i Affected
Lowel VS CVE Summary Exploit g

University of Washingron IMAP Toalkit 2007f an UNI, as used in imap_open() in
PHP and other products, launches an rsh command (by means of the
imap_rimap function in c-clientimapdr1.c and the tep_aopen function in
osdepfunizitcp_unix,c] without preventing argument injection, which might
allow remote attackers to execute arbitrary 0S commands if the IMAP server

CVE-2018-19518 EDE4D:45814  PHP7.0.26
name is untrusted input (.5, entered by & user of aweb application) and if rsh
has been replaced by a program with different argument semantics. For
example, if rsh is a link to ssh (as seen on Debian and Ubuntu systems), then
the attack can use an IMAP server name containing a "-oProxyCommand”
argument,

nginx before versions 1.15.6 and 1.14.1 has & vulnerability in the
implementation of HTTP/2 that can allow for excessive CPU usage. This issue
affects nginx compiled with the ngs_hitp_v2_madule (nat compiled by default] i
the 'htep2” option of the listen’ directive is used in a configuration file,

7.8 CVE-2018-16844

ngin before versions 1.15.6 and 1.14.1 has & vulnerability in the
implementation of HTTP/2 that can allow for excessive memory consumption

This issue affects nging compiled with the ngx_heep_v2_module (nat compiled by
default) if the "http2' option of the 'listen’ directive is used in a configuration file.

7.8 CVE-2018-16843

PHF 7.5 through 7.1.5 allows remote attackers to cause a denisl of service
buff rfl d licati h; ibly h, fied oth

o v aparyy  (buffer overflow and application crasi) ar possibly have unspecified other DA
impactvia a long string because of an Integer overflow in

mysqli_real_escape_string.

In PHP through 5.6.33, 7.0, before 7.0.28, 7.1.2 through 7.1.14, and 7.2 %
through 7.2.2, there is a stack-based buffer under-read while parsing an HTTP

CVE-2018-7584 EDE4D:42a5  PHP7.0.26
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In PHP through 5.6.33, 7.0.x before 7.0.28, 7.1.x through 7.1.14, and 7.2.x
75 P through 7.2.2, there is a stack-based buffer under-read while parsing an HTTP coaD:aagas | PHE 7.0.26
response inthe php_stream_url_wrap_http_ex function in ext/standard

ihttp_fopen_wrapper.c, This subsequently results in copying a large string.

The nginx package before 1,6.2-5+debBu3 on Debian jessie, the ngin
packages before 1.4.6-1ubuntu3.6 on Ubuntu 14.04 LTS, before
29 veomisasy | 1100-0ubUMEO.16.04.3 on Ubuncu 16.04 LTS, and before 110.1-Dubuntutd on o
Uburtu 16.10, and the ngins ebuild before 1.10.2+43 on Gentoo allow local
users with access to the web server user account to gain root privileges via a
symlink attack on the error log,

An issue was discovered in PHP before 5.6.36, 7.0.4 before 2.0.30, 7.1.1 before
7147, and 7.2.4 before 7,25, exif read_data in esv/exifiesif.c has an out-of-
68 CVESIENSAS y  nds read for crafted JPEG data because exif_iif_add_value mishandles the PHP 7.0.26

case of a MakerMote that lacks a final "' character,

nginz before versions 1.15.6, 1.14.1 has a wuinerability in the
ngx_hittp_mpd_module, which might sllow an sttacker to cause infinite laop in a
worker process, cause a worker process crash, or might resultin worker
process memory disclosure by using a specially craft=d mpd file, The issu= anly
sffects ngina if it s built with the ngs_hetp_mpe_module {the module is net built

5.8 CVE-2018-16845

by default) and the mpd. directive is used in the configuration file. Further, the
sttack is only possible if an attacker is able to trigger processing of a specially
crafted mpd file with the ngx_http_mp4_module,

extfimap/php_imap.s in PHP 5.4 and 7.s before 7,30 allows remate amtackers to
CVE-2018-18935  cause a denial of service (NULL pointer dereference and application crash) wia PHP 7.0.26
an empty string in the message argument to the imap_mail function
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TraceRoute:

] Open Visual Trace Route 1.7.1 o -

(@) Traceroute | | 8 snifer whois | | im0 | [ || T || &) || 5 i hitp /www. dephub.go.id/ 1 Timeout 0 ©
[ i L=

# | | County Town | Lat Lon | 1P Hostname L.|p.. |Di. |.}
1 ™ |ndonesia  Selatan 70546 1134867 103.2415114 (None) 2 15. 0 @
2 ™ Indonesia Selatan -7.0546 1134867 10.100.21 (None) g 7 0 @
3 ™ Indonesia Selatan -7.0546 1134867 10.100.1.1 (None) 4 7 0 @
4 ™ |ndonesia  Selatan -7.0546  113.4867 10.100.5.1 (None) 4 15.0 @
§ ™ Indonesia Selatan -7.0546 1134867 103.241.5113 ip-103-241-5-113.un.. 4 14 0 @
6 ™ Indonesia Selatan -7.0546 1134867 103.241.5173 noc-idl.unsri.ac.id 3 9 0 @
7 ™ Indonesia (Unknown)  -6.9039 107.6186  103.23.183.1... (None) 25 15.. 648 @
8 @ (Unknown) (Unknown) 470 8.0 62.115.51.168 snge-bi-linktelianet 37 202 11.. @
9 @ (Unknown) (Unknown) 470 8.0 62.115.135.1... snge-b2-linktelianet 26 225 0 @
10 @ (Unknown) (Unknown) 47.0 8.0 62.115.166.1... telekomunikasi-ic-34.. 36 216 0 @
11 ™ singapore  (Unknown)  1.3667 103.8 180.240.193... (None) 50 15.. 10.. @
12 ™ |ndonesia  Yogyakata -7.7828  110.3608 118.97.6.82  (None) 49 140 12.. @
13 ™ |ndonesia (Unknown)  -6.175 106.8286  202.61.105.1.. www.dephub.go.id 49 323 420 @
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Extension Support
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FAQ
Glossary
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Cloudflare, Inc. 101 Townsend Street San Francisco CA US 94107 104.16.59.50 Linux cloudflare 13-Dec-2018
Tutorials PT viva Media Baru Corporate / Direct Member IDMNIC Kompleks TVONE 1l Rawa 202.129.216.26 unknown nginx/1.14.0 24-5ep-2018
Terate [I Mo.2 Kawasan Industri Pulo Gadung Jakarta Timur, DKI Jakarta 13260
asElnallelE Cension PT viva Media Baru Corporate / Direct Member IDNIC Kompleks TVONE ]l Rawa 202,129.216.26 unknown nginx/1.12.1 25-)un-2018
Uep i Sl Terate IT Mo.2 Kawasan Industri Pulo Gadung Jakarta Timur, DK1 Jakarta 13260
Getting the Most
B : — PT viva Media Baru Caorporate / Direct Member IDNIC Kompleks TVONE 1l Rawa 202.129.216.26 unknown nginy 26-May-2017
eporting a Phis Terate IT No.2 Kawasan Industri Pulo Gadung Jakarta Timur, DKI Jakarta 13260
About Netcraft PT Wiva Media Baru Corporate / Direct Member IDNIC KD.mD\EkS TWONE ]l Rawa 202.129.216.26 Linux nginx 18-Jun-2016
Terate I N0.2 Kawasan Industri Pulo Gadung Jakarta Timur, DKI Jakarta 13260
Neteraft Home PT Viva Media Baru Corporate / Direct Member IDNIC Kompleks TVONE 1l Rawa 202,129.216,26  Linux Apache/2.2,22 16-May-2015
About Netcraft Terate [I No.2 Kawasan Industri Pula Gadung Jakarta Timur, DKI Jakarta 13260 unix
Website Terms of Use PT viva Media Baru Corporate / Direct Member IDNIC Kompleks TVONE 1, Rawa 202.129.216,26  Linux ngingy1.6.2 3-0ct-2014
Fhishing Site Feed Terate II Mo.2 Kawasan Industri Pula Gadung Jakarta Timur, DKI Jakarta 13260
Geeurfly Senices PT Wiva Media Baru Corporate / Direct Member IDNIC Kompleks TVONE 1, Rawa 202,129.216,26  Linux nging/1.3.6 1-Oct-2014
CuHEUS Terate IT Mo.2 Kawasan Industri Pulo Gadung Jakarta Timur, DK1 Jakarta 13260
o O ® @ “ @ PT viva Media Baru Carporate / Direct Member IDNIC Kompleks TVONE 1l Rawa 202.129.216.26 Linux Apache/2.2.15 30-Sep-2014
Terate I Mo.2 Kawasan Industri Pulo Gadung Jakarta Timur, DKI Jakarta 13260 CentOSs
PT Wiva Media Baru Corporate / Direct Member IDNIC Kompleks TVONE JI. Rawa 202,129.216.26 Linux Apachef2,.2.22 29-Sep-2014
Terate I Mo.2 Kawasan Industri Pulo Gadung Jakarta Timur, DKI Jakarta 13260 Unix

Hsender Policy Framework

& host's Sender Policy Framewark (SPF) describes wha can send mail an its behalf. This is dane by publishing an SPF record cantaining a series
of rules, Each rule consists of a qualifier fallowed by a specification of which domains to apply this qualifier ta. For more information please see
openspf.org. v
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[m Server software and technelogy found

Software f Yersion Category

php PHP7.2.0 Programming Languages
CloudFiare CDN
Criten Advertising Metworks
DoubleClick far Publizhers {DFR} Advertising Metworks
Google Adsense Advertising Metworks
Google Analytics UA Analytics
Google Tag Manager Tag Managers
Modernizr JavaScript Frameworks
Parse.ly Analytics

> jquery 1110 JavaSeript Framewaorks

> Details

[m Kissing HTTP security headers
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Menggunakan bahasa pemrograman PHP 7.2.0, dan menggunakan CloudFlare



CVE List:

™ Vulnerakilities found for server-side software

C¥55

Risk
Level
L 8.5
L] 25
L] 25
L 25
6.8

TraceRoute:

CYE

TWE-2018-19518

CWE-2018-11756

CWE-2018-12882

CVE-2018-7584

CWE-2018-10543

Summary

Exploit

University of Washington IMAP Toolkit 2007 on UMY, as used inimap_open(] in
PHF and ather products, launches an rsh cormmand (by means of the
imap_rimap function in c-clientfimap4rl.c and the tep_aopen function in
osdep/unixftcp_uniz.c] without preventing argument injection, which might

allow rernote attackers to execute arbitrary 05 commands if the IMAP server

EDE-ID:45314

name is untrusted input (2,5, entered by a user of a web application) and if rsh
has been replaced by a program with different argurnent semantics, For

example, if rshis a link to ssh [as seen on Debian and Ubontu systems), then
the attack can use an IMAP server name containing a "-oProxyCommand”

argurment

In PHP Runtime for Apache OpenWhisk, a Docker action inheriting ane of the
Docker tags openwhiskfaction-php-v7.2:1.0.0 or openwhisk/action-php-
w7101 [or earlier) may allow an attacker to replace the user function inside
the container if the user code is vulnerable to code exploitation.

i

exif_read_from_implin extfexiffesif.c in PHP 7.2, through 7.2.7 allows attackers
to trigger a use-after-free (in exif_read_from_filz] because it closes a stream
: ) ) . i
that it is not responsible for closing, The wvolnerable code is reachable through
the PHFP exif_read_data functian.

In PHP through 5.6.33, 7.0.% before 7.0.28, 7.1.x through 71,14, and 7.2.x

through 7.2.2, there is a stack-based buffer under-read while parsing an HTTP

response in the php_strearn_ur_wrap_http_ex function in ext'standard
Ihttp_fopen_wrapper.c, This subsequently results in copying a large string,

EDEB-ID:44846

Anissue was discovered in PHP before 5.6.36, 7.0.% before 7.0.30, 7.1.% before

7117, and 7.2.x before 7.2.5, exif_read_data in extfexifiexif.c has an out-of- i
bounds read for crafted JPEG data because exif iif add_value mishandles the

rase nf a Makerbinre thar larks A final 10" rharamer,

Open Visual Trace Route 1

Affected
software

FHP 72,0

FHP 7.2.0

FHP 7.2.0

PHP 7.2.0

FHP 720

rmeat” 0 [ © |24

# | | Country Town | Lat Lon |IP Hostname |L..|D.. |Di. | [
1 ™ Indonesia Selatan -7.0546 113.4867 103.241.5.114 (None) 4 15.. 0 @
2 ™ Indonesia Selatan -7.0546 113.4867 10.100.21 (None) 16 14 0 @
3 ™ Indonesia Selatan -7.0546 113.4867 10.100.1.1 (None) 5 14 0 @
4 ™ indonesia Selatan -7.0546 113.4867 10.100.5.1 (None) 5 15.. 0 @
5 ™ Indonesia Selatan -7.0546 113.4867 103.241.5113 ip-103-241-5-113.un. 9 12 0 @
6 ™ Indonesia Selatan -7.0546 113.4867 103.241.5173 noc-idl.unsri.ac.id 5 9 0 )
7 ™ Indonesia (Unknown) -6.9039 107.6186  103.23.183.1.. (None) 16 15.. 648 @
8 Singapore Singapore 1.2931 103.8558 116.51.26.117 xe-0-0-51-2-105.a01 26 638 10.. @
g Singapore  Singapore  1.2831 103.8558 116.51.17.86 ae-O.cloudflare.sngp.. 25 267 0 @
10 EE United States  (Unknown) 37.751 -97.822 104.16.60.50  (None) 28 44 15.. @
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o [e] ual =
Q‘;’ Traceroute 5 sniffer Whois ‘ “2D13D | /] £ ‘&: F S i Viva.co.id Timeout 0 B @ @
# | | Country | Town \vLat | Lon | 1P | Hostname ) DD
% : : 1 ™ Indonesia Selatan -7.0546 1134867 103.241.5114 (None) 4 15. 0 @
2 Selatan -7.0546 1134867 10.100.21 (None) 16 14 0 @
3 Selatan -7.0546 113.4867  10.100.1.1 (None) 5 14 0 @
4 Selatan -7.0546 1134867 1010051 (None) 5 15. 0 @
5 Selatan -7.0546 1134867 103.241.5113 ip-103-241-5-113.un.. 9 12 0 @
6 Selatan -7.0546 1134867 103.241.5173 noc-idl.unsri.ac.id 5 9 0 @
7 (Unknown)  -6.9039 107.6186  103.23.183.1... (None) 16 15.. 648 @
8 Singapore 1.2031 103.8558 116.51.26.117 xe-0-0-51-2-105.a01... 26 638 10.. @)
] Singapore 1.2931 103.8558 116.51.17.86  ae-O.cloudflare.sngp.. 25 267 0 @
10 EE United States (Unknown) ~ 37.751 -97.822 104.16.60.50  (None) 28 44 15. @
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@ Debian
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& iQuery 2012071620590

jQuery Ul

> Datail

Category

Operating Systems

Web Servers
Programming Languages
Advertising Metworks
Widgets

Analytics

Tag Managers
JavaScript Framewarks

JavaSeript Framawarks

[m  issing HTTP security headers

HTTP Security Header
H-HSS-Protection

Strict Transport-Security

Header Role
Witigates Cross-Site Scripting (¥SS] attacks

Protects against man-in-the-middle attacks

Status

Mot set

Mot set

N @ =

214
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Website ini menggunakan Sistem operasi Debian, menggunakan Apache 2.4.25 sebagai web
servernya, dan menggunakan PHP 7.1.21 sebagai bahasa pemrogramannya.

CVE List:

¥/ Online Penetration Testing an- X | [T Site repart for techerunchicom X | &

CVE - Search Results X | Kunpulan Website Yang Berguna - X |
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<« (A

@ @ nhttps:/pentest-tools.com home# B e & Search

[m Vulnerabilities found for server-side software

Risk
Level

CWS5 CVWE

CVE-2018-15518

CVE-2017-7678

CVE-2017-7662

CVE-2017-3168

CVE-2017-3167

Summary Exploit

University of Washington IMAP Toolki 2007F on UNIX, a5 used in imap_open()
in PHP and other products, launches an rsh cormmand (by means of the
imap_rimap function in e-clientimapdr1.c and the tcp_aopen function in
osdepfunisitcp_unis,o without preventing argument injection, which might
allow remote attackers to execute arbitrary 05 commands if the IMAP server
name is untrusted input (e.g,, entered by a user of aweb applicatian) and if
rsh has been replaced by a program with different argument semantics. For

EDE-I0:45514

example, if rsh is a link to ssh (as seen on Debian and Ubuntu systems), then
the attack can use an IMAP server name containing a ™oProxyCommand”
argument.

In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_mime can
read one byte past the end of a buffer when sending a malicious Content Type
response header.

The HTTP strict parsing changes added in Apache hetpd 2.2.32 and 2.4.24
introduced a bug in token list parsing, which allows ap_find_token(] to search
pastthe end of its input string. By malicieusly crafting a sequence of request
headers, an attacker may be able to cause a segmentation fault, ar to force

ap_find_taken() to return an incorrect value.

In Apache hitpd 2.2 before 2.2.33 and 2.4 before 2.4.26, mod_ssl may
dereference a NULL painter when third-party modules call
ap_hook_process_connection(] during an HTTP request to an HTTPS port.

In Apache httpd 2.2, before 2.2.33 and 2.4.x before 2.4.26, use of the
ap_get basic_auth_pwl) by third-party modules outside of the authentication
phase may lead to authentication requirements being bypassed.

PHP 7.1.21

hetp_server
2425

hetp_server
2425

hrep_server
24.25

hetp_server
2425

i @ =

2142
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In Apache httpd 22,0 to 2.4.29, when generating an HTTP Digest
authentication challenge, the nonce sentto prevent reply attacks was not

CVE20181312  correctly generated using a pseudo-random seed, In a cluster of servers using
& comman Digest suthentication configuration, HTTP requests could be
replayed across servers by an attacker without detection,

http_server
2425

gdimageColoriateh in gd_color_match.c in the GD Graphics Library (ska
LibGD) 2.2.5, as used in the imagecolormateh function in PHP before 5.6.40,

CUE019-6577  Taxbefore 71,26, 7.2 before 7,214, and 7.3.x before 7.3.1, has & heap-based FHP 7.1.21
buffer overflow This can be exploited by an attacker who is able to trigger
imagzcalormatch calls with crafied image data.

extlimap/php_imap.cin PHP 5.4 and 7.4 before 7,30 allows remote attackers
CVE-2018-19935  to cause 3 denial of service [NULL pointer dereference and application crash) PHP 7.1.21
wvia an empty string in the message argument to the imap_mail function.

ext/standardfvar_unserializer.c in PHP 5.x through 7.1.24 allows attackers to
CVE-2018-19288  cause a demial of service (application crash) via an unserialize call for the com, PHR7.1.21
dotnet, or variant class,

extfstandardfvar.c in PHP 5. through 7.1.24 on Windows allows sttackers to
cause a denial of service (NULL painter dereferznce and application crash)
CVE2018-19285  because com and com_safearray_prasy return MULL in com_properties_getin PHP 7.1.21

ext/comn_dotnet/cam_handlers.c, as demonstrated by a serialize call on
COM("WScript.Shell").

> Details

Insecure HTTP cookies
Cookie Name Flags missing
inConinte Garira Hitnfnhe

2142
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TraceRoute:

A Open Visual Trace Route 1.7.1 - o El

| @) Traceroute | @ snier | | [=] whois Mxn | (@ | B8] 5 i www.seatguru.com W Timeout OB © |

# | | Country Town Lat Lon P | Hostname | I o I
2 ™ indonesia Jakarta -6.1744 106.8294 172.28.34.81  (None) 83 58

3 ™ Indonesia Jakarta -6.1744 106.8294 172.28.257 (None) 81 52

4 ™ indonesia Jakarta -6.1744 106.8294 10.45.201.65 (None) 81 58

5 ™ Indonesia Jakarta -6.1744 106.8294 10.45.201.74  (None) 64 61

6 ™ Indonesia Jakarta -6.1744 106.8294 115.178.161.. (None) 64 T

7 ™ Indonesia Jakarta -6.1744 106.8294 115.178.161.. (None) 1 71

8 ™ Indonesia Bekasi -6.2349 106.9896 27.50.30.9 ip-27-50-30-9.cepat. 82 73

9 EE United Stat.. Los Angeles 34.0494 -118.2641 38.142.32.177 te0-1-0-10.ccrd lax. 64 346

United Stat.. (Unknown) 37.751
11 5 United Stat.. (Unknown) 37.751

154544485 be2931.ccr31.phx01 1 1"
154544266 be2929.ccr21.elp01 1 12,

2 EE United Stat.. (Unknown) 37.751 154.54.28.129 be2690.ccr42.atiol 36 311 0
United Stat.. (Unknown)  37.751 154.54.24.221 be2113.ccr42.deca0t.. 1. 26.. 0
14 EE United Stat.. (Unknown)  37.751 -97.822 154.54.46.33  be3472.ccr3a2bos01.. 1.. 313 0 2
15 EE United Stat.. (Unknown)  37.751 -97.822 1542453174 te0-0-1-3.nr11.b024.. 17 609 O @
16 @~ > 37.751 -97.822 ¥ & 0 <1 0
17 E United Stat.. Needham .. 42297 -71.2196  198.102.235.. (None) 1. 12 23. @Y
18 &5 United Stat.. Needham.. 42297 -71.2196  198.102.235.. opshtiplb.dtripadvis.. 2.. 85 0 @y

500 Km!

22:01
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V] Open Visual Trace Route 1.7.1 -

| @) Traceroute H 5 sSniffer wnois | | 200 | | || [ || &) é i www.seatguru.com W Timeout 0 @ O &
# | | Country Town Lat Lon P | Hostname | L B 1> PN o N A
2 ™= indonesia  Jakarta 61744  106.8204 172283481 (None) 83 58 0 @
3 ™ indonesia  Jakarta 64744 1068204 17228257  (None) 81 52 0 @
4 ™ indonesia  Jakarta 61744 106.8204 10.45.201.65 (None) 81 58 0 @
5 ™ indonesia  Jakarta 64744 106.8204 10.45.201.74 (None) 64 61 0 @
6 ™ indonesia  Jakarta 64744 106.8204 115178.161.. (None) 64 71 0 @
7 ™ indonesia  Jakarta 64744 106.8204 115178.161.. (None) 1.7 0 @
8 ™ indonesia  Bekasi 62349 106.9896 27.50.309  ip-27-50-30-9cepat.. 82 73 18 (@
9 EE United Stat.. LosAngeles 340494  -118.2641 3814232477 te0-1-0-10.ccrétlax.. 64 346 14.. @
United Stat.. (Unknown) — 37.781  -67.822  15454.44.85 be293t.cor3iphx0l.. 1. 11. 18. @
United Stat.. (Unknown) ~ 37.781  -67.822  15454.42.66 be2929.ccr2t.elp0l... 1. 12. 0 @
United Stat.. (Unknown) — 37.781  -67.822  15454.28.129 be2690.ccré2ati0l.. 36 311 0 @
nited Stat.. (Unknown) ~ 37.751  -97.822  15454.24.221 be2i13.ccré2dcadt.. 1. 26.. 0 @
nited Stat.. (Unknown) ~ 37.751  -97.822  15454.4633 be3472.ccr32bos0l.. 1. 313 0 @
= United Stat.. (Unknown) — 37.781  -67.822  154.24.53.174 {e0-0-1-3nr11b024.. 17 609 0 (@
* ¥ 37781 07822 * - 0 <1 0
M | 17 5 United Stat.. Needham.. 42297 712196  199.102235.. (None) 1. 12, 23. @Y
18 EE United Stat.. Needham.. 42207  -712196  199.102.235.. opshtiplb.dtripacvis.. 2.. 85 0  @[¥
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