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Oleh;
Nama 	: Kiki Arifudin
Nim 		: 09040581721011
Prodi		: TEKNIK KOMPUTER DAN JARINGAN


DIPLOMA KOMPUTER
FAKULTAS ILMU KOMPUTER 
UNIVERSITAS SRIWIJAYA

[bookmark: _GoBack]
A. www.Telkomsel.com

· ip : [42.255.196.45]

1. Hasil scanning dengan menggunakan netcraft

· Akselerator web adalah server proxy yang mengurangi waktu akses situs web. Dengan menggunakan Varnish
· Sisi server
Termasuk semua teknologi utama yang terdeteksi Netcraft berjalan di server seperti PHP. Dengan ssl
· Sisi klien
Termasuk semua teknologi utama yang berjalan di browser (seperti JavaScript dan Adobe Flash). Menggunakan javascript
· Pengkodean Karakter
Sistem pengkodean karakter terdiri dari kode yang memasangkan setiap karakter dari repertoar yang diberikan dengan sesuatu yang lain seperti pola bit, urutan bilangan alami, oktet, atau pulsa listrik untuk memfasilitasi transmisi data (umumnya angka atau teks) melalui jaringan telekomunikasi atau untuk penyimpanan data. Dengan utf 8
· Kompresi HTTP
Kompresi HTTP adalah kemampuan yang dapat dibangun ke dalam server web dan klien web untuk memanfaatkan bandwidth yang tersedia dengan lebih baik, dan memberikan kecepatan transmisi yang lebih besar antara keduanya. Dengan menggunakan Gzip content encoding

2. Wayback.com

Hasil scanning dengan menggunakan wayback, di dapati data target berupa tampilan website di setiap update. Berikut salah satu screenshot yang menampilkan halaman home website pada tanggal 8 februari 2005.
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3. Scaning dengan menggunakan robtex.com
Dari hasil scanning yang di dapat dengan menggunakan website robtex didapati onformasi berupa IP address dan beberapa informasi mengenai website target seperti pada gambar berikut.
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4. Scanning dengan menggunakan WHOIS.COM

Dari hasil scanning dengan menggunakan website whois.com di dapati informasi website target berupa informasi IP address dan beberapa info lainnya seperti pada foto berikut.
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5. Dan berikut foto ping terhadap website target.
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6. Analisis wireshark

Sebelum melakukan analsisi dengan menggunakan wireshark berikut adalah ip addres dari computer.
[image: ]
Dari proses anlisis wireshark didapati proses 3-way handshake sebagai berikut.

Foto menunjukkan FIN bahwa pengirman segmen TCP tlah selesai dan ACK.
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Foto berikutnya menunjukkan bahwa paket data UDP sudah di terima dengan tanda ACK
[image: ]		 




		



A. www.mudah.my

· IP address [103.10.43.133]
1. NETCRAFT.com

Dari hasi scanning dengan munggunakan netcraft.com di dapati informasi sebagai berikut.
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2. web.archive.org

dari hasil scanning website target dengan menggunakan wayback di dapati infromasi update pada pada website target dan berikut foto yang menunjukkan tampilan muka website pada tanggal 30 Agustus 2010.
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3. robtex.com

dari hasil scanning dengan menggunakan robtex, di dapati informasi dasar seperti apda foto berikut ini.

[image: ]

4. Ping ip dengan CMD

Berikut merupakan foto ping IP website target dengan menggunakan CMD

[image: ]

Hasil ping yang dilakukan di dapati gagal (time out).

5. Analisis Wireshark
Berikut merupakan foto yang menunjukkan pengiriman paket data dari user ke server  website target.
[image: ]
Berikut merupakan foto yang menunjukkan notifikasi penerimaan paket data dari server website ke user.
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B. www.jakarta.go.id

· IP Address [103.209.7.21]
1. Netcraft.com

Dari hasil scanning dengan menggunakan netcraft didapati informas website target berupa IP Address dan beberapa informasi seperti pada foto berikut.
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2. archive.org

dari hasil scanning website target dengan menggunakan way back di dapati informasi update dan tampilan muka website seperti pada foto berikut, website target melakukan update tampilan pada tanggal 1 Agustus 2013.
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3. robtex.com

dari hasil scaning dengan menggunakan robtex, di dapati informasi sebagai berikut
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4. ping cmd
berikut hasil ping dnegan menggunakan CMD

[image: ]

5. analisis wireshark

berikut merupakan hasil dari analisis menggunakan wireshark yang menunjukkan diterimanya pengiriman  paket data dari user ke server website target.

[image: ]
	
Berikut merupakan hasil analisis yang menunjukkan pengiriman sinyal dari server website target ke user.

[image: ]
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his section shows related hostnames and ipnumbers

202.3.208.138 | 43.255.196.45 | ns3.telkomsel.com | 202.3.208.11 mail.telkomsel.com | 202.3.219.8
1 results shown. | |1 results shown. | [nsé.telkomsel.com | 202.3.219.99 1 results shown. 1 results shown.
T |ns3.telkomsel.co.id |  resuts shown.

ns4.telkomsel.co.id
results shown.
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ick summary of the host name
telkomsel.com quick info

General
FQDN telkomsel.com
Host Name
‘Domain Name telkomsel.com
Registry com
TLD ‘com

DNs

1P numbers 43.255.196.45
Name servers ns3.telkomsel.com

ns4.telkomsel.com
ns3.telkomsel.co.id
ns4.telkomsel.co.id

Mail servers mail.telkomsel.com
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telkomsel.com

@ Domain Information

Domain:

Registrar:

Registered On:

Expires On:
Updated On:
Status:

Name Servers:

telkomsel.com

Network Solutions, LLC

1996-06-14

2019-06-13

2018-10-03

clientTransferProhibited

nsZLtelkomsel.com
ns2.telkomsel.com
ns3.telkomsel.com
ns4.telkomsel.com

Updated 6 daysago
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Admin Postal Code:
Adnin Country: ID
Adnin Phone: +62.215240811

Adnin Phone Ext:

Adnin Fax: +62.2152906121

Adnin Fax Ext

Adnin Email: hstmaster@telkomsel.co.id

Registry Tech ID:

Tech Name: Dewa Suyanto, Febyandhika

Tech Organization: PT. TELKOMSEL

Tech Street: Telkomsel Smart Office - TSO

Tech City: JAKARTA

Tech State/Province: DKT

Tech Postal Code: 12710

Tech Country: D

Tech Phone: +62.215240811

Tech Phone Ext:

Tech Fax: +62.2152966121

Tech Fax Ext

Tech Email: hostmaster@telkonsel.co.id

Name Server: NS1.TELKOMSEL.COM

Name Server: NS2.TELKOMSEL.COM

Name Server: NS3.TELKOMSEL.COM

Name Server: NS4.TELKOMSEL.COM

DNSSEC: unsigned

Registrar Abuse Contact Email: abuse@web.con

Registrar Abuse Contact Phone: +1.8093337680

URL of the ICANN WHOIS Data Problem Reporting System: http://udprs.internic.net/
>>> Last update of WHOIS database: 2019-61-38T12:50:05Z <<<

12718
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Raw Whois Data

Donain Name: TELKOMSEL.COM
Registry Domain ID: 2148368 _DOMAIN_CON-VRSN

Registrar WHOLS Server: whois.networksolutions.com

Registrar URL: http://networksolutions.con

Updated Date: 2018-63-81762:23:487

Creation Date: 1996-86-14T64:00:007

Registrar Registration Expiration Date: 2019-86-13T64:60:007
Registrar: NETWORK SOLUTIONS, LLC.

Registrar TANA TD: 2

Reseller:

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferprohibited

Registry Registrant I
Registrant Name: PT. TELKOMSEL

Registrant Organization: PT. TELKOMSEL
Registrant Street: Telkomsel Smart Office - TSO
Registrant City: JAKARTA

Registrant State/Province: DKI

Registrant Postal Code: 12718

Registrant Country: ID

Registrant Phone: +62.215246811

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: hostraster@telkomsel.co.id
Registry Admin ID:

Adnin Name: Dewa Suyanto, Febyandhika

Adnin Organization: PT. TELKOMSEL

Adnin Street: Telkomsel Smart Office - TSO
Adnin City: JAKARTA

Adnin State/Province: DKT

Admin Postal Code: 12718
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icrosoft Windows [Version 16.6.16299.964]
(c) 2017 Microsoft Corporation. All rights reserved.

:\Users\zarda>ping ww. telkomsel.com

pinging wa.telkonsel.com [43.255.196.45] with 32 bytes of data:
[Reply from 43.255.196.45: bytes-32 time-15ms TTL=247
[Reply from 43.255.196.45: bytes-32 time=17ms TTL=247
[Reply from 43.255.196.45: bytes-32 time-15ms TTL=247
[Reply from 43.255.196.45: bytes-32 time-14ms TTL=247

ping statistics for 43.255.196.45:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 14ms, Maximum = 17ms, Average = 15ms

:\Users\zarda>
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lireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::f8ef:6flb:Sbae:f2f3%2
IPv4 Address. 16.117.148.1106 ||

Subnet Mask . L. .. ... :255.255.192.0

Default Gateway . . . . . . ... :10.117.128.1
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No.

Destnation Protocol _Length Info

S9s67a | 157.240.25.35 10.117.148.120 | TLsvi.3 . 86 Application Data
o722 temrisste  157.260.25.35 T 54 49965 + 443 [ACK] Seq-1159 Ack=5356 Win-66048 Len-o
lorees  eam7siiie 157.240.25.35 T 54 49965 + 443 [ACK] Seq-1159 Ack-5388 Win-66048 Len-o
(079393 20.36.222.39 16.117. 145, 443 + 49897 [ACK] Se

157-240.25.35 16.117. 145 e e o< e e ey Apal e
0417148100 20.3 [TCP ACKed unseen segnent] 49857 + 443 [ACK] Seq
017148110 157.240.2 [TCP Dup ACK 204#1] 49965 - 443 [ACK] Set

16.117. 145, [TCP Previous segnent not captured] 443 + 49857 [AK]

148,110 | 43.255.1%. 54 49356 + 443 [FIN, ACK]
as110 10422445112 cr 54 49955 - 443 [FIN, ACK] Seq-556 Ac
site 1eesmeran T 54 49964 + 443 [FIN, ACK] Seq-1130 Ack=4260 Win-64768 Len=0
s 2eamisae T 54 49960 + 443 [FIN, ACK] Seq-1666 Ack=3621 i
st 157.200.25.35 = 54 49965 + 443 [FIN, ACK] Seq-1159 Ack=5388 i
esitie 7adzs.ein = 54 49957 + 443 [FIN, ACK] Seq-1 Ack-1 Win=256 Len-0
site ieecmaram T 54 49963 + 443 [FIN, ACK] Seq-1236 Ack=4269 Win-64512 Ler
lesitie 7azs.eise T 54 49966 + 443 [FIN, ACK] Seq-2557 Ack=5266 Win-66048 Le

976135
.976450
976797
.977094
.977333
.977550
.977989.

Ve
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Time. Source. Destination

10.117.145.110 43.255.196.45

10.117.145.110 74.125.24.113

10.117.145.110 74.125.24.139

10.117.145.110 74.125.24.154
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= Background

Site title Not Present Date first seen  February 2009
site rank 152344 Primary English
language
Description ot Present
Keywords Not Present
Netcraft Risk  0/10
Rating [FAQ]
£ Network
site http://www.mudah.my Netblock Owner Mudah.my Sdn Bhd
Domain mudah.my Nameserver  ns1.p13.dynectnet
1P address 103.10.43.133 (VirusTotal) DNS admin zone-admin@dyndns.com
1pv6 address  Not Present Reverse DNS  unknown
Domain unknown Nameserver
registr organisation
Organisation  unknown Hosting Oradle
company
Top Level Malaysia (.my) DNS Security  unknown
Domain Extensions

Hosting country EXJ iy
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= Hosting History

Netblock owner

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

Mudah.my Sdn Bhd Suite 20.03 The Gardens South Tower Mid Valley City Lingkaran Syed
putra

1P address

103.10.41.109

103.

103,

103.

103,

103.

103,

103.

103,

103.

10.43.

10.41.

10.41.

10.43.

10.43.

10.41.

10.41.

10.43.

10.43.

133

131

100

133

131

100

131

131

133

os

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Web

nginx

nginx

nginx

nginx

nginx

nginx

nginx

nginx

nginx

nginx

Last seen

Refresh

11-May-2017

10-May-2017

30-Apr-2017

28-Apr-2017

7-Apr-2017

29-Mar-2017

28-Mar-2017

3-Mar-2017

2-Mar-2017

22-Dec-2016
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= Sender Policy Framework

A host's Sender Policy Framework (SPF) describes who can send mail on its behalf. This is done by publishing an SPF record containing a series of
rules. Each rule consists of  qualifier followed by a specification of which domains to apply this qualifier to. For more information please see
openspf.org.

Qualifier Mechanism Argument
+ (Pass) a

+ (Pass) mx

=+ (Pass) ip4 103.10.40.0/22

+ (Pass) ip4 120.138.92.126/32
=+ (Pass) ip4 52.74.51.121/32

+ (Pass) ip4 121.123.155.21/32
=+ (Pass) ip4 121.123.155.22/32
+ (Pass) ip4 168.245.77.143/32
=+ (Pass) ip4 167.80.108.138/32
+ (Pass) ip4 52.220.91.248/32
=+ (Pass) include _spf.google.com

+ (Pass) include spf.cintindex.com

- (Fail) all




image16.PNG
€ > C (Y @& nhttps//web.archive.org/web/20100830180940/http://www.mudah.my/

INTERNET AREnIvE [nitp/rwvw mudah.my/

OO+ 00 copures

22 5ep 2008 -5 Feb 2010

Mudah.my is a simple idea: buy and sell basically everything and
find jobs, cars for sale, houses for sale, mobile phones for
MY sle. computers for sale, and properties for sale in your

region conveniently! Select the region of your choice and find the

The marketplace of Malaysia  best deal among 600799 ads online!

Login to PRO Niaga Perlis

- Kedah

Penang

v

Kelantan

cars

Terengganu
Perak

Pahang

Selangor

Kuala Lumpur

IBREAEREREEREERERERARARERERAREREERERER]

Negeri Sembilan

Kata|
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! k summary of the host name

www.mudah.my quick info

General
FQDN www.mudah.my
Host Name v
Domain Name  mudah.my
Registry my
TLD my
Domain DNS
Name servers ns1.p13.dynect.net

ns2.p13.dynect.net
ns3.p13.dynect.net
nsd.p13.dynect.net

Mail servers aspmx.L.google.com
alt1.aspmx.|.google.com
alt2.aspmx.|google.com
alt3.aspmx. | google.com
alt4.aspmx. | google.com

IP Numbers. 103.10.41.109
103.10.41.132
103.10.43.133
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:\Users\zarda>ping www.mudah.my

Pinging waw.mudah.my [103.16.41.132] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 163.10.41.132
Packets: Sent = 4, Received

o, Lost = 4 (166% loss),
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No. Time Source. Destination Protocol  Length Info

7 3.038589 Cisco_c2:60:: Broadcast ARP. 42 Gratuitous ARP for 10.117.164.133 (Reply)
5 3.240336 Cisco_c2:60: Broadcast ARP. 42 Gratuitous ARP for 10.117.140.22 (Reply)
9 6.053416 Cisco_c2:60:: Broadcast ARP. 42 Gratuitous ARP for 10.117.140.35 (Reply)
10 6.452029 Cisco_c2:60: Broadcast ARP. 42 Gratuitous ARP for 10.117.140.36 (Reply)
11 6.530938 Cisco_c2:60:: Broadcast ARP. 42 Gratuitous ARP for 10.117.140.41 (Reply)
12 7.520151 Cisco_c2:60:: Broadcast ARP. 42 Gratuitous ARP for 10.117.140.30 (Reply)
13 8.227724 10.117.145.110 103.10.41.109 Tcp 66 53346 > 443 [SYN] Seq-0 Win-64240 Len=p MSS=1460 WS=256 SACK_PERI=1
14 8.283495 103.10.41.109 10.117.145.110 Tcp. 66 443+ 53346 [SWN, ACK] Seq=0 Ack=L Wir
15 5.283615 10.117.148.110 103.10.41.109 I 54 53346 > 443 [ACK] Seq=1 Ac]
16 5.234614 10.117.145.110 103.10.41.109 TISVi.2 571 Client Hello
17 5.321160 103.10.41.109 10.117.145.110 TLSV1.2 206 Server Hello, Change Cipher Spec, Encrypted Handshake Message
18 5.321549 10.117.145.110 103.10.41.109 TLSV1.2 105 Change Cipher Spec, Encrypted Handshake Message
5.324266. 103.10.41.109 10.117.145.110 Tcp. 54 443 > 53345 [ACK] Seq=1 A

21 5.332499 10.117.145.110 103.10.41.109 TLSV1.2 976 Application Data
22 3.383301 10.117.145.110 103.10.41.109 Tcp 5453346 > 443 [FIN, ACK] Seq-1491 Ack=153 Win=65536 Len=p
23 5.334618 103.10.41.109 10.117.145.110 Tcp. 54 443 - 53345 [ACK] Seq-153 Ack=1491 Win=32125 Len=
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9 6.058416 Cisco_c2:60:40 Broadcast ARP 42 Gratuitous ARP for 10.117.140.35 (Reply)

10 6.452029 Cisco_c2:60:40 Broadcast Arp 42 Gratuitous ARP for 10.117.140.36 (Reply)
11 6.530938 Cisco_c2:60:40 Broadcast Arp 42 Gratuitous ARP for 10.117.140.41 (Reply)

12 7.520151 Cisco_c2:60:40 Broadcast ARP 42 Gratuitous ARP for 10.117.140.30 (Reply)

13 8.227724 10.117.145.110 103.10.41.109 T 66 53346 > 443 [SYN] Seq-0 Win=64240 Len=p MSS=1460 WS=256 SACK_PERI=1

14 5.283496 103.10.41.109 10.117.145.110 T 66 443 > 53346 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=p MSS=1460 SACK_PERI=1 WS=128
15 5.283615 10.117.145.110 103.10.41.109 T 54 53346 > 443 [ACK] Seq-l Ack=1 Win=65536 Len=p

16 5.234614 10.117.145.110 103.10.41.109 TLSV1.2 571 Client Hello

17 5.321160 103.10.41.109 10.117.145.110 TLSV1.2 206 Server Hello, Change Cipher Spec, Encrypted Handshake Message

18 5.321549 10.117.145.110 103.10.41.109 TLSV1.2 105 Change Cipher Spec, Encrypted Handshake Message

19 3.324266 103.10.41.109 10.117.145.110 Tcp. 54 443 5 53346 [ACK] Seq=1 Ack=518 Win=30336 Le; =

21 5.332499 10.117.145.110 103.10.41.109 TLSV1.2 976 Application Data

22 3.383301 10.117.145.110 103.10.41.109 T 5453346 > 443 [FIN, ACK] Seq-1491 Ack=153 Win=65536 Len=p

23 8.384618 103.10.41.109 10.117.148.110 TP 54 443 > 53346 [ACK] Seq=153 Ack=1491 Win=32128 Len=0
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= Background

Site title

Netcraft Risk
Rating [FAQ]

Beranda | Portal Resr Date first seen
Jakarta
Primary
language

Portal Resmi Pemerintah Provinsi DKI Jakarta
Not Present.

0/10 U

September 1998

Indonesian
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= Hosting History

Netblock owner

Diskominfo DKI Jakarta Government / Direct Member IDNIC JI. JI. Medan Merdeka Selatan No.
8-9 Jakarta Pusat, Indonesia

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

PT Telkom Indonesias customer.

1P address

103.200.7.21

118.97.66.21

118.97.66.7

118.97.66.7

118.97.66.7

118.97.66.7

118.97.66.7

118.97.66.7

118.97.66.7

118.97.66.7

os

unknown

unknown

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Web server

unknown

unknown

Apache/2.2.3
Red Hat

unknown

Apache/2.2.3
Red Hat

unknown

Apache/2.2.3
Red Hat

perf-Toolkit

Apache/2.2.3
Red Hat

unknown

Last
seen
Refresh

28-Nov-
2016
12-0ct-
2016
16-Nov-
2015
17-Sep-
2015
16-Sep-
2015
15-Sep-
2015
a-sep-
2015
2-Sep-
2015
1-Sep-
2015
13ul-
2015
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!mck summary of the host name

www jakarta.go.id quick info
General
FQDN www jakarta.go.id
Host Name v
DomainName jakarta.go.id
Registry. go.id
LD id
Domain DNS
Name servers ns1 jakarta.go.id

ns4 jakarta.go.id
ns5 jakarta.go.id

Mail servers mail. jakarta.go.id
1P Numbers 103.209.7.21
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:\Users\zarda>ping waw.jakarta.go.id

Pinging wau.jakarta.go.id [163.209.7.21] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
[Request timed out.

ping statistics for 103.269.7.21:
Packets: Sent = 4, Received = ©, Lost = 4 (106% loss),
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12
13

18
17
12
13
20
21
2
23

Time.

1.
1.

sraapass

sasa12
287567

900014
364633

539325
540632
552728
553890
554227
554275

554763

563445

Source.
Cisco_c2:60:40
Cisco_c2

10.117.145.110
Cisco_c2:60:40

10.117.145.110
10.117.145.T18
103.209.7.21
103.209.7.21
103.209.7.21
10.117.145.110
10.117.145.110
10.117.145.110

Destination
Broadcast
Broadcast

74.125.130.113
Broadcast

103.209.7.21
103.209.7.31
10.117.145.110
10.117.145.110
10.117.145.110
103.209.7.21
103.209.7.21
103.209.7.21

Protocol  Length Info

ARP 42 Gratuitous ARP for 10.117.152.184 (Reply)
ARP 42 Gratuitous ARP for 10.117.143.59 (Reply)
Tcp 54 53644 > 443 [ACK] Sex Win=253 Le;

ARP 42 Gratuitous ARP for 10.117.152.191 (Reply)

TP 54 53645 > 443 [ACK] Seq=1 Ac]
TLsvi.2 571 Client Hello

Tcp 54 483 > 53645 [ACK] Seq=1 Ack=518 Win=4657 Len=0
TLSv1.2 156 Server Hello, Change Cipher Spec

TLSvi.2 99 Encrypted Handshake Message

Tcp 54 53645 > 443 [ACK] Sex
TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message
TLsvi.2 1001 Application Data

Win=64240 Ley
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Cisco_c:

10.117.145.110
10.117.145.110
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