1. Kasus joe Jacob
Alat yg digunakan : foremost, iHex, Autopsy
0s : MacOs High Sierra

e Gunakan foremost untuk melihat data2 dalam file image, output disimpan dalam
folder “hasil”
0 e [ Documents — -bash — B80x=24

Last login: Tue Dec 11 16:82:19 on tTtysAAA =]
faizs—iMac:~ faizmuhammad$ foremost
foremost: Jusrflocalfetc/foremost.conf: Mo such file or directory
ERROR: fUsers/faizmuhammad/output is not empty
Please specify another directory or run with -T.
faizs—iMac:~ faizmuhammad$ cd
faizs-iMac:~ faizmuhammad$% ls

Applications Library Pictures
Desktop Movies Public
Documents Music

Downloads NetBeansProjects

faizs-iMac:~ faizmuhammad$ cd Documents

faizs—iMac:Documents falzmuhammad$ foremost -1 image -o hasil

foremost: fusrflocal/etc/foremost.conf: No such file or directory

Processing: image
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faizs-iMac:Documents faizmuhammad3 [J

e Terdapat 3 file dalam image

eCe audit.txt
Foremost wersion 1.5.7 by Jesse Kornblum, Kris Kendall, and Mick Mikus
Audit File

Foremost started at Tue Dec 11 @9:14:22 2018

Invocation: foremost -i image -o hasil

Configuration file: fusrfiﬁféi?ng?¥6remost.conf """""
File: image

Start: Tue Dec 11 @89:14:22 2018

Length: Unknown

Num Name (bs=512) Size File 0ffset Comment
[} PRRRRRT3. jpg E KB 37376

1: APRRRR33.0le 21 KB 16856

2: a0peR1L4. zip 2 KB 53248

Finish: Tue Dec 11 89:14:22 2018

3 FILES EXTRACTED

ipg:i=1
ole:= 1
zip:= 1

e Karena file .ole tidak tidak dapat dibuka, maka dilihat dlu
File sighaturenya menggunakan iHex.




| DECFL1ER A1E114EL RRGAEEOD GRRGAEEA BORRGARE AEEARAER SEG0E36R || .. ... . >

28 | FEFF@98A GGARGAEE HRORRORE GEEOREOR G1AGEEGE 23AGEAGH AREAERGE | | .. #

56 | GE16ARGA ZEARGREE HLARAGAE FEFFFFFF GEAEEEEE 22ABE08H FFFFFFFF E: R

B4 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF || 2o v sesesnsnmsnsnnsnsnnsnss
112 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF || 4o s sus s snssnsnssnsnsnnsnss
14 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF | | 2o e seesasnnsnsnssnsnnnnsnss
168 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF | | 4o v sus s snssnsnsnnsnsnnsnss
196 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF | | 2o v suesasnnsnsnssnsnnnnsnss
224 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF || 4o s sus s snssnsnsnnsnsnnsnss
252 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF || 4o v sessasnnsnsnssnsnnnnsnss
288 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF || 4o v sus s snnsnsnsnnsnsnnsnss
388 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF | | 2o v sessasnssnsnssnsnnnnsnss
336 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFFE FFFFFFFF [ | 4o s e s eeneennm e
364 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF [ | oot se e e eeneannnenes
392 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF [ | oo e s e s eeeneeenm e
422 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF FRFFFFFF | 2 e e e e eenacaeaneas
448 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF FRFFFFFF | & e s eneenaenmeas
476 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FRFFFFFF FFFFFFFF FRFFFFFF | & e e e e e eeaaananeas

5@4 | FFFFFFFF FFFFFFFF ECABC1AA 35488964 HEABFALl? BFEBE0ER BBEEEE1A | [ ........... ba -
532 | HEEBAEEE PAAREEACA SDEBCAAR BECAGZE4 626ACF32 CF3Z000R PRADEREA o bjbj.z2.2
569 | IERBAEEE FARBEACR REBACRAER A9041088 2120800 ADEGA0ER ADSGEBEEA " AWK

588 | 90A3ABEA AARBEECA AEROCERR AOCEREEE HEREEBEE ABEBEEER EBEEEEEA | | .
616 | BADEABER FFFFEFBR A0EABRRE HEBREE0E FFFFOFER BR0CEREA OOaREeaa .. ..

644 | FFFFAFER BRADEARE AHEARERE BEBEARHE BEARDEAD SSPEA0EA BEAESZAL | | .. o z2
677 | BADEADEA BAAESZE1 ABEA3ZZA1 FEEEEEA0E BEEA3-A1 BEECEREA BEAR3ZA1 z z z z
789 | iEFBREEE AARE3Z01 PEAACAAER BACA3ZE1 FEAR14600 BEEEEEER EEAEEEEEA z2 z2

728 | BEEB4681 PAAREEA0R REEE0ZAE3 BECAE0EE CFEARZARS BEEEO0ER PEOEZABS F * * *
756 | BEFBAEEA AAREZADS PEEACCAR AECA30E3 CEARECAD BEEE4681 PEAEEEEEA * <1 F

7EL | BERATEAT AAREEGER AEAA4ERS AACAAREE FEAR4EAS BREBEEER ABARYERS a] . N N N

4 bytes selected at offset O out of 21504 bytes

e File tersebut memiliki header untuk file office, maka dicoba untuk dibuka
menngunakan word
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Jimmy Jsagle
616 Jungle Ave Apt2
Jengle. NY 11111

Jimmy

Dude, yuur pot must 20 Be best - 1 made Be cover of High Times Magazine! Thanks for
sendug ¢ the Cover Page. Wiat do you put in your soil when you plast the marijuess
seads? At least | koow your prowing & asd not sone guy is Columbis

These kids, Sy 10l me masijoans lea'1 ad&otive, dut they don't siop huyuag fhom me
Man, I'm sare glad you told me abest targating the high schood students. You mest have
some experience. I2's ke a pumranieod paveheok. Thesr parears give them money for
lunch snd 12ey spend ot on my stuff I'm an eotreprensur. Am | onty one you sl 0?7
Mayte I can decorse dstributor of the yea!

I ensiled yoo e schedule that T ees aslng, T ihink & elps e cover mysell aad sot be
prediceve. Tell me what you think. To opes it, use the same pesyword fam you somt me
betore with that file. Talk w0 yoa lsmer.

Theaks,

Jee

B Z s M0OF - . @4 BC
e Terdapat pesan dari supplier joe, termasuk nama dan alamatnya.
e Selanjutnya pada cover page.jpg ketika dibuka dengan ihex terdapat

“pw=goodtimes” yg kemungkinan adalah password yg disebutkan pada surat

diatas.



Selanjutnya file scheduled visit, ketika dicek signaturenya dengan ihex
ternyata merupakan file zip.

Ketika mencoba membuka file zip tsb, terdapat password, kemudian dicoba
menggunakan password “goodtimes”

Setelah dibuka, didalam file zip tsb diketahui sekolah2 lain tempat joe
berjualan marijuana

1 Month DAY HIGH SCHOOLS
2 2002

3 April Monday (1) Smith Hill High School (A)
4 Tuesday (2) Key High School (B)

5 Wednesday (3) Leetch High School (C)

6 Thurscay (4) Birard High School {D)

7 Friday (5) Richter High School (E)

8 Menday (1) Hull High School (F)

9 Tuesday (2) Smith Hill High School (A)
10 Wednesday (3} Key High School (B)

1 Thursday (4) Leetch High School (C)
12 Friday (5) Birard High School (D)

13 Menday (1) Richter High School (E)
14 Tuesday (2) Hull High School (F)

15 Wednresday (3) Smith Hill High School {A)
16 Thursday (4) Key High School (B)

17 Friday (5) Leetch High Scheol (C)
18 Monday (1) Birard High School (D)

19 Tuesday (2) Richter High School (E)
20 Wednesday (3) Hull High School (F)
21 Thursday (4) Smith Hill High School (A)
22 Friday (5) Key High School (B)
23 Monday (1) Leetch High Scheol (C)
24 Tuesday (2) Birard High School (D)
25 |May
26 Wednesday (3} Richter High School (E)
27 Thursday (4) Hull High School (F)
28 Friday (5) Smith Hill High School {(A)
29 Menday (1) Key High School (B)

30 Tuesday (2) Leetch High School (C)
31 Wednresday (3) Birard High School (D)

32 Thursday (4) Richter High School (E)
33 Friday (5) Hull High School (F)

34 Monday (1) Smith Hill High School (A)

4 ) Sheet1 Sheet2 Sheet3 +
soal:

1. Whois Joe Jacob's supplier of marijuana and what is the address listed for
the supplier?
Jimmy jungle,
626 Jungle Ave Apt 2 Jungle, NY 11111

2. What crucial data is available within the coverpage.jpg file and why is this
data crucial?
Password : goodtimes, karena pass itu merupakan password untuk file
zip yg berisi jadwal tempat berjualan joe

3. What (if any) other high schools besides Smith Hill does Joe Jacobs
frequent?
Leetch High School, Birard High School, Richter High School, Key High
School, dan Hull High School

4. For each file, what processes were taken by the suspect to mask them
from others?
Jimmyjungle.doc -> dihapus
Cover page.jpgc - > sebenarnya merupakan file jpg



Scheduled visits.exe -> sebenarnya merupakan file zip yg dipassword
yang didalamnya terdapat file xIs.
What processes did you (the investigator) use to successfully examine the
entire contents of each file?
Dijelaskan diatas

2. Soal analisis foto
Alat yang digunakan : iHex
Operating system : MacOS High Sierra

Kedua file dibuka
editan dengan

28

56

Bi
112
148
168
196
224
252
LB8
3@8
336
364
392
478
448
476
Sas
532
508
588
616
g4
672
7aa
728
756
784

FFDSFFEL
ARE1A3CA
AE9EALBE
Jalalabeda 5 ala]
Jalalaalaala]
AdE4A1:32
812488835
GEZARAEE
29983238
BEETaaEE
Jalalaalaala]
fala T 1a s ala|
AEE1ABEE
AlgzE2e:
Jals g atalalala|
GF6Za5EA
AE111REF
ACACACHC
AEBD1AEE
acecacil
ACACACHC
AGFFC481
AEETASES
ABREETES
Azedz112
TZ620143
17DZERE:
ERFERGEE

AzAZA182

menggunakan iHex, terlihat bahwa file foto 4.jpg merupakan hasil
operating system windows

photoshop CC 2018 dengan

1E344575
[alafalalaulzn e
BEA3EEEE
BEELERES
BRACELZG
BEAZEEEE
[alalatsalalary
GF74EFT3
31383431
BEE43832
B3CHARES
BEA1AAAG
B17ABLES
Jalalsgyalalzla]
BEA1FFDS
64588088
BCECEFLS
ACACECAC
BE1A148E
acacecac
FFCaEBa11
jelglalalalalzu
BAABE1AE
BOBARELA
F1a54151
B7ZR92R3
GEFZESE4
ToER964G
A48408584

[elat s alae]
[alalaje1alalals}
AEE1AEEZ
AEEEEL14
Jalalajedalalals]
Ad14AEE8
AEE4AFCER
GEaFTEZA
30343132
323148681
Jalalak alalals]
ABEAAL1A
AEE3AEE8
Jalalaaalalz]
FFEDABAC
AEE1FFDE
181313518
ACACACEC
AEAE1414
ACECAcEC
Jalaaalalals]
ARALALAL
A1656161
aaaiadal
61132271
FAELF163
C3DETEES
BaCalaED
ARAGATET

A0 DB
Aa1A5EA
AEaaa11Z
Jalala L5 5 ala]
Jalalahalala
AADEETES
AEEEZT18
43432032
ZH3135354
AEa3a8EE8
JalalahRalaala]
falaa ot aala|
AEE1A8EZ
19AABEEE
41646F62
AEG4A8EC
13131811
ACACACHC
AEBEAERE
acacacec
TORIAlLE
AlalaiEa
A1a1a161
A38za48:
G132a614
73351642
F34a2794
Faa?47eY
AR5 35E1

BRREERES
BEARALAZ
BEA3EEEE
Jala]qs Nafalza]
Jalalalalau e
BEA4BEEE
BEBAFCEE
B a6os B |
33383433
BEELFFFF
Jaaaalalalsls|
BEA1ARAA
BEABEZAL
Jalals s falalz E]
BERF 4340
BEAGAEAY
BCACHCAC
BCACECAC
14118CAC
BCacecac
BREZ1161
[afafalalalslala}
BEABBEEE
BEETEEAS
91416142
Bz532644
A4EERE495
B7TTE T
BEAZ11A3

BEACALAE
[alafale1alafals}
BEA1AEAL
BEA4E11E
Jalalajedafalals]
BAEA1AEAA
BEEEZT18
ZER7a96E
e tal alalal]
BEERAERZ
Jalalalalafalals]
A17z2a116
[alalakialalala}
[alak seafala e
BBEZFFEE
BSECASA
BACACL1AC
ACACACAL
ACACAC1L
Bacacacac
B31181FF
[alafalsla)elals}
[alafalslalalay
BERAEACSS
Z32415R2
93546445
C4D4E4F4
ATETCTDT
21311=2R4

AREEEEa
Jalalajelaalala}
AEEAA115
ARREEEER
a3 ala]
AFECABEA
41646F52
G4aF 77T
Ada43088
BEa4a8E8
Jalalalalax (i)
Jalalalatalalal}
AEE1A8E8
ARR1EEEa
ABBE4164
AC11ABEA
ACACACHT
ADAEAEED
118CACHC
acacacec
DDARE4ERa
Alaza4a5
BAERZAZES
A1aREz11
C1623354
CZ2437436
4EEECEDS
ETFT1iE8
41h161°71

@ out of 385160 bytes
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Sedangkan foto 3.jpg merupakan foto asli yang diambil menggunakan iPhone 8 plus



24

48

72

96
128
144
168
192
216
248
264
288
312
336
308
384
438
432
456
488
St
528
552
576
i)
624
648
672

FFDEFFEL
Jalalapaialalas]
ARRSAAEE
ARREAAEE
Jalalapalilalals]
il et alals]
Jalalagialalalz]
GEBEZASE
ARRL313E2
JhIA3TEE
Jalalalalalals]
Jalalaulalale)
A148086
AaR4a16:2
Jalala s alas]
alal Nl a]a]s]
Jalalaulalalz]
JalalaE {4 5]
ARR4 3235
AaE430831
Jalalalalalals]
ARA1AREZ
ARELAAEE
ARE1aa1C
Jalala {4 ae]
AEZCARaE
ARAE3Z358
F1353431
TADAAARE

ZECD45TE
ARBEABEA
ABRE1EREE
HBE1AEEE
falalalatalalala)
ABE1AREL
ARE1ABEA
ZEEAACTS
ZE388888
BE2BT29%
e
AREASEEA
H2669084
A3889281
29692683
BZA69267
ARBAYZE4
HZB6927C
3EBAgZ9:2
JEEAAREL
AFCAARES
AREAAZAL
HEEAAGES
HBEAA4RE
BAEECA+33
A771ZAREE
F1383451
3EE43151
[e27aREE

[agel T atila]ala]
AR9zAl1A
ARRaa114
ARAEALZE
AREOALSE
Jalalalatayy 3e]
A73EARER
Jracdalalalalsz]
323A3138
Jalalafatalalals)
Jalaladeiilalala]
Jalalajgialalss]
ARRZAREE
ARRARAEE
JalalaF¥alalals]
il et a]a]s]
ARARAREE
Jalala e a5 ]
AREZAREE
Jala a4 5 ]
Jalalak alalala]
Jalalajgialalss]
ARRSAREE
ARRSAAEE
Jalala et o s ]
Jalalalalla]als]
3343151
2323134
TE4EFFFE

A04DEEZ 4
BREZARAA
BREEAERE
BEE3EE08
falalapalalala)
BEE4EEEE
B37441°7a
BE45EE0E
3H313E54
BEE1E8E68
BEE1ABE:
BRE43A52
BE1486006
BEE18E8E
falalaulalalals)
BEE1ABES
BRE1ABAA
B42EaRaE
BRE43255
BEE1FFFF
BEE1ABEE
BRE1A1AA
BEE1AEAE
BEE18E8E
BRBEAEEE
BEE1ABEE
ZR3EF154
3B3A3A5E
19098682

Jalalalalalal a0
AABEAREE
ARE1AAEE
AAR1AAE2
AE1 48886
Jalal il a]a]s]
THGCARER
Jalal e 4] 5 ]
F1312a32
BzBoG290
Jalalalatara ey
32319083
A2 749161
AZEE9z2E2
B29E9z64
BEEEZES
AZAESZ14
AZBE9291
JEABAREE
BERBAREZ
AEDEAZLT
AAEAA4EZ
AERBA4EE
AARAA452
A7ACA+3T
Jalalag {ila]a]s]
3R3A3A58
geada ] a]5 ]
ER31808:

BEEEE1EF
ARSEA112
BRAGE11E
BEREE151
BEECAZ13
BEDEGGEZ5
EORAGSEF
BBE45EE0E
315343558
falaalata]alala|
BEEZAEEE
BREZABAA
BEETERRE
BEREAERE
falalaPtalalala)
(a1 5]
falalzicialalals|
BEEZERAE
BRETAEEE
BER4EE68
BEEZAEEE
BREZABAA
BEAZERAE
BEREAERE
BRRZEEEE
BEESEEEE
38PA325A
El41868608
BRREERAE

215 out of 3419124 bytes
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