1. Kasus joe Jacob
Alat yg digunakan 	: foremost, iHex, Autopsy
OS			: MacOs High Sierra

· Gunakan foremost untuk melihat data2 dalam file image, output disimpan dalam folder “hasil”
[image: ]
· Terdapat 3 file dalam image
[image: ]
· [bookmark: _GoBack]Karena file .ole tidak tidak dapat dibuka, maka dilihat dlu  
File signaturenya menggunakan iHex. 
[image: ]
· File tersebut memiliki header untuk file office, maka dicoba untuk dibuka menngunakan word
[image: ]
· Terdapat pesan dari supplier joe, termasuk nama dan alamatnya. 
· Selanjutnya pada cover page.jpg ketika dibuka dengan ihex terdapat “pw=goodtimes” yg kemungkinan adalah password yg disebutkan pada surat diatas.
· Selanjutnya file scheduled visit, ketika dicek signaturenya dengan ihex ternyata merupakan file zip.
· Ketika mencoba membuka file zip tsb, terdapat password, kemudian dicoba menggunakan password “goodtimes”
· Setelah dibuka, didalam file zip tsb diketahui sekolah2 lain tempat joe berjualan marijuana
[image: ]

soal:
1. Who is Joe Jacob's supplier of marijuana and what is the address listed for the supplier?
Jimmy jungle, 
626 Jungle Ave Apt 2 Jungle, NY 11111
2. What crucial data is available within the coverpage.jpg file and why is this data crucial?
Password : goodtimes, karena pass itu merupakan password untuk file zip yg berisi jadwal tempat berjualan joe
3. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent?
Leetch High School, Birard High School, Richter High School, Key High School, dan Hull High School
4. For each file, what processes were taken by the suspect to mask them from others?
Jimmyjungle.doc -> dihapus
Cover page.jpgc - > sebenarnya merupakan file jpg
Scheduled visits.exe -> sebenarnya merupakan file zip yg dipassword yang didalamnya terdapat file xls.
5. What processes did you (the investigator) use to successfully examine the entire contents of each file?
Dijelaskan diatas

2. Soal analisis foto
Alat yang digunakan : iHex
Operating system : MacOS High Sierra

Kedua file dibuka menggunakan iHex, terlihat bahwa file foto 4.jpg merupakan hasil editan dengan photoshop CC 2018 dengan operating system windows[image: ]Sedangkan foto 3.jpg merupakan foto asli yang diambil menggunakan iPhone 8 plus
[image: ]
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eoce [ Documents — -bash — 80x24.

Last login: Tue Dec 11 16:62:19 on ttysees
faizs-iMac:~ faizmuhanmadS foremost
foremost: /usr/local/etc/foremost.conf: No such file or directory
ERROR: /Users/faiznuhammad/output is not empty

Please specify another directory or run with -T.

faizs-ivac:~ faiznuhanmads cd
faizs-iMaci~ faizmuhammads s

Applications Library Pictures
Deskzop Movies Public
Documents Music

Downloads NetBeansProjects.

faizs-ivac:~ faiznuhanmadS cd Documents

faizs-ivac:Docunents faiznuhanmads foremost —i image o hasil

foremost: /usr/local/etc/foremost.conf: No such file or directory

Processing: image

| foundat=Scheduled Visits.x1s?71471
7D77177H7<K2Uq?07 74675 7~UF2INV0?77 " 6T7. #27R7E

4-aNTIbPA 27 7RE7
2 277K75KUMP777a_725AR7; 70K 27
7122722008

«l

Foizs-ivac:Docunents faizmuhannads [l





image2.png
00 | audit.txt
Forenost version 1.5.7 by Jesse Kornblun, Kris Kendall, and Nick
Audit File

Foremost started at Tue Dec 11 @ 2 2018
Invocation: foremost i image -o hasil
Output directory: /Users/faiznuhannag/Docunents /hy

Configuration file: /usr/local/etc/foremost.conf

File

inage
Start: Tue Dec 11 09:14:22 2018
Length: Unknown
Num Name (bs=512) size File Offset  Comment
o 00000073 jpg 8 k8 37376

00000033 .0le 21 k8 16896
2 00000104, 2ip 2 k8 53248

Finish: Tue Dec 11 09:14:22 2018

3 FILES EXTRACTED

Foremost finished at Tue Dec 11 09:14:22 2018





image3.png
| DACFLLER ALBLLAEL 0PORGAZ0 ORGARORO GAZORORG GOPORGNG 3ERGA30D
28| FEFFa90 aca0n0na B0RORGAR PORGAROR RLOROROR 230RORGD ORORGOED
56| aeLonana 25a0nana B1p0RBE FEFFFFFF MGAROROR 22080RG0 FFFFFFFF
4| FFFFFFFF FRFFFFFF FEFFFFFF FFFFFFFF FFFFRFFT FFFFFFFR FFFFFRFE
112 FRFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFTF
140 FRFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFRFF FEFFFFTF
168 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FEFFFFTF
16 | FRFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FEFFFFTF
224 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFRE
252 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFRE
280 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFFE
308 | FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFRE
336 | FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFRE
364 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFRE
392 | FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFFE
420 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FEFFFFFF FFFFFFRE
445 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFEF FFFFFFFF FFFFFFRE
476 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFEFF FFFFFFEF FEFFFFFF FFFFFRE
S04 | FFFFFFFF FFFFFFFF ECASCL00 35408994 GOROFO12 BFORG0R pRGORLD
532 | eaoanan opasaRan SDABENRO OEBNS26A G26ACF32 CF320800 PRGOROR
560 | eananan oRaRaRan P0RBORO 09841600 22120008 ADSEABOR ADSEDROR
583 | Spazanae opaRaRan R0ABORO 0ABORORO GORORORE HORORGOR PORBOROR
516 | annapan FFFFaFan apodaNna 0aBNRaRa FFFFOFeR BOROROR pRBOROR . .
644 | FFFaFan 0p0paean 0p00B0R0 0ABORORA GORORORA SGPORB0R PRAGZOL || .. .2

672 | eaoanan opaRa2al pAIZEL GRBORORG GORO3CRL BORORGOR PREGZOL 2 2 2 2
700 | eaonanan opanazal peanRa GaBA32EL GORO14MA BOROROR PRGOROR 2 2

728 | o401 nRORGRGN RORZAZG OREARORO GABOZAR3 BORORGRR RORAZAD3 || F * * *
756 | aopanan opaR2AG RRACHA RBA3GR3 BORORCHR BORO4GO1 PORBOROR * 6 F
754 | paneoa? oRoREsan RR4ERG OPBARORO GARO4ER3 BORORGRG PORGSEQ3 || o . N N N

4 bytes selected at offset 0 out o 21504 bytes




image4.png
@ Word File Edit View Insert Format Tools Table Window Help Q IR ® ¢ Tue0943 &

o a 8 =

Insert  Design  Layout References  Mailings  Review  View

Times NewRo.. |12 +| A~ Av @i+ Ap

AuBbCeD@E AaBDCCDC AaBDCCDC  AsBbCcDGEe  AaBbCeDiEc  AdBDCEDUEC [

B I U ~abe X; x? No Spacing Heading 1 Tl Subtitle Subtie Emph_ | Emphasis Styles

Pane

e I R

Jimmy Jungle
626 Jungle Ave Apt 2
Jungle, NY 11111

Jimmy:

Dude, your pot must be the best - it made the cover of High Times Magazine! Thanks for
sending me the Cover Page. What do you put in your soil when you plant the marijuana
seeds? At least I know your growing it and not some guy in Columbia.

These kids, they tell me marijuana isn’t addictive, but they don’t stop buying from me.

Man, 'm sure glad you told me about targeting the high school students. You must have

3 some experience. It's like a guaranteed paycheck. Their parents give them money for
Iunch and they spend it on my stuff. I'm an entrepreneur. Am I only one you sell to?

5 Maybe I can become distributor of the year!

7 Temailed you the schedule that I am using. I think it helps me cover myself and not be
predictive. Tell me what you think. To open it, use the same password that you sent me

- before with that file. Talk to you later.

2 Thanks,

3 Joe
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