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1. Analisis Forensik Image File
The scenario is: Joe Jacobs, 28, was arrested yesterday on charges of selling illegal drugs to high school students. A local police officer posed as a high school student was approached by Jacobs in the parking lot of Smith Hill High School. Jacobs asked the undercover cop if he would like to buy some marijuana. Before the undercover cop could answer, Jacobs pulled some out of his pocket and showed it to the officer. Jacobs said to the officer "Look at this stuff, Colombians couldn't grow it better! My supplier not only sells it direct to me, he grows it himself." 
Jacobs has been seen on numerous occasions hanging out at various local high school parking lots around 2:30pm, the time school usually ends for the day. School officials from multiple high schools have called the police regarding Jacobs' presence at their school and noted an increase in drug use among students, since his arrival. 
The police need your help. They want to try and determine if Joe Jacobs has been selling drugs to students at other schools besides Smith Hill. The problem is no students will come forward and help the police. Based on Joe's comment regarding the Colombians, the police are interested in finding Joe Jacob's supplier/producer of marijuana. 
Jacobs has denied selling drugs at any other school besides Smith Hill and refuses to provide the police with the name of his drug supplier/producer. Jacobs also refuses to validate the statement that he made to the undercover officer right before his arrest. Upon issuing a search warrant and searching of the suspect's house the police were able to obtain a small amount of marijuana. The police also seized a single floppy disk, but no computer and/or other media was present in the house. 
The police have imaged the suspect's floppy disk and have provided you with a copy. They would like you to examine the floppy disk and provide answers to the following questions. The police would like you to pay special attention to any information that might prove that Joe Jacobs was in fact selling drugs at other high schools besides Smith Hill. They would also like you to try and determine if possible who Joe Jacob's supplier is. 
Jacob's posted bail set at $10,000.00. Afraid he may skip town, the police would like to get him locked up as soon as possible. To do so, the police have asked that you have the results fully completed and submitted by October 25, 2002. Please provide the police with a strong case consisting of your specific findings related to the questions, where the findings are located on the disk, processes and techniques used, and any actions that the suspect may have taken to intentionally delete, hide and/or alter data onthe floppy disk. Good Luck! 
Any names, locations, and situations presented are completely made up. Any resemblance to any name, locations and/or situation is purely coincidence.

a. image file download url : http://old.honeynet.org/scans/scan24/image.zip 
b. Who is Joe Jacob's supplier of marijuana and what is the address listed for the supplier? 
Jawab:
Supplier dari Joe Jacob adalah Jimmy Jungle dan alamatnya 626 Jungle Ave, Apt 2. Jungle, NY 11111
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c. What crucial data is available within the coverpage.jpg file and why is this data crucial? 
Jawab:
	Data itu penting karena setelah dianalisis terdapat sting “pw=goodtimes” yang berguna untuk membuka file Scheduled Visits.exe dimana file Scheduled Visits.exe akan diubah jadi file Scheduled Visits.zip
[image: forensik 6]

d. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent? 
Jawab:
Setelah dianalisis dan file Scheduled Visits.exe diubah menjadi Scheduled Visits.zip, terdapat file Scheduled Visits.xls yang berisikan jadwal kunjungan Jae Jacob ke beberapa sekolah, seperti Key High School, Leetch High School, Birard High School, Richter High School, Hull High School.
[image: ]
e. For each file, what processes were taken by the suspect to mask them from others? 
Jawab:
· File cover page.jpgc telah dimanipulasi sehingga upaya untuk menganalisis file ini akan menmapilkan byte yang disetel ke “F6”.
· Untuk file Jimmy Jungle.doc telah dihapus.
· Untuk file Scheduled Visits.exe sebenarnya jenis file .zip yang telah diubah sebelumnya serta file tersebut dilingungi dengan kata sandi.

f. What processes did you (the investigator) use to successfully examine the entire contents of each file? 
Jawab:
Dengan menggunakan Autopsy 4.9.1, lakukan otopsi file image dari hasil ekstraksi image.zip menggunakan aplikasi ini. Terdapat 3 file yang dicurigai yaitu file cover page.jpgc, Jimmy Jungle.doc dan Scheduled Visits.exe. Untuk file Jimmy Jungle.doc, diklakukan ekstraksi file sehingga terdapat isi pesan yang ditujukan kepada Jimmy Jungle oleh Joe Jacob. Kemudian analisis berikutnya yaitu file cover page.jpgc yang hex valuenya sudah di manipulasi. Setelah dianalisis file file cover page.jpgc ini, terdapat string ”pw=goodtimes”. Kemudian analisis terakhir dilakukan pada file Scheduled Visits.exe. Hasil analisisnya, file tersebut ternyata file yang berformat .zip yang apabila diekstrak akan diminta password. Password yang digunakan yaitu password yang telah ditemukan pada hasil analisis dari file cover page.jpgc. Setelah file Scheduled Visits.zip berhasil di ekstraksi, terdapat file Scheduled Visits.xls yang berisikan jadwal dan tempat yang dikunjung.


2. Analisa Forensik Gambar/Foto
Melakukan forensic pada 2 gambar/foto dengan melakukan analisa pada metadata gambar/foto, membandingkan yang mana asli dan yang mana palsu.
	Jawab:
	Setelah dilakukan analisis pada file 3.jpg dan file 4.jpg. file 3.jpg menunjukan bahwa gambar tersebut diambil dengan menggunakan kamera Apple iPhone 8 Plus dan waktu pengambilan pada tanggal 11 Oktober 2012 pukul 21:50:08 sehingga file 3.jpg ini merupakan gambar ASLI.
[image: ]

Hasil analisa dari file 4.jpg menunjukkan bahwa gambar tersebut telah diubah dengan menggunakan aplikasi Adobe Photoshop CC 2018 dan waktu diubahnya gambar ini pada tanggal 12 Oktober 2018 Pukul 18:38:36. Serta pada tampilan gambar 4.jpg dapat dilihat perubahan yang terjadi yaitu terjadi pada nomor remote 0 tetapi telah dihapus sehingga nomor 0 sudah tidak ada dan juga perubahan yang terjadi pada kata “SONY” diganti menjadi “ONY”, sehingga gambar 4 merupakan gambar PALSU.


[image: ]
[bookmark: _GoBack]	
image4.png
(&) Hex Workshop

[C:\Users\Arfah\Desktop\TUGAS STUDI KASUS FORENSIK\TUGAS FOTO\3.J

File Edt Disk Options Tools Plugins Window Help NEE

FSHSH A RBAE R ] e8| RwEH e

2l AL IEY)

- o2 2B s el ZlEE= = cnlE 12 13 14 15 0123456789ABCDEF012345 ";“"“”“"“ nnnnnnn"gg"

2| llocoooooon D8 FF E1 2E CD 45 78 69 66 . CExif..MM.%...... ||Dotaatofisctd :

2| [loooooo1e oF 02 00 06 00 ies 65 s

2| llooooooz2c 98 12 03 0o 01 o

5| [fooo00042 00 a6 1B 0s 00 28737

~|||lpoooooss 01 02 00 31 02 2737

— [locooooer 00 14 00 BC 13 1819308097 3
00000084 04 00 01 00 DO 1819308097
0000009A 00 74 7941628311,
00000080 5794162831199... | |
000000CE 2.
000000DC 11626892¢+027
000002 231508516079
00000108 <invalid>
0000011E OL-Feb-35 -
00000134 . [Expression Calc r x|
(GHE S - Signed ~|[3zpit ~

gne: i
00000160 . ezeta)
0000176 . . . T
396

Tswewes ] I I 12 [ campare Resuts s

» »
Member 5] Value (dec) & Value (hey) & Size [§) Type Source [§)  Count )  Count [§)  Target §)  Count [  Count &)

Wi Credun | Bnd | & Bookmars

output

Cursor: 00000163 Caret: 000000DB__ Sek:-0000003D _ OVR MOD REAL





image5.png
Options Tools Plug-dns Window Help

EECECNITLY

BnEaHS @ -en

> ALY

- 0 1 2 3 & 5 6 7 8 9 A B C D E F 10 11 12|13 14 15 0123456789ABCDEF012345 (Data Ispector e

8| [locooooss o0 01 00 03 00 00 01 1a 00 05 00 00 00 01 00 00 00 A4 01 1B 00 Data at offset 1x000000C0:

2| [lococooez 00 00 00 01 00 00 00 ac 01 28 00 03 00 00 00 01 00 02 00 00 0L s 6

2||looocoos4 00 02 00 00 00 22 00 00 00 B4 01 32 00 02 00 00 00 14 00 00 00 o

5| [loooooosa 87 65 00 04 00 00 00 01 00 00 00 EC 00 00 01 24 00 08 00 08 00 25665

%! [loooooomo 00 0a Fc 8o 00 00 27 10 00 0a Fc 80 00 00 27 10 25665

— [looocooce 1651467329
00000nC 1651467329
000000F2 7516543357896610.,
00000108 00 03 00 00 00 01 FF FF 00 00 A0 02 00 04 00 00 00 01 00 00 03 T516543397896610.,
0000011E 20 03 00 04 00 00 00 01 00 00 05 00 00 00 00 00 00 00 00 06 01 1089.
00000134 00 03 00 00 00 01 00 06 00 00 0L 1A 00 05 00 00 00 01 00 00 01 11039996021
00000142 01 1B 00 05 00 00 00 01 00 00 0L 7& 01 28 00 03 00 00 00 01 00 204205654194
00000160 00 02 01 00 04 00 00 00 01 00 00 01 82 02 02 00 04 00 00 00 <invalid>
00000176 00 15 AA 00 00 00 00 00 00 00 48 00 00 00 01 00 00 00 48 00 oL-Feb-30
boooo1sc 01 FF D8 FF ED 00 OC 41 64 6F 62 65 SF 43 4D 00 02 FF EE 00 123402
00000122 64 6F 62 €5 00 64 80 00 00 00 01 FF DB 00 84 00 OC 08 08 08 <invalid>
00000188 oc 05 09 0C 11 OB 0A 0B 11 15 OF 0C 0C OF 15 18 13 13 15 13 4552002-May-22
000001CE 18 11 Oc 0C Oc OC 0C OC 11 OC OC OC OC OC 0C OC 0C 0C OC 0C 0C <invalid>
000001E4 0C OC OC 0C OC OC 0C OC 0C OC OC OC OC O0C 0C 01 0D OB 0B 0D OE 0100000101100100.,
000001FA 10 OE OE 10 14 OE OE OE 14 14 OE OE OE OE 14 11 0C 0C 0C 0C 0OC =
00000210 11 Oc Oc 0C Oc OC 0C 11 0C OC OC OC OC OC 0C OC 0C 0C OC 0C 0C Bxpresson Goc. rex
00000226 0C 0C 0C OC OC 0C 0C OC 0C 0C 0C 0C 0C 0C FF €O 00 11 08 00 A0 [signed  +|[32bit -]
0000023c 78 03 01 22 00 02 11 01 03 11 01 FF DD 00 04 00 08 FF C4 01 3F R
00000252 00 01 05 01 01 01 01 01 01 00 00 00 00 00 00 00 03 00 01 02 04
00000268 06 07 08 09 0A OB 01 00 01 05 01 01 01 01 01 01 00 00 00 00 00 00 .
206 . Eval |

e —" P T LT 22y —

& Member 161

/. Chedesum





image1.png
MTUBES putopy Sl L e e L w0  ES————— TR, e e

Case View Tools Window Help.

e Adéomascurce R sgeston [ Comricatons 55, Tivlne 1] GenrateReport | ) CoseCase

[ pC—— | arkepordseacn
€ & | tstng NEE
= Jimg_mage 9 Reslt]
@ DataSources Tabe
&2 image
i Sorpharfies @ Neme S C Location Modified Tine: Change Time. Access Time Created Tme sz Fiags@ir)  Fiag
Lyl $CarvedFies (1) i) sorphanFies fimg_image//§OrphanFiles  0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 o Alocsted Al
W stnaloc (1) ATt 0000-00-0000:00:00  0000-00-0000:00:00  0DOD0D-0000:0000  OOD-O0-0D0000:00 4608 Alocated Al
& % - a2 0000-00-0000:00:00  0000-00-0000:00:00  0DOD0D-0000:0000  OOD-O0-0D0000:00 4608 Alocated Al
Results
B xvacted Content ECS O000DU0C00D0  0ODODO0OO0D  DODG0DDOBO0D  DOOGOOOD0DN00D 512 Alocated Al
B A Keyword Hits i SCarvedFies Jimg_image{§CarvedFies  0000-00-00 00:00:00 0000-00-00 00:00:00  00D0-00-00 00:00:00 0000-00-00 00:00:00 ) Alocated  Allo
X Single Literal Keyword Search (0) | (g Sunalloc Jimg_imagejj$Unalloc 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 0 Alocated  Allo
K A Single Regular Expression Search (]|~ cover page jpgc 2002-09-11 08:30:52 1T 0000-00-00 00:00:00  2002-09-11 00:00:00 ICT  2002-03-11 08:50:27 ICT 15585 Alocated  Alo
% ashsettits
o o . Jmmy Jungle doc 20020415 14:42:301CT  0ODO-0D-0000:00:00  2002-09-11 00000 ICT  2002:09-11 08:49:491CT 20480 Lnalocated L
R e, Scheded vit.exe 0020524 (2052 1CT | O000ADO0CBODTD 200205-11 OOANODICT 20020941 CBSORICT 1000 Alocsted Al
@l Accounts ] i J o
Tags
& Reports. Indexed Text File Metadata | - Other Occurrences |

Page: 1 of 1 Text Source: [File Text

iy dungie

€26 Jungie v 2pe 2

sungie, we 11111

Dute, yous pov mise be the bese - ic made he cover of Hish Times Magsaine! Tasnks for senting me che Cover Page. What do you puc in your oil vhem you plane the marijusns sesds?

These kids, hey cell me marijuans isw'e sddiceive, bu they dew' sop buping from me. Man, I'm sure gisd you old me sbous sasgesing the high school seudencs. You mise have som

< erpesicnce. Iu'a like a quersntecd paycheck. Their pacents give them money for unch and they spend it on my Svuff. I'm an cmvrepreneur. dm I only sne youw seil so? Magbe I cam
I mailed you che schedule thac I am using. I chink ic helps me cover myself nd ot be prediceive

Tell me whas you hink. To cpenm ie, use the same password thic you sent me be





image2.png
Gallery | List

=

Sortby:

picture_000000009
200.jpg

Found: 1 Shown: 1 Selected: 1

Properties  Picture Preview

Hex

00 01 02 03
0ocef0 00 00 00 00
00c£00 00 00 00 00
00c£10 00 00 00 00
00c£20  7077773d 67
00c£30 00 00 00 00
00c£40 00 00 00 00
00c£50 00 00 00 00
00c£E0 00 00 00 00
00c£70 00 00 00 00
00c£20 00 00 00 00
00c£30 00 00 00 00
00c£a0 00 00 00 00
00c£B0 00 00 00 00
00c£c0 00 00 00 00
00c£do 00 00 00 00
00cfe0 00 00 00 00

04
00
00
00
6f
00
00
00
00
00
00
00
00
00
00
00
00

05
00
00
00
6f
00
00
00
00
00
00
00
00
00
00
00
00

06
00
00
00
61
00
00
00
00
00
00
00
00
00
00
00
00

07
00
00
00
74
00
00
00
00
00
00
00
00
00
00
00
00

02
00
00
00
6
00
00
00
00
00
00
00
00
00
00
00
00

05
00
00
00
6d
00
00
00
00
00
00
00
00
00
00
00
00

0a
00
00
00
65
00
00
00
00
00
00
00
00
00
00
00
00

)
00
00
00
73
00
00
00
00
00
00
00
00
00
00
00
00

oc
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

0a
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

0e
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

of
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

~| ~Type comerter

Results found

Value

Size

Defaut
Unicode string
AsCllstring

@Bigendian O Litte endian

pw=goodtimes
wEBEE Y

pw=goodtimes

2
2
2

[ Hide empty values





image3.png
B Scheduled Visits [Compatibility Mode] - Excel = g

Insett Pagelayout  Formulas  Data RikiProtama 9 Share

o 3 Autosum - A,
Geners AR S i R ’e)

) Bru- o b % » | 9§ Conditional Formatas Cell | Insert Delete Format Sort& Find &
¥ Format Painter o 6e | Fclmallmg' Table~ Stylesw| <+ - v | LCear"  Fitero Selecte

Clipboard Number Styles. Cells Editing.

Copy

HIGH SCHOOLS

Monday (1) Smith Hill High School (A)
Tuesday (2) Key High School (B)
Wednesday (3)  Leetch High School (C)
Thursday (4) Birard High School (D)
Friday (5) Richter High School ()
Monday (1) Hul High School (F)
Tuesday (2) Smith Hill High School (A)
Wednesday (3)  Key High School (B)
Thursday (4) Leetch High School (C)
Friday (5) Birard High School (D)
Monday (1) Richter High School ()
Tuesday (2) Hul High School (F)
Wednesday (3)  Smith Hill High School ()
Thursday (4) Key High School (B)
Friday (5) Leetch High School (C)
Monday (1) Birard High School (D)
Tuesday (2) Richter High School ()
Wednesday (3)  Hull High School (F)
Thursday (4) Smith Hill High School (A)
Friday (5) Key High School (B)
Monday (1) Leetch High School (C)
Tuesday (2) Birard High School (D)

Wednesday (3)  Richter High School (E)
Thursday (4) Hull High School (F)
FIRAM sheetz | sheets ®

Ready  scroll Lock

o | &





