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Definition of SNMP 
Simple Network Management Protocol (SNMP) is a set of protocols for network management and monitoring. These protocols are supported by many typical network devices such as routers, hubs, bridges, switches, servers, workstations, printers, modem racks and other network components and devices. Supported devices are all network-attached items that must be monitored to detect conditions. These conditions must be addressed for proper, appropriate and ongoing network administration. SNMP standards include an application layer protocol, a set of data objects and a methodology for storing, manipulating and using data objects in a database schema.
The SNMP protocol is included in the application layer of TCP/IP as defined by the Internet Engineering Task Force (IETF) [https://www.techopedia.com/definition/5473/simple-network-management-protocol-snmp]
[image: https://cdn.ttgtmedia.com/rms/onlineImages/networking-snmp.png]

Component of SNMP
· SNMP agent: This program runs on the hardware or service being monitored, collecting data about various metrics like bandwidth use or disk space. When queried by the SNMP manager, the agent sends this information back to the management system. An agent may also proactively notify the NMS if an error occurs. Most devices come with an SNMP agent preinstalled; it typically just needs to be turned on and configured.

· SNMP-managed devices and resources: These are the nodes on which an agent runs.
· SNMP manager (aka NMS): This software platform functions as a centralized console to which agents feed information. It will actively request agents send updates via SNMP at regular intervals. What a network manager can do with that information depends heavily on how feature-rich the NMS is. There are several free SNMP managers available, but they are typically limited in their capabilities or the number of nodes they can support. At the other end of the spectrum, enterprise-grade platforms offer advanced features for more complex networks, with some products supporting up to tens of thousands of nodes.
· Management information base (MIB): This database is a text file (.mib) that itemizes and describes all objects used by a particular device that can be queried or controlled using SNMP. This database must be loaded into the NMS so that it can identify and monitor the status of these properties. Each MIB item is assigned an object identifier (OID). [https://searchnetworking.techtarget.com/definition/SNMP]








Scenario Topology 
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	Device

	
	Cloud 1
	R1
	R2
	R3

	Ip address
	192.168.10.2
	12.12.8.1
	12.12.8.2
	25.25.25.3



· Configuration on R1
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· Configuration on R2
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· Configuration on R3
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First of all we make a scenario topology in GNS 3 (Graphical Network Simulator 3), we have 4 component 3 router as agent and 1 pc as Manager. After we make a scenario topology we configure every device from pc until router 3, we configure using an ip address for each deivces and connected with OSPF. 
Before we open wireshark to capture the protocol we must try every device with PING! If already success we continue configure all of router for the snmp server to get protocol snmp in wireshark.


Capturing with wireshark and Monitor with PRTG

· Capture All protocol using Wireshark 
[image: ]

· Capture SNMP protocol using wireshark
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· Monitoring every routers with PRTG
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Visulization with Orange and Rapid Miner
· [image: D:\pie.png][image: D:\scatterpot full.png]Visualization with rapid miner
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To make visualization we can get the data from wireshark with format .csv we export to rapid miner to get visualization, we can choose so many visualization in this cace we use chart pie and scatter pot in rapid miner,  in rapid miner we take the data in wireshark for all protocol so we can know how many protocol we can get and make visualization 
· Visualization with Orange
[image: ]

For orange we make visualization just snmp protocol, so we export the data from wireshark with format .csv just for snmp protocol. in axis x we have source and in axis y we have destination.
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Rlfconf t
Encer configuration commands, one per line. End with CNTL/Z.

R1(config) Hint £20/0

R1(config-if) #no shut

R1(config-if) #ip address

“Mar 1 00:00:42.151: SLINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up

“Mar 1 00:00:43.151: SLINEPROTO-5-UBDOWN: Line protacol on Incerface FastEthernec0/0, changed state to up
R1(config-if)#ip address 12.12.8.1 255.255.255.0

R1(config-if) $int £a0/1

R1(config-if) no shut

R1(config-if)#ip address 12.12.8.1 255.255.255.0

“ar SLINK 3-UPDOWN: Interface FastEchernec0/l, changed state to up

“ar SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEchernec0/l, changed state to up
R1 (config-: 1f)llp ‘address 192.168.10.1 255.255.255.0

R1(config-if) #router ospf 1

R1 (config-router) fnetwork 12.12.8.0 0.0.0.255 are 0

R1 (config-router) fnecwork 192.168.10.0 0.0.0.255 are 0

R1(config-router)#

“Mar 1 00:05:23.179: $OSPF-S-ADICHG: Process 1, Nbr 25.25.25.2 on FastEthernec0/0 from LOADING to FULL, Loadi
ng Done

R1(config-router) fexit

R1(config) #snmp-server community dika rw

R1 (config) #f]
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R2fconf ©
Encer configuration commands, one per line. End with CNTL/Z.

R2 (config) Hint £20/0

R2 (config-if) no shut

R2(config-if) #ip address

“ar SLINK-3-UPDOWN: Interface FastEchernec0/0, changed state to up

“ar SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEchernec0/0, changed state to up

R2 (config-if) #ip address 12.12.8.2 255.255.255.0

R2 (config-if) $int £a0/1

R2 (config-if) no shut

R2 (config-1£)

“Mar 1 00:01:46.943: SLINK-3-UPDOWN: Interface Fastithernet0/1, changed state to up

“Mar 1 00:01:47.943: SLINEPROTO-5-UBDOWN: Line protacol on Incerface FastEchernecO/1, changed state to up

R2 (config-if) #ip address 25.25.25.2 255.255.255.0

R2 (config-if) #router ospf 1

R2 (config-router) fnetwork 12.12.8.0 0.0.0.255 are 0

R2 (config-router) fnetwork 25.25.25.0 0.0.0.255 are 0

“Mar 1 00:04:53.171: 30SPF-5-ADICHG: Process 1, Nbr 192.168.10.1 on FascEchernec0/0 from LOADING to FULL, Loa
ding Done

R2 (config-router) fnecork 25.25.25.0 0.0.0.255 are 0

R2 (config-router)#

“Mar 1 00:05:50.707: $0SPF-S-ADICHG: Process 1, Nbr 25.25.25.3 on FastEthernec0/1 from LOADING to FULL, Loadi
ng Done

R2 (config-router) fexit

R2 (config) #snmp-server community dika rw

R2 (config) #]
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R3fconf ©
Encer configuration commands, one per line. End with CNTL/Z.

R3 (config) Hint £20/0

83 (config-if) no shut

73 (config-1f)

“ar 1.187: SLINK-3-UPDOWN: Interface FastEchernec0/0, changed state to up

“ar 2.187: SLINEPROTO-S-UEDOWN: Line protocol on Interface FastEtherneto/0, changed state to up
R3(config-if) #ip address 25.25.25.3 255.255.255.0

R3 (config-if) #router ospf 1

83 (config-router) fnetuork 25.25.25.0 0.0.0.255 are 0

R3 (config-router)#

“Mar 1 00:04:50.711: $0SPF-S-ADICHG: Process 1, Nbr 25.25.25.2 on FastEthernec0/0 from LOADING to FULL, Loadi
ng Done

R3 (config-router) fexit

R3 (config) #snmp-server community dika rw

R3 (config) ¥
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Time. Destination Protocol _Length _Info
1 0.000000 2:00:0.. c 2:00:0.. LOOP 60 Reply

21022086  192.168.10.1  224.0.0.5 oser 90 Hello Packet

34352505 192.168.10.2  12.12.5.1 s 81 get-request 1.3.6.1.2.1.1.3.6
44.472215  12.12.8.1 192.165.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.6
54.482365  192.168.10.2  12.12.5.1 st 84 get-request 1.3.6.1.2.1.31.1.1.1.6.2
64.545208  12.12.8.1 192.165.10.2  SWHP 87 get-response 1.3.6.1.2.1.31.1.1.1.6.2
74.658430  192.168.10.2  12.12.5.1 e 81 get-request 1.3.6.1.2.1.1.3.6
54.764135  12.12.8.1 192.165.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.6
94.74393  192.168.10.2  12.12.5.1 st 84 get-request 1.3.6.1.2.1.31.1.1.1.16.2
104.888165  12.12.5.1 192.165.10.2  SNHP 87 get-response 1.3.6.1.2.1.31.1.1.1.16.2
114952500 192.168.10.2  12.12.5.2 e 81 get-request 1.3.6.1.2.1.1.3.6
125077202 12.12.5.2 192.165.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.6
135087399 132.168.10.2  12.12.5.2 st 84 get-request 1.3.6.1.2.1.31.1.1.1.6.4
14522859  12.12.5.2 192.165.10.2  SWHP 86 get-response 1.3.6.1.2.1.31.1.1.1.6.4
155238368 192.168.10.2  12.12.5.2 e 81 get-request 1.3.6.1.2.1.1.3.6
165.33628  12.12.5.2 192.165.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.6
175346391 132.188.10.2  12.12.5.2 st 84 get-request 1.3.6.1.2.1.31.1.1.1.16.4
18 5.45609  12.12.5.2 192.165.10.2  SWP 87 get-response 1.3.6.1.2.1.31.1.1.1.18.4.
196553470 192.168.10.2  12.12.5.1 e 81 get-request 1.3.6.1.2.1.1.3.6
206.687305  12.12.5.1 192.165.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.6
216.697406  192.168.10.2  12.12.5.1 st 84 get-request 1.3.6.1.2.1.31.1.1.1.6.4
226753486 192.168.10.2  12.12.5.2 e 81 get-request 1.3.6.1.2.1.1.3.6

23 6.808205  12.12.5.1 192.165.10.2  SWP 87 get-response 1.3.6.1.2.1.31.1.1.1.6.4
246818566 192.168.10.2  12.12.5.1 e 81 get-request 1.3.6.1.2.1.1.3.6
256.883221  12.12.5.2 192.165.10.2  SNHP 84 get-response 1.3.6.1.2.1.1.3.6

26 6.893535  192.168.10.2  12.12.5.2 st 84 get-request 1.3.6.1.2.1.31.1.1.1.6.2
27 690322 12.12.5.1 192.165.10.2  SWP 84 get-response 1.3.6.1.2.1.1.3.6
286913666 132.168.10.2  12.12.5.1 st 84 get-request 1.3.6.1.2.1.31.1.1.1.16.4

29 75185 12.12.8.1 192.168.10.0 e 77 eet-resnonse 1.3.6.1..1.31.1.1.1.10.4.
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Tme Source Destnation Protocol _ Length _Info

34.352505  192.168.10.2  12.12.8.1 stp. 81 get-request 1.3.6.1.2.1.1.3.0
L Galmms 12280 1m.068.00.2  swe 84 get-response 1.3.6.1.2.1.1.3.0

54.48235  192.168.10.2  12.12.8.1 stwp. 84 get-request 1.3.6.1.2.1.31.1.1.1.6.2

64.645208  12.12.8.1 192.168.10.2  SWHP 87 get-response 1.3.6.1.2.1.31.1.1.1.6.2

74.658430  192.168.10.2  12.12.8.1 stwp. 81 get-request 1.3.6.1.2.1.1.3.0

84.764135  12.12.8.1 192.168.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.0

94.774393  192.168.10.2  12.12.5.1 stwp. 84 get-request 1.3.6.1.2.1.31.1.1.1.10.2

10 4.888165  12.12.8.1 192.168.10.2  SWHP 87 get-response 1.3.6.1.2.1.31.1.1.1.10.2

11 4.952500  192.168.10.2  12.12.8.2 stwp. 81 get-request 1.3.6.1.2.1.1.3.0

125.07200  12.12.8.2 192.168.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.0

135.087399  192.168.10.2  12.12.8.2 stwp. 84 get-request 1.3.6.1.2.1.31.1.1.1.6.4

145.285  12.12.8.2 192.168.10.2  SWHP 86 get-response 1.3.6.1.2.1.31.1.1.1.6.4

155.238368  192.168.10.2  12.12.8.2 stwp. 81 get-request 1.3.6.1.2.1.1.3.0

165.33288  12.12.8.2 192.168.10.2  SWHP 84 get-response 1.3.6.1.2.1.1.3.0

17 5.344391  192.168.10.2  12.12.8.2 stwp. 84 get-request 1.3.6.1.2.1.31.1.1.1.10.4

18 5.45609  12.12.8.2 192.168.10.2  SwHP 87 get-response 1.3.6.1.2.1.31.1.1.1.10.4

196.553470  192.168.10.2  12.12.8.1 stwp 81 get-request 1.3.6.1.2.1.1.3.0 -
Ral i ] v
» Frame 3: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface 0 <
b Ethernet II, Src: 62; 50 (02:00; ), Dst: ca: 1 (ca:01: 3
b Internet Protocol Version 4, Src: 192.168.10.2, Dst: 12.12.8.1 3
© User Datagram Protocol, Src Port: 52223, Dst Port: 161 1
9000 c4 01 0a 00 00 O1 02 00 4c 4F 4% 50 05 00 45 00 [
0010 @ 43 06 33 00 00 50 11 55 cO cO aB Ga 62 Oc Oc  -C-3---- U,
0020 @8 01 cb £ 00 al 00 2¢ 7 bd 30 25 02 61 01 64 1 --0%

© 7 uts.pcapng ||| Packets: 284 - Displayed: 232 (51.7%) || profie: Default
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