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Di sini akan membahas kasus yaitu, tim cybercrime dari kepolisian telah menangkap
kelompok yang diduga melakukan judi online dan mendapatkan barang bukti seperti yang terdapat
dalam file dan folder terlampir, mohon bantuan untuk menemukan file yang merupakan bukti dari
aktifitas judi online tersebut.

1. Ditemukan berkas BB.tar.gz kemudian ekstrak berkas tersebut mengunakan archive
manager.

BB.targz

. e oac= !, P Open ~ *"’ Add Files [l Extract

Fimes . Back @ Location: =/
© Recent
W Home BB.tar.qz Name + | Size Type Modified
[ Desktop Il 7.1a.jpg 8,7k JPEGimage 20 Oktober 2014, 2...
DO Documents Il arsenal.jpg 31,5kB JPEGimage 27 Agustus 2014, 1...
< Downloads @autmunsnexe 594,3 kB DOS/Windo... 06 Oktober 2010, 0...
dd Music Il barcode.png 510 bytes PNGimage 20 Oktober2014,1...
[A Pictures Il belanda-coy.png 848,6 kB PNGimage  05Juni 2014, 16:32
H videos cerita.txt 3,2kB plaintextd... 20 Oktober 2014, 1...
@ Trash E] Hacking.pdf 10,9 MB PDF docum... 26 Pebruari 2013, 1...
Devices = | jah'rakal 52,4MB unknown 20 Oktober 2014, 1...
[E DATA-DATA Il kasus.png 34,3kB PNGimage 20 Oktober 2014, 2...
308 GBVolume =& Il linux.png 35,4kB PNGimage 02 April 2014, 08:29
[ computer [ malzilla_1.2.0.zip 2,5MB Ziparchive 20 Oktober 2014, 2...
MNetwork M piala.jpg 47,7kB JPEGimage 05 Juni 2014, 16:04
&2 Browse Network = | pilpres 73,4MB unknown 20 Oktober 2014, 1...
B connect to Server 13 objects (140,9 MB)
“BB.tar.gz" selected (140,9 MB)

2. Cek berkas barcode.png yang dicurigai mengandung key dan upload berkas barcode.png ke
https://zxing.org/w/decode.jspx maka didapatkan enkripsi base64
a290Y XJvX21pbmFtaQ==.
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#f Decode Succeeded ®
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#* Decode Succeeded

Raw text a290YXJvX21pbmFtald=

Raw bytes 41 46 13 23 93 05 95 84 a7 65 83 23 17 06 26 d4
67 46 15 13 d3 dB ec 11 ec 11 ec 11 ec 11 ec 11
ec 11

Barcode format QR_CODE

Parsed Result Type TEXT

Parsed Result a298YXJvX21pbnFtal=

3. Terjemahkan base64 tersebut dengan bantuan http://asciitohex.com didapatkan key
"kotaro_minami"

\(- & https://www.base64decode.org

BAS E64 Have t | with B: en thi s made for you! Use the super sim

Decode and Encode interested about the in of the B rmat, just read the detailed des

Other tools

Decode from Base64 format

Simply use the form below

a200Y XJvX21pbmFtaQ==

< DECODE » UTF-8 j You may also select input charset

(3 Live mode OFF | Decodes while you type or paste (strict format).
Note that decoding of binary data (ke images, documents, etc.) does not work in live mode.
&3 UPLOAD FILE | Decodes an entire file (max. 10MB).

IISIEN Diskon hingga 75% &% nusatiy”
" RLILY3M Diskon hingga15%  (PEDSAN SEkARANG)

https://www.googleadservices.com/pagead/aclk?sa=L&ai=CUhryMZ_LWvPKIZn_rAGdsYeoCb2d...e=c&ds_e_network

4. Install TrueCrypt di pc anda. Select berkas jah'rakal di true crypt dan klik Mount. Jika
diminta password masukkan "kotaro_minami"
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< 10 "] Display password
11 = ; n
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Volume
/home/ega/Downloads/jah'rakal SelectFile...
& Never save history volume Tools... Select Device...
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5. Ditemukan flag "Chow Yun Fat"

M52 MB Volume

Places
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[ Desktop
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< Downloads
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A Pictures
H videos
{D) Trash
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[ DATA-DATA
308 GB Volume
8 52 MB Volume
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Network 310 x 200 pixels 21,1kB 100% 1/1
T ————

Chow Yun Fat

> b

22 Browse Network

B connect to Server

“BJ.jpg" selected (21,1kB)



