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Kasus :

FORENSIC FILE

Didapat sebuah file pcap hasil penyadapan dua orang kriminal yang melakukan
komunikasi untuk mengadakan pertemuan disebuah tempat. Melalui file pcap
tersebut akan diketahui dimana lokasi pertemuan yang akan di lakukan oleh dua

orang krimial.

File berukuran 355,1 KB
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Tangkapan Paket Jaringan (application/vnd.tcpdump.pcap)
335,1kB (335.144 bytes)

/home/perfecto/Unduhan/forensik

Rab, Apr 42018 10:50:32
Rab, Apr 42018 07:11:36

1. cari tahu string apa saja yang ada di file tersebut dengan mengetikkan perintah “string -d (nama
file) }more” tanpa tanda petik di terminal linux seperti gambar di bawah.



perfecto@perfecto: ~fUnduhan/forensik

perfecto@perfecto:~/Unduhan/forensik$ strings -d 31337 _master_forensic.pcap |more
1B<4>0ct 10 12:33:53 gateway kernel: [46735.878849] FIREWALL:BLOCKEDIN=eth2 OUT= M
AC= SRC=10.1.1.10 DST=10.1.1.255 LEN=76 TOS5=0x00 PREC=0x00 TTL=64 ID=0 DF PROTO=UD
P SPT=123 DPT=123 LEN=56
!pMO
!pMO
!pMO
{ Bn
<4>0ct 10 12:34:26 gateway kernel: [46768.856594] FIREWALL:BLOCKEDIN=eth3 0OUT= MAC
SRC=192.168.1.10 D5T=192.168.1.255 LEN=76 T0S5=0x00 PREC=0x00 TTL=64 ID=0 DF PROT
0=UDP SPT=123 DPT=123 LEN=56
!pMO
EBEOEOCNEMEBFAFEEPFACACACACACAAA
FHEPFCELEHFCEPFFFACACACACACACABN
SMB%
\MAILSLOT\BROWSE
<4>0ct 10 12:34:42 gateway kernel: [46784.911050] FIREWALL:BLOCKEDIN=eth3 0OUT=
=ffeffeffeffeff:ff:00:21:70:4d:47:ae:08:00 SRC=192.168.1.159 DST=192.168.1.255
=202 TO5=0x00 PREC=0x00 TTL=128 ID=106 PROTO=UDP SPT=138 DPT=138 LEN=182
!pMO
FHEPFCELEHFCEPFFFACACACACACACABL
<4>0ct 10 12:34:42 gateway kernel: [46784.917306] FIREWALL:BLOCKEDIN=eth3 0OUT=
=ffeffeffeff:ff:ff:00:21:70:4d:47:3e:08:00 SRC=192.168.1.159 D5T=192.168.1.255
=78 T0S=0x00 PREC=0x00 TTL=128 ID=107 PROTO=UDP SPT=137 DPT=137 LEN=58

disini kita mencari dengan detail apa saja string yang ada di dalam file tersebut. Dan ditemukan
sebuah percakapan melalui email dan terdapat file berekstensi .docx yang telah dienkripsi. Berikut

adalah tampilan email berisi file docx setelah mengetikkan perintah “strings -d (nama file) jmore”
tanpa tanda petik di dalam terminal linux.

perfecto@perfecto: ~fUnduhan/forensik

and a=20
bathing suit. Address attached. love, Ann</FONT=</DIV=></BODY=></HTML=>
_NextPart_eeD

! pMO
1_GOAE_O1CA497C.9DECIETO- -
=_NextPart_000_0060D_061CA497C.9DEC1EVO

Content-Type: applicationjfoctet-stream;

name="secretrendezvous.docx"
Content-Transfer-Encoding: base64
Content-Disposition: attachment;

filename="secretrendezvous.docx"
UEsDBBQABQAIAAAAIQDLeUAGTWEAANCFAAATAAGQCWANVDbNRLbNRTVHLWZXNdLnhtbCCiBAIo0AAC
AAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPAALAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAARA
AAAAARRAAAAAAAARAAAAAAAALRAAAAAAAARAAAAAAAALAAAAAALAARAAAAAAAARAAAAAALARRAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAARA
AAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAPAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPAARAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAPAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACD
VMluwgﬁﬁvquP05+V5TQQ1VVBA5dj1156QcYexK5epNttrvaEBEKQSprVSPH?LPdeHyGlyubg




2. Karena terdapat percakapan melalui email di dalam file tersebut di mana email menggunakan
protokol SMTP, maka file tersebut dapat di buka melalui wireshark untuk mengetahui lebih jelas
pesan yang di enkripsi untuk selanjut nya dapat kita terjemah kan menggunakan aplikasi online
berbasis base64.

File kita open di wireshark dan langsung follow stream pada protokol SMTP. Kemudian find file

©©® - m - xe Q¢ IT & [F Lo WEEX @

Filter: = tcp.stream eq 1 v | Expression... Clear Save

A
o, mee o (R L

129 243.540579 192.168.1 Stream Content

130 243.541072 64.12.102 |</HEAD> en=6
131 243.657931 64.12.102 <BODY bgColor=3D#ffffff> |

132 243.658756 192.168.1 <DIV><FONT face=3DArial size=3D2>Hi sweetheart! Bring your fake passport =

133 243.659288 64.12.182 and a=2@ en=0
134 243.773394 64.12.102 bathing suit. Address attached. love, Ann</FONT></DIV></BODY></HTML>

135 243.775217 192.168.1
------ = NextPart 001 000E_©1CA497C.9DEC1E7@--

137 243, 00457 04, 12.102 e
Wireshark: Find text
137 243.884497 64.12.102 | ____ = NextPart 009 008D ©1CA497C.SDECIETD { LINE BY ITSELF

138 243.886726 192.168.1 Content-Type: application/octet-stream; Find text: | docx|

139 243.887297 64.12.162 | | pname="secretrendezvous.docx" . ‘ Len=6
140 243.887693 192.168.1 Content-Transfer-Encoding: base64 cancel Find

141 243.888094 64.12.102 (Content-Disposition: attachment; —_—— Len=0
142 243.888678 192.168.1 |.filename="secretrendezvous.docx" S —

143 243.889104 64.12.102 3 Len=0
UESDBBQABOAIAAAATQD L eUAGTWEAANCFAAATAAGCWONVDNRIDNRTVHLWZXNdLNhtbCCiBATIoDAAC

144 243.889378 192.168.1

145 243.889720 64.12.102 Len=08
146 243.890629 192.168.1

147 243.890471 64.12.102 Len=0
148 243.890856 192.168.1

149 243.891706 64.12.102 Len=0
150 243.893104 192.168.1 ALLAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAALAAAAALAL

151 243 RA3IRIS A4 12 1A7 I en=f

. Entire conversation (286285 bytes) v
+Frame 129: 87 bytes on wire

vEthernet II, Src: Dell 4d:4f || ppy Save As Print Ascll EBCDIC Hex Dump CArrays  © Raw
+Internet Protocol Version 4,

+Transmission Control Protoco

+Simple Mail Transfer Protoco Help Filter Out This Stream Close
1000 00 Bc 29 9b ee 14 00 21 rv 90 %1 @€ UL WYY 943 YU T PITTTE

)10 00 49 00 9b 48 00 80 @6 91 32 cO a8 01 9f 40 6c g b e

1020 66 Be B4 Pe 02 4b 6d d3 a3 bf a7 2a 6a 79 50 18 f....Km. ...*jyP.

J030 9 62 38 aa 00 00 4d 41 49 4c 20 46 52 4f 4d 3a  .bB...MA IL FROM:

berekstensi docx. Copykan teks yang telah dienkripsi.

3. Buka link berikut untuk menerjemahkan teks enkripsi yang telah kita copy dari wireshark

http://www.motobit.com/util/base64-decoder-encoder.asp

berikut adalah tampilan dari link tersebut.


http://www.motobit.com/util/base64-decoder-encoder.asp

B 9%

AAAARADCBgAAD29y ZCaf cms cy9kb2N1bWVudCSabihucmVs ¢ 18LAQT tABQABGATAAAATOABQBKT
FOOAAFKAAARAAARAAAAARAAARRAADA I AAB3D3IKL2RYY 3V ZWSOLNN tDFBLAQT tAROAAARAAAAA
I0BQ7VaATPYCAEZ2AGAVARARAARAAAAAAAAAAT INAAB3D3 IKL211ZGLhL2 1 tYWd LMSSwbmdQSwEC

AHdvemQvd2Vil2V0dGluZ3MueG1sUESBAL DAFAAGAAGAAAARADVKHS m+CgAAL FOAAABAAAAARAAA
AAAAAARAEWBDAHdVEmQv e 3RSDGVZLNhtbFBLAQI tABQABATAAAATCQUUGObWEAANC CAAARAAAA
AAAAAARAARAAAGY3AWBKD2ZNOCMOwCy9jb3 I 1LnhthFBLAQI tABOABGATAAAATQAXVAHWCQOAAMS Z
AAASAARAARAAAAARAAAAARWAAWB3D3TKL251bWI LemluZy54bxQSWECLQAUARYACAARACEAUBGS
NAXECAACGCARAEGAARAAAAAAAARAAAABFIQMAC29YZ(Imb250VGFibGUUeGLSUESBALIDAFAAGAAGA
AAARAKVRBWDYAQAAZQMAABAAARAAAAAAAAAARAAAS IMDAGRYY1BYb3BZL 2Fwc C54bWx QSWUGAAAA

AABADQBEAWAAICYDAAAA
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Pastekan teks yang telah kita copy ke dalam kolom yang telah tersedia. Pilih decode dan export file.

Kita beri nama file tersebut dengan forensik.docx. Kemudian pilih convert the source data.

4. Buka file forensik.docx yang telah kita unduh

B-@ it lEE . & ) ) fdemi @

Meet me at the fountain near the rendezvous point. Address below. I'm bringing all the cash.

) 1 £GP/ HEBIG S AR More... | satelite
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Carmen AN 3
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Playa del Carmen
1 s 36 reviews - more Inf
/| 1 Av. Constituyentes 1 Calle 10 x |a Sta
| Avenida
| Playa del Carmen, 77780, Mexico
01 984 873 4000

Get directions - Search nearby
Zoom here - Save to My Maps - Send
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5. kita berhasil menemukan dimana lokasi pertemuan dua orang kriminal.
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