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RECONNAISSANCE NETWORK SECURITY
WWW.PHPMYADMIN.COM

1. Foot Printing
· Whois
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· Whatweb
[image: ]
[image: ]

· Necraft
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· Reverse Domain
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2. Scanning  Network
· Scanning Network
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· Scanning Service Tersedia (Part Open)
Phpmyadmin:8008
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· Scanning Tipe OS
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3. CVE (Common Vulnerability Exposure)
· CVE Mitre
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Registrant Country: NZ
Registrant Phone: +64.4536946676

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Exc:

Registrant Email: contact@unoisdefender.org

Registry Admin ID:

Admin Name: Domain Administrator

Admin Organization: phpmyadmin.com c/o WhoisDefender.org
Admin Street: PO Box 23000

Admin City: Wellington

Admin State/Province: NONE

Admin Postal Code: 6440

Admin Country: NZ

Admin Phone: +64.4538946676

Admin Phone Exc:

Admin Fax:

Admin Fax Exc:

Admin Email: contact@whoisdefender.org

Registry Tech ID:

Tech Name: Whois Privacy Services

Tech Organization: WhoisDefender.org

Tech Streec: PO Box 83000

Tech City: Wellington

Tech State/Province: NONE

Tech Postal Code: 6440

Tech Country: NZ

Tech Phone: +64.453694667¢

Tech Phone Ext:

Tech Fax: +64.4536946676

Tech Fax Exi
Tech Email: contact@wncisdefender.org

Name Server: ns3.it.gi.net

Name Server: nsd.it.gi.net

DNSSEC: unsigned

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2018-02-02T17:25:32Z <<<
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root@kali:~# whois phpmyadmin.com
Domain Name: PHPMYADMIN.COM
Registry Domain ID: 102123756_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.gi.net
Registrar URL: http://www.gi.net
Updated Date: 2017-07-15T03:41:01Z
Creation Date: 2003-08-15T18:07:43Z
Registry Expiry Date: 2018-08-15T18:07:43Z
Registrar: NetraCorp, LLC dba Global Internet
Registrar TANA ID: 893
Registrar Abuse Contact Email: support@gi.net
Registrar Abuse Contact Phone: 9138710454
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Name Server: NS3.IT.GI.NET
Name Server: NS4.IT.GI.NET
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
[>>> Last update of whois database: 2018-83-14T07:48:28Z <<<
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WhatWeb

WhatWeb is a next generation web scanner Enter a domain to analyze:
phpMyAdmin Go

WhatWeb recognises web technologies including
content management systems (CMS), blogging
platforms, statistic/analytics packages. JavaScript

libraries, web servers, and smbedded devices *# Download

WhatWeb has over 1000 plugins, each to W Wiki

recognise something different. WhatWeb also
identifies version numbers, email addresses
‘account IDs. web framework modules. SQL efrors
and more

/phpliydmin [301] Country[UKRAINE] [UA],
HTTPServer [nginx],

1p[e4.130.222.148],
Redirectlocacion[nteps://wiw.phpmyadmin.net/],
Title(301 Moved Permanentlyl,

UncommenReaders [strict-transport-securityl,
nginx
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root@kali:~# whatweb phpmyadmin.com
http://phpmyadmin.com [200 OK] Country[UNITED STATES][US], HTTPServer[nginx],

IP[69.172.201.153], Script[text/javascript], UncommonHeaders[x-dis-request-id]
, nginx
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Critical Security Hole in PHPMyAdmin

A critical security hole has been discovered in PHPMyAdmin, a popular program for managing MySQL databases. The
vulnerability allows an attacker to defeat the program's security scheme by overwriting key system files, which in turn
enables remote file inclusion and cross-site scripting attacks. The PHPMyAdmin project has released an update that fixes
the issue, which can be downloaded here. Details of the security hole and its implications are outiined in an advisory from
the Hardened PHP Project, which discovered the issue during a code audit.

PHPMyAdmin s installed on many shared hosting systems to help customers manage databases for PHP applications. As a
result, the security hole may be attractive to hackers, as the program's location on a system can be easiy leamed, and
PHPMyAdmin provides access to a wide variety of web applications based on MySQL databases, including blogs, forums and
content management systems.

The potential impact of the limited by the fact that it only affects version 2.7.0, which was released last week. Users who
upgraded to 2.7.0 promptly are vulnerable, while systems running older versions of the software are not affected.

Posted by Rich Miller on 9th December, 2005 in Security
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Reverse IP Domain Check

Remote Address

[phpMyAdmin.com

| Check |

] Found over 1000 domains hosted on the same web server as phpmyadmin.com (69.172.201.153).

It appears that the web server located at 69.172.201 153 may be hosting one or more web sites with explicit content. The
web sites in question are highlighted in red below. There is a possibility that all of the web sites on this web server may be
blocked by web fitering software. Search engine rankings for these web sites may be affected as well

0.suncellular.com
04438.com

0800dados sautil com
Obalance smart bypass. com

1000mb.com
10101.com

123iran com
1dmarch com
163.172.33 108 com
1aa net

2016.com

23184 com
29domains.com
3awn.com

3dfast com

3sk com
4aco.com

4ghe com

4gnet com
5pages.com

6usk ventspils com
Bteen com

99211

996 mx

998.ca

Steen com

a7aorg

saaaes

0000061 com
066575 com

Obalance globe bypass com
1-2-call com

100k com

123Xl axisnet com
1234l axis singapura net
15dk com

19216811 com

1manga com

224.ddns org

24Thost com

381.info

3care com

3g.com

40plus com

4fourd com

4gte net

4gsmart com

5ra.com

Tstudio.com

992 be.

993

998 be.

99c.ca

a.ns safezone com

aa8 org
aacreditguide.com
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root@kali:~# ping phpmyadmin.com
PING phpmyadmin.com (69.172.201.153) 56(84) bytes of

From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.
From if-ae-6-2.

~c

--- phpmyadmin.

tcorel
tcorel
tcorel
tcorel
tcorel
tcorel
tcorel
tcorel
tcorel
tcorel

com ping statistics ---

-EQL-Los-Angeles.
-EQL-Los-Angeles.
-EQL-Los-Angeles.
-EQL-Los-Angeles.
-EQL-Los-Angeles.
-EQL-Los-Angeles.
.EQL'LDS'AngegFS.
.EQL-Los-Angeles

-EQL-Los-Angeles.
.EQL-Los-Angeles.

2s6453.
2s6453.
2s6453.
2s6453.
2s6453.
2s6453.
as6453.
.as6453.
2s6453.
2s6453.

net
net
net
net
net
net
net
net
net
net

298 packets transmitted, © received, +10 errors,

pipe 2

(64.
(64.
(64.
(64.
(64.
(64.
(64.
(64.
(64.
(64.

data.

86.
86.
86.
86.
86.
86.
86.
86.
86.
86.

252
252
252
252
252
252
252
252
252
252

.66)
.66)
.66)
.66)
.66)
.66)
.66)
.66)
.66)
.66)

icmp_seq=3 Destination Net Unreachable
icmp_seq=16 Destination Net Unreachable
icmp_seq=45 Destination Net Unreachable
icmp_seq=55 Destination Net Unreachable

icmp_seq=104
icmp_seq=124
icmp_seq=173
icmp_seq=212
icmp_seq=281
icmp_seq=290

Destination
Destination
Destination
Destination
Destination
Destination

100% packet loss, time 310481ms

Net
Net
Net
Net
Net
Net

Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
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root@kali:~# nmap -sP 69.172.201.153

Starting Nmap 7.60 ( https://nmap.org ) at 2018-03-14 13:13 WIB
Nmap scan report for 69.172.201.153

Host is up (6.0013s latency).

[Nmap done: 1 IP address (1 host up) scanned in 13.23 seconds
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root@kali:~# nmap -sV 69.172.201.153

Starting Nmap 7.60 ( https://nmap.org ) at 2018-03-14 13:14 WIB
Nmap scan report for 69.172.201.153

Host is up (0.0265 latency).

Not shown: 995 filtered ports

PORT STATE SERVICE  VERSION

B0/tcp open  http nginx

443/tcp open  tcpwrapped

554/tcp open  rtsp?

4443/tcp closed pharos

8008/tcp open  http D-Link Web Server 0.1




image14.png
«

phpmyadmin.com:8008  x

X fi  [J phpmyadmin.com:8008
Apps Fi] Google Cendekia ] Understand Linux Sh.

IEEE Xplor Diitl L

=
Authentication Required

‘The server https//phpmyadrmin.com:2008 requires a
usermame and password.

User Name:

Password:

LogIn Cancel
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root@kali:~# nmap -0 phpmyadmin.com

Starting Nmap 7.60 ( https://nmap.org ) at 2018-03-14 13:43 WIB
Nmap scan report for phpmyadmin.com (69.172.201.153)

Host is up (0.091s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE

B0/tcp  open http

443/tcp open https

554/tcp open rtsp

8008/ tcp open http

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: bridge

Running: Oracle Virtualbox

0S CPE: cpe:/o:oracle:virtualbox

0S details: Oracle Virtualbox

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 27.03 seconds
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root@kali:~# sudo nmap -0 phpmyadmin.com

starting Nmap 7.60 ( https://nmap.org ) at 2018-03-14 13:45 WIB
Nmap scan report for phpmyadmin.com (69.172.201.153)
Host is up (6.082s latency).

Not shown: 993 filtered ports

PORT STATE SERVICE

so/tcp  open  http

443/tcp  open  https

554/tcp  open  rtsp

s88/tcp  open accessbuilder

4443/tcp  closed pharos

s008/tcp open  http

32777/tcp open  sometimes-rpcl?

Device type: general purpose

[Running: QEMU

05 CPE: cpe:/a:qemu:gemu

05 details: QEMU user mode network gateway

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 101.84 seconds
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Common Vulnsrabilitiss and Exposuras

Download CVE Data Feeds Request CVE IDs Update a CVE

TOTAL CVE Entries: 97738

Search Results

There are 246 CVE entries that match your search.

Name
CVE-2018-7260

CVE-2017-1000499

CVE-2017-1000018
CVE-2017-1000017
CVE-2017-1000015
CVE-2017-1000014
CVE-2017-1000013
CVE-2016-9866

CVE-2016-9865

Description

Cross-site scripting (XSS) vulnerability in db_central_columns.php in phpMyAdmin before 4.7.8 allows remote authenticated users to inject arbitrary web script
or HTML via a crafted URL.

phpMyAdmin versions 4.7.x (prior to 4.7.6.1/4.7.7) are vulnerable to a CSRF weakness. By deceiving a user to dlick on a crafted URL, it is possible to perform
harmful database operations such as deleting records, dropping/truncating tables etc

phpMyAdmin 4.0, 4.4., and 4.6 are vulnerable to a DOS attack in the replication status by using a specially crafted table name

phpMyAdmin 4.0, 4.4 and 4.6 are vulnerable to a weakness where a user with appropriate permissions is able to connect to an arbitrary MySQL server
phpMyAdmin 4.0, 4.4, and 4.6 are vulnerable to a CSS injection attack through crafted cookie parameters

phpMyAdmin 4.0, 4.4, and 4.6 are vulnerable to a DOS weakness in the table editing functionality

phpMyAdmin 4.0, 4.4, and 4.6 are vulnerable to an open redirect weakness

An issue was discovered in phpMyAdmin. When the arg_separator is different from its default & value, the CSRF token was not properly stripped from the
return URL of the preference import action. All 4.6.x versions (prior to 4.6.5), 4.4.X versions (prior to 4.4.15.9), and 4.0.x versions (prior to 4.0.10.18) are
affected

An issue was discovered in phpMyAdmin. Due to a bug in serialized string parsing, it was possible to bypass the protection offered by PMA_safeUnserialize()
function. All 4.6.x versions (prior to 4.6.5), 4.4.x versions (prior to 4.4.15.9), and 4.0.x versions (prior to 4.0.10.18) are affected.
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phpmyadmin.com

Updated 38 days ago &

DOMAIN INFORMATION

Domain
Registrar
Registration Date:
Expiration Date:
Updated Date:
Status

Name Servers:

phpmyadmin com
NetraCorp, LLC dba Global Intemet
2003-08-15
2018-08-13
20170715

clientDeleteProhibited
clientTransferProhibited
clientUpdateProhibited

ns3.it ginet
nsd it ginet

REGISTRANT CONTACT

Name:
Organization
Street

City

State:

Postal Code:
Country:
Phone:
Email

Domain Administrator
phpmyadmin com c/o WhoisDefender org
PO Box 83000

Wellington

NONE

8440

Nz

+64 4536946676
contact@whoisdefender org
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ADMINISTRATIVE CONTACT

Name: Domain Administrator
Organization phpmyadmin com c/o WhoisDefender org
Street PO Box 83000

City Wellington

State: NONE

Postal Code: 8440

Country: Nz

Phone: +64 4536946676

Email contact@whoisdefender org
TECHNICAL CONTACT

Name: Whois Privacy Senices

Organization WhoisDefender org

Street PO Box 83000

City Wellington

State: NONE

Postal Code: 8440

Country: Nz

Phone: +64 4536946676

Fax +64 4536946676

Email contact@whoisdefender.org
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RAW WHOIS DATA

Domain Name: PHEMYADMIN.COM
Registry Domain ID: D000024715
Registrar WHOIS Server: whois.gi.net
Registrar URL: htop://GI.net

Updated Date: 2013-05-17T11:52:522
Creation Date: 2003-08-14T18:00:00Z
Registrar Registration Expiration Dat
Registrar: Global Internet

Registrar IANA ID: 893

Registrar Abuse Contact Email: AbuseGGI.net
Registrar Abuse Contact Phone: +1.9138710454
Reselle:
Domain Statu:

REGISTRAR-LOCK
Domain Status: DeleteProhibited

Domain Status: TransferProhibited

Registry Registrant ID:

Registrant Name: Domain Administrator

Registrant Organization: phpmyadmin.com c/o WhoisDefender.org
Registrant Street: PO Box 83000

Registrant Cicty: Wellington

Registrant State/Province: NONE

Registrant Postal Code: 6440

Registrant Councry: NZ

Registrant Phone: +64.4536946676

Registrant Phone Ext:

Registrant Fax:
Registrant Fax Ex
Registrant Email
Registry Admin ID:

Admin Name: Domain Administrator

Admin Organization: phpmyadmin.com c/o WhoisDefender.org
Admin Street: PO Box 23000

Admin City: Wellington

Admin State/Province: NONE

Admin Postal Code: 6440

Admin Country: NZ

contact@unoisasfender . org.




