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I. Judul Tugas 

Mapping Common Vulnerability and Exposures (CVE) - CVE-2017-17615 

 

II. CVE 

Berikut adalah CVE yang berkaitan dengan CVE-2017-17615: 

1. CVE-2018-6367 

SQL Injection exists in Vastal I-Tech Buddy Zone Facebook Clone 2.9.9 via 

the /chat_im/chat_window.php request_id parameter or the /search_events.php 

category parameter. 

2. CVE-2018-5978 

SQL Injection exists in Facebook Style Php Ajax Chat Zechat 1.5 via the 

login.php User field. 

3. CVE-2017-17615 

Facebook Clone Script 1.0 has SQL Injection via the friend-profile.php id 

parameter. 

4. CVE-2012-1077 

SQL injection vulnerability in the Post data records to facebook 

(bc_post2facebook) extension before 0.2.2 for TYPO3 allows remote attackers 

to execute arbitrary SQL commands via unspecified vectors. 

5. CVE-2010-5056 

SQL injection vulnerability in the GBU Facebook (com_gbufacebook) 

component 1.0.5 for Joomla! allows remote attackers to execute arbitrary SQL 

commands via the face_id parameter in a show_face action to index.php. 

6. CVE-2009-3438 

SQL injection vulnerability in the JoomlaFacebook (com_facebook) component 

for Joomla! allows remote attackers to execute arbitrary SQL commands via the 

id parameter in a student action to index.php. 

 

III. Mapping CVE 

Berikut adalah hasil mapping dari CVE tersebut: 



 

Gambar 1. Mapping CVE 
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